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About this Guide

Audience and Purpose

This guide is for Microsoft Dynamics CRM administrators who plan to install the D&B360 software
application in their CRM environment.

We assume that you are familiar with how to use a command-line interface and how to download and copy
executable files to your local directory.

If you are interested in more training and education about using our products, learning opportunities are
available here: D&B Training and Education Opportunities for Admin Users.

Conventions

Note: Notes mean reader take note and provide helpful suggestions.

() Important Note: Important Notes mean reader be careful. In this situation, you might do something
that could result in loss of data.

In sections that include instructions for using the D&B360 and CRM graphical user interface (GUI):

e Textin bold indicates the name of a window, tab, field, area, or button that you click or interact with.

e Textinmonospace indicates a directory path or a command that you need to type in the command-
line interface.

Navigating in the PDF

Note: To download the free, latest version of Adobe Reader, go to this web site:
http://get.adobe.com/reader/.

1. To return to the page you were on after you click a cross reference link, press Alt + Left Arrow.

2. To return to the first page of the document, press the Shift + Home.

3. To navigate in the PDF file or change the Adobe Reader settings, on the Adobe Reader menu,
select View > Page Navigation, Page Display, and Zoom.
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Related Documentation

For more information about D&B360 from the user perspective, refer to the D&B360 User Guide. For more
information about using the Microsoft Dynamics CRM, refer to the CRM documentation.
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1 Introduction

Welcome to the D&B360 Administration and Installation Guide, which instantly connects you to customer and
prospective customer data that only D&B can provide — plus relevant rest-of-world content, all within your
instance of Microsoft Dynamics CRM.

Product Benefits .o il 11
GUIde Ob eIV S 1-2
Guide Organization ... .. 1-2

ACCESS 10 FRATUIES 1-2

Product Benefits

With D&B360, you get the business insight you need, the D&B data quality you want, and the ease-of-use you
deserve.

DsB- - Now you can see all angles of your prospects and customers within your
- CRM:

h.‘ « Know your customers better.

« Acquire new prospects.

« Sell deeper into organizations.

« Improve salesperson effectiveness.

D&B empowers you with relevant and credible information, facilitating your role as a trusted advisor to
enable new sales.

©Dun & Bradstreet, Inc. 2013 1-1




D&B360 Administration and Installation Guide 1 Introduction

Seeing your customers and prospects in a new way can uncover new

SEE NEW OPPORTUNITIES . . .
information and new-sale entry points.

ACCEIERATE YOUR SALES CYCLE Once you establish relevance and credibility, customers will trust you with their

business.
EXPAND YOUR CUSTOMER Build customer relationships on a foundation that is based on relevance,
FOOTPRINT credibility, and trust.

With D&B360, you have a powerful tool that helps you to better
understand your customers pain points, respond to their needs, and
ultimately positions you to win more business.

POSITION YOUR SUCCESS
The D&B360 platform features On-demand access to D&B data,

automatic refresh and synchronization with the D&B database, and
seamless integration of rest-of-world data.

Guide Objectives

The D&B360 Administration and Installation Guidefor Microsoft Dynamics CRM provides instructions for
general D&B360 Administrator tasks.

Guide Organization

The D&B360 Administration and Installation Guide is organized by tasks groups, which are presented in the
sequence in which they occur. For instance, you need to consider the pre-installation requirements before you
can install or upgrade the product. Likewise, you need to install the product before you can configure profiles
or deploy the application.

Access to Features

D&B360 is a powerful tool. You might find more than one way to do a specific task and learn that you can
use a feature or function in more than one area.

For that reason, this guide is organized by functions or tasks you are trying to accomplish. References to links
or menu options that help you navigate your CRM are also included.

©Dun & Bradstreet, Inc. 2013 1-2




2 Getting Started

AbOUt D&B 360 ... 2-1
Considerations for Administrators ... .. i 2-2
P RO QUISIEE . e 2-2
Specifying the Requirements for Your CRM Environment ... . 2-4
Hardware RequUirements . 2-4
Other RequUiremMeNtS . 2-5
DB 360 PaCKaAgES . ..o 2-7
Using Rest of Woorld .. 2-8
Rest of World Applications .. ... . . 2-8
STt AlOItS L 2-10

Note: For more information about the user interface and other features of theMicrosoft Dynamics CRM,
refer the user, getting started, installation, and administrator guides for that CRM.

About D&B360

To find basic information and useful links for interacting with D&B360, click About D&B360, located on the
D&B360 menu. You will also find a link to the D&B training web sites here.

©Dun & Bradstreet, Inc. 2013 2-1
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About D&B360

Provides links for you to:

Submit / \ Get
Your More Information
Questions [ Issues about D&B360

Read about Read about the
Terms of Use Privacy Policy

Submit Your Ideas Find Your SOCID & TPCID

Considerations for Administrators

You will be working within the Microsoft Dynamics CRM 2011 (On Demand or On Premise). Take time to
familiarize yourself with the operations of your Microsoft Dynamics CRM environment and the location of the
documentation. This information will help you successfully complete your tasks as a D&B360 Administrator.

If you are an existing D&B 360 user with Batch enabled, you need to complete the following steps:

1. Un-install the Informatica Cloud Secure Agent.
2. Contact Informatica Support (support@informatica.com) to request deletion of the existing Org ID. All

users that belong to this Org ID will also be deleted.

Note: During auto-registration, the Org ID will most likely be different from your previous Org
ID. Org IDs are generated automatically for all registrations.

3. On the D&B360 window, navigate to the D&B360 Administration page and click Batch Setup to

register the new Org ID with Informatica.
4. After this is completed, click Download Secure Agent and install the Secure Agent.

Pre-Requisite

To prepare for the eventuality that a user might want to install or upgrade D&B360, as the admin, you need
to add that users (or users) as a deployment administrator.

« Inthe Select User window, type the appropriate information to add the user as a deployment
administrator, and then click OK.

©Dun & Bradstreet, Inc. 2013 2-2
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Microsoft Dynamics CRM Deployment Manager

File Action View Help

Zl8x]

e s e R 7 e

j:ﬂ Microsoft Dynamics CRM
5% Deployment Administrators.
543 Organizations

aa Servers

Name I

| Actions

£ msdvm\Administrator

Select this object type:

IUaer Object Types... |
From this location:

Enter the object name to select (examples):

| Chesk MNarmes |
Advanced. .. 0K Cancel
[E55] [ e

Deployment Administrators -

Mew Deployment Administrator...

view 4
lg Refresh
|5h ExportList...
Help
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Specifying the Requirements for Your CRM Environment

Before you install D&B360 in your CRM environment, verify that the environment meets the requirements
described in the following sections.

Hardware Requirements
Microsoft Dynamics CRM Server 2011

The following table lists the minimum and recommended hardware requirements for Microsoft Dynamics
CRM Server 2011 running in a Full Server configuration. These requirements assume that additional
components such as Microsoft SOL Server, Microsoft SOL Server Reporting Services, SharePoint, or Microsoft
Exchange Server are not installed or running on the system.

Processor x64 architecture or compatible dual core | Quad-core x64 architecture 2 GHz CPU or
1.5 GHz processor higher such as AMD Opteron or Intel
Xeon systems
Memory 2 GB of RAM 8 GB or more of RAM
Hard Disk 10 GB of available hard disk space 40 GB or more of available hard disk
space
Note: Computers with more than 16
GB of RAM require more disk space Note: Computers with more than 16
for paging, hibernation, and dump GB of RAM require more disk space
files. for paging, hibernation, and dump
files.

Note: Actual requirements and product functionality might vary based on your system configuration and
operating system. Running Microsoft Dynamics CRM on a computer that has less than the recommended
requirements might result in inadequate performance. The minimum and recommended requirements are
based on 320-user load simulation tests.

For more information see: http://technet.microsoft.com/en-us/library/hh699840.aspx

©Dun & Bradstreet, Inc. 2013 2-4
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Microsoft SQL Server for Microsoft Dynamics Server 2011

Microsoft SOL Server database engine and Microsoft SOL Server Reporting Services are required to install and
run on premises versions of Microsoft Dynamics CRM 2011. The following table lists the minimum and
recommended hardware requirements for Microsoft SOL Server. These requirements assume that additional
components such as Microsoft Dynamics CRM Server 2011, Microsoft SOL Server Reporting Services,
SharePoint, or Microsoft Exchange Server are not installed or running on the system.

Processor x64 architecture or compatible dual- | Quad-core x64 architecture 2 GHz CPU or
core 1.5 GHz processor higher such as AMD Opteron or Intel Xeon
systems
Memory 4 GB of RAM 16 GB or more of RAM
Hard Disk SAS RAID 5 or RAID 10 hard disk SAS RAID 5 or RAID 10 hard disk array
array

Note: Actual requirements and product functionality might vary based on your system configuration and
operating system. Maintaining Microsoft Dynamics CRM databases on a computer that has less than the
recommended requirements may result in inadequate performance. The minimum and recommended
requirements are based on 320-user load simulation tests.

For more information, see: http://technet.microsoft.com/en-us/library/hh699808.aspx

Other Requirements

Client Operating Systems

Windows 7, Windows Server 2008 R2, Windows Server 2008 Service Pack 2,
Windows Vista Service Pack 2

Browser

Internet Explorer 7, 8

Other Applications

Microsoft Silverlight 5

Server Operating Systems

e On Premise Only: Microsoft Windows Server 2008 Standard x64 SP2
or later
o Microsoft Windows Server 2008 R2

Databases

e On Premise Only: Microsoft SOL Server 2008 Standard x64 SP1 or
later
e Microsoft SOL Server 2008 R2

©Dun & Bradstreet, Inc. 2013
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MS Dynamics Configuration | The Microsoft Dynamics CRM Deployment Manager allows administrators
to set the web addresses for the:

o Web Application Server

o Organization Web Service
» Discovery Web Service

o Deployment Web Service

For D&B360, these services need to be set to the same URL:

o All machines and users that will access the MSD CRM should be able
to resolve this URL.

o As a best practice, D&B recommends that all of the URLs in the
deployment manager be the same as the URL that users will use to

access the CRM.
On Premise Only: 206.80.52.0 to 206.80.53.255
IP addresses to be open on the
firewall 209.34.91.0 to 209.34.91.255
209.62.157.0 to 209.62.157.255
Server Operating Systems Microsoft Windows server 2008 (Standard, Enterprise, Datacenter) x64 SP2

or later; Microsoft Windows Web Server 2008 x64 SP2 or later; Microsoft
Windows Small Business Server 2008 (Standard, Premium) x64 or later*

The following applications must reside on the machine where you install D&B360 for Microsoft Dynamics
CRM:

o .Net Framework 4.0 — http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17851
e Windows Identity Foundation —
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17331
 Select the appropriate version for your machine:
e X86 = 32-bit, x64 = 64-bit
e Windows6.0 = Vista/Server 2008, Windows6.1 = Windows 7/Server 2008 R2

Actual requirements and product functionality may vary based on your system configuration and operating
system.

©Dun & Bradstreet, Inc. 2013 2-6
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D&B360 Packages

The D&B360 features are available in these packages.

Note: Tier 1 packages are available only for on-demand CRM applications. Tier 2 packages are available
for on-premise CRM configurations.

Tier 1 applies only to the « Company and Contact Data
Microsoft Dynamics On-

Demand CRM and is

e Company Search

available for 5 to 100 e Company Record Creation
seats. « Contact Search

o Contact Record Creation

o Build A List

 Prospecting/List Building
o Rest of World Data

o Segmentation Data

Tier 2 is available for 250 ° Company Search
per-seat Premium Contact
credits per year (per user

license) and unlimited o Record Refresh (Transactional)

Standard Contacts. « D&B360 and D&B360 Plus Company Append

e Company Record Creation

o Corporate Linkage

o Contact Search

o Contact Record Creation

o Build-A-List

e Company Look-A-Likes

¢ Industry Information

o Competitors Information

e Advanced Financial Information
o Contextual Social Media

e News

Note: Batch Match Records per Seat, Batch Refresh Records, and 250 contacts per seat are included in
Tier 2. Additional contacts are available as an add-on package. Contact your Sales Representative to
include this in your package.

©Dun & Bradstreet, Inc. 2013 2-7
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Note: De-duplication Check, De-duplication Fix, De-duplication Prevention, and Duplicate DUNS reports
are included. However, these features perform optimally only if you use Batch Match or the DUNS Import
Tool to append DUNS numbers.

Using Rest of World

Rest of World, or ROW, refers to social media applications and news feeds about the companies you are
interested in. These applications interact with your CRM and D&B360 to provide useful information related to
D&B360 data. D&B360 ROW applications display as follows:

4h Alerts | #= News Finnce 2" Map | # YouTube | L Blogs ‘_j Facebook | | | Twitter mLinkedln S| Skype

When you set user permissions, you will specify which ROW applications users can access. see "Entering D&B
System Settings" on page 4-9. By linking to ROW applications in D&B360, users can get a fully aggregated
information view of their customers from several social and news media sources — all within the CRM
application.

Rest of World Applications

D&B360 currently supports the social and news media applications listed in the following table. From a
D&B360 Account page, click D&B360 ROW to display the ROW tabs. To navigate through the ROW
applications, click the tabs.

. ) Allows you to save items of interest to you and stores them in this tab.
. Favorites

To add an item as a favorite, such as a news story, click the Star icon.
When you see your cursor pointer change into a little hand, click Mark as a
Favorite.

Allows you to track news so you can create customized alerts targeted to your
iu Alerts specific areas of interest. These e-mail alerts include relevant news articles, press
releases, company Web site updates, and blog posts, and are delivered overnight
to your email in-box. Use alerts to stay up-to-date about the most recent
company news, reach out to prospects or customers, create sales opportunities,
and follow events of both public and private companies. For more information,
see "Setting Alerts" on page 2-10

©Dun & Bradstreet, Inc. 2013 2-8
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= News

Displays aggregated headlines from many of the world's news sources. In
D&B360, the News tab displays overall news about the account name with links
to related articles. To open an article, click its link.

¥ Finance

Displays stock feeds and financial news feeds about a company from a variety
of sources.

The Map icon pre-populates the Account Billing address and connects to
Microsoft Bing Maps to show the address location.

& YouTube

YouTube is a video-sharing website where users can upload, share, and view
videos. A list of YouTube videos displays from companies in your D&B360
accounts. Only company-authorized videos display.

11 Blogs

Blogs display a list of authorized blogs from companies in your D&B360
accounts.

._j Facebook

Facebook is a social utility that facilitates communication. Only company
authorized Facebook pages display for each company. To view Facebook
information about people and companies from within D&B360, you need to
have a Facebook account.

A Facebook window opens to the account page you are currently viewing if it
exists in the database. To view the company Facebook information, if you are
not already logged in to Facebook, log in to your Facebook account.

1| Twitter

Twitter operates a free digital service site that blends social networking with the
ability to post short messages (or micro-blogs) limited to 140 characters or less,
commonly known by users as Tweets. The Twitter service is designed for use on
personal computers and through mobile devices such as smart phones. Tweets
are published on a poster's personal web page, and can be restricted to select
viewers, or viewed by anyone.

In D&B360, when you click the Twitter tab, a list of that company's official
tweets displays.

©Dun & Bradstreet, Inc. 2013
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LinkedIn is a business-oriented social networking site where you can connect

m Linkedin with trusted contacts and exchange knowledge, ideas, and opportunities.

If you are not already logged in to LinkedIn, you will need to log in when it
opens in a browser window. If the account you are viewing is in the database, a
LinkedIn window for that company opens. If that company is not found, a
LinkedIn search window opens with that company name pre-populated. Or you
can use the LinkedlIn search window to define your search.

Click to make voice calls over the Internet. If you have Skype installed in on your
k] Skype computer, you can use the Skype icon listed next to phone number to make a
Skype call. If phone numbers for companies, contacts, or leads are in your
D&B360 account information, you can make Skype calls to them.

Setting Alerts

1. When you click the Alerts tab for the first time, in the eMail Address field that displays, type the email
address where you want your alerts digest email to be sent.
2. Click Subscribe.

i@ ews Bl Finance 3% Map & YouTete 1) Blogs [ Facebook [T Twises

Wi B CLrTEntly Hof A AT SUDSCTIDET. Medse DrOvOE yOUT el M00neSs. Deice. Ml press. e Subss s Buimon
ehlal Address

Subscrbe

3. Click Alerts.
4. Select which type of alerts you are interested in, or click Select All.
5. Click Monitor.

©Dun & Bradstreet, Inc. 2013 2-10



D&B360 Administration and Installation Guide 2 Getting Started

Please select the types of alerts you are interested in.

[Tl Restructure [Tl Regulation or Litigation
[] Reduction [ Awards

[C] Bankruptcy [C] Earnings Release

[Tl Executive Activity [T Executive Announcement
[C] Executive Quote [C] Expansion

[C] Financial News [C] Funding

[l Management Change [Tl Merger and Acquisition
[C] Mew Alliance 1 Mew Product

[C] Wins

[C] Select All

©Dun & Bradstreet, Inc. 2013 2-11



3 Installing D&B360

The following instructions guide you through the installation, set-up, and configuration of D&B360 in your
company's instance of Microsoft Dynamics CRM.

Downloading and Initiating the D&B360 Installation ... .. .. .. 3-2

Initial Steps: for Installing D&B360 for the First Time, for Upgrading D&B360, and for Re-installing D&B360 ........ 3-3

Installing D&B360: Steps that Differ Between First Time Installation, Upgrades, and Re-Installations ......_......._. 3-6

Steps Unique to a First Time D&B360 Installation ... .. ... . .. 3-7

Post Installation: Re-installing or Upgrading D&B360 ... ... ... . o o L 3-11

Configuring Outlook to Integrate with the MSD CRM . i, 3-17
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Downloading and Initiating the D&B360 Installation

You should have already received an email message that contains your installation key, user ID, and
password. After you access the D&B360 registration site and complete your registration, you will receive the
remainder of the installation package.

1. Download the D&B360 executable and configuration installer files and save them to your computer.

2. Inthe Open File - Security Warning window, click Run.

Open File - Security Warning i

The publisher could not be verified. Are you sure you want to
run this software?

=11 Mame: ...op\D&B360 for Microsoft Dynamics CRM 2.0.exe
Publisher: Unknown Publisher

Type: Application

From: C\Users\baump\Desktop'\D&E360 for Microsoft ...

: |

[#] Always ask before opening this file

I--I This file does not have a valid digtal signature that verfies its
w publisher. You should only nun software from publishers you trust.

= How can | decide what softwane to nin?

©Dun & Bradstreet, Inc. 2013 3-2
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Initial Steps: for Installing D&B360 for the First Time, for
Upgrading D&B360, and for Re-installing D&B360

These initial steps are the same whether you are installing D&B360 for the first time, upgrading your
software, or re-installing your software:

1. Inthe D&B360 window, click Next.

Dol 3

m Forst e
2. Inthe About D&B360 window, click Next.

T D830 for Microset Dynarnics CRM e Corentty Sharing [ o || 2 5=

DEEISD | Abous DB

DB (NYSEDNE) i the world's leading souwrce of commercial information and insight on busingsses,  »
enabling comparies to Decide with Confidence® for over 165 years. DEB's globed commercial

datshase contains mare than 130 million buginess recoeds. The databace is enhanced by D&E's
proprietany DUNSRaght® Qualty Process, which pravedes our customers wath quality busaness
information. This quality mformaton i the foundation of our global salutians that customens rely on to
rrake critical business decisions,

DEE provides customens with fowr solution sets, which meet 2 deverse set of customer nesds globally,
Cuestomers use DA Rick Management Solutiors™ to mitigate credit rek, increase cach fow and drive
increased profitabibty; DEE Sales & Marketing Sclutions™ to increase revenue from new and exsting
customers; DB E-Business Solutions™ to convert prospects into customens faster by ensbling business
professionals to ressarch companees, secutives and industries; and DEE Supply Management
Solutiors™ ta incresce cach by generating ongoing sawings from owr customers’ suppliers and by
pratesting sur customers from senous finsncal, epersticnal snd regulatary nsk.

For enane information, please visit waw.dnb com

m- !WwMi'EEﬁ'dJ'Car\crll

3. Inthe Authenticate window, enter the following information, then click Next.
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et D&B360 for Microsoft Dynamics CRM

D&B360  About D&B  Authenticate

Please, select Country where the product is being installed:

Connect via:  Microsoft Dynamics CRM Online -
Connect as: | ,' Current user @ Specify user

User Name:

Password:

Server URL:

Organization:

‘Connect
ICIickNexl_ I

R

ml .4 Previous Next Cancel
R

These fields are described in the following table:

Select Use the menu to select your default country/region for support links. Choose from: United
Country/Region | states/Canada, Germany, United Kingdom.

Connect via Use the menu to select Microsoft CRM 2011, Microsoft CRM Online, or Microsoft CRM
Office 365 as your application.

©Dun & Bradstreet, Inc. 2013 3-4
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Connect as Select Microsoft CRM 2011, Microsoft CRM Online, or Microsoft CRM Office 365.

oen DEB360 for Microsoft Dynamics CRM Mi=] E3

D&B360  About D&B  Authenticate

Please, select Country where the product is being installed:

-

Connect via: [Micrusnf‘t Dynamics CRM Online | - l

Connect as: Microsoft Dynamics CRM 2011

User Name: Microsoft Dynamics CRM Online
Microsoft Dynamics CRM Office 365
Password:

Server URL:
Organization:

Connect

ml AT Previous Next Cancel
heEuaiL

o If your CRM is hosted locally (also known as on premise), select Microsoft
Dynamics CRM 2011.

« If you have an online account to sign in with that you uses @live as part of the
user name, select Microsoft Dynamics CRM Online (also known as on demand).

o If you have an online account that uses an Office 365 username, select Microsoft
Dynamics CRM Office 365.

o Click Next.

Server URL Enter the URL of the server where the CRM is installed or the URL that you will use to
access CRM Online.

e For CRM On Demand, the URL will be something like
https://somecompany.crm.dynamics.com

e For CRM On Premise, the URL will be something like https://servername
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Organization Type the name of the CRM organization that you want to install to.

e For normal CRM 2011 deployments, you can get the org name from the URL such
as:http://someserver/someorg

 For IFD deployments, you can get org name from the URL such as:
http://someorg.someserver

e For CRM Online, you can get the URL such as:
https://somecompany.crm.dynamics.com

Installing D&B360: Steps that Differ Between First Time
Installation, Upgrades, and Re-Installations

The steps will differ somewhat depending on whether you are installing D&B360 for the first time, upgrading
your software, or re-installing your software.
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Steps Unique to a First Time D&B360 Installation

1. Inthe Trial Terms window, click Begin.
IS DABIS0 for Microsoh Dynaenics CRM E=mney X
DRBIE0 | Abowt DAR | | Authentstate | Trad Terms
B thes o5 your firgt satall the Trid berm el begen when you complete th mataliation. Select Begen 10

wdcate that your Tral shauld start todey. Select Cancel 10 end Fatallaton and Bege your trad ot & later
date

I thet & Aot your feut watall wenade wall conbnue BCordng 1o your wwhal Tral term. Select Begen to
conbrws corfaguration of Cancel 1o end

Click Begin.

m Preveows | | Beon ] Cancel

Note: Trial customers—Your 60-day trial period begins at the point of installation, as noted in
the trial terms. If you are not yet ready to configure D&B360,we recommend that you click
Cancel and configure your software when you are ready to start using it. This will allow you to
take full advantage of your trial period.

©Dun & Bradstreet, Inc. 2013

3-7



D&B360 Administration and Installation Guide 3 Installing D&B360

2. Inthe Trial Terms and Conditions window, read the terms, and then click Accept.

P DB 360 for Microsoht Dynamics CRM b
&= ¥ e

| | oaB360 | | About DA | | Authentcate | | Trad Terms | | Terms & Condbons |

Tral Tered and Corditaord hor DERIED (Thed Pary CRM Prosacder Tral) -
| Triad Terma and Condiboes [the "Agreement)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS BEFORE CONTINUING. BY CONTINUING
YOU AGREE TO ThiE TERMS AND COMNDITIONS SET OUT BELOW. IF YOU HAVE

ENTERED INTO A SEPARATE ORDER WITH DB FOR THE DA&BIG0 SERVICE, THEN THESE TRIAL TERMS
AND CONDITIONS DO NOT APPLY.

Pursuaent 10 that Pt tral (The “Trial™) for whach you Pawe regestened, Dun & Braditrert, Ine. (DAST)
whall mair sevdabls 10 3o, N

cuttorma Cuntomer ) buiraii slormaton [Trlcrmaton ) and tirndel (the ladormataon snd Lenscrt
togethar. the “tenaces”). The

followeng bbrmd and condibong thall spply 10 Customer's use of the Seneor, provaded that
Cuttorrar Pai b Currpntly efeitan madter

sgreement with DAR, the conflatng s sddbonal ey snd conditaond of futh manter sgreemest
whall control

H Ut Arinowledigraent

Viow agree that when prompted durng tha regabaton, you will sceunsy GlICH Accept
compary 0t the Customen wha wll -

DB [revous | [accent ] [ cances |
.

3. In the D&B Key window, type the installation key that D&B emailed to you.

Note: To facilitate flexibility in testing or deploying in various environments, we allow you to
use this Installation Key in up to 3 environments. Each Installation Key has a specific set of limits
defined by either your trial terms or your contract.
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4. In the Provided By field, click D&B or Microsoft to specify who provided the link to the installation

software.
5. Click Register Key.

P DR 30 for Muronof Dyruwrscs CRM

DB 360 dboad DEE | | Astbentaste

Instalstion Key | e

Provded By & DA&B Moot

DsB

6. If you did not choose to delete default data,in the Options window, select Install D&B Managed

Solutions.

If you deleted default data, in the Options window, select Install Default Data.

©Dun & Bradstreet, Inc. 2013
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7. Click Next.

P DB36D for Micresah Dynasics CRM o (=)

| V[ \ 1
lmm Abcnut DAB | | Avthentcste | | Trad Terma | | Teoma & Condetonn | | DAl ey | | Optaoen |

¥ Treitall DB Managed Sohution
o Ineitall Defait Dats

{D_&B L ([ previows | [ient [ conce |

Completing Your First Time Installation
To complete a first-time installation:

1. Inthe Final Review window, click Install.

"B D&E360 for Microsoh Dynamics CRM e
Wti iTnd ‘Inm_ -_thﬂd-{ondﬂ-om; D&Blkr: .%ﬂi idw.h-ﬂ!ﬂtngi]. “nuhwtn]
L] =2 L
Chicie Install to begin the nstallation
lrevtall DEB Managed Sclution

IM 'M]tm]fcmll

©Dun & Bradstreet, Inc. 2013
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Note: Depending on your network connection, the application will take about 5 to 7 minutes to

install.

2. Inthe final installation window, click Finish.

55 D&B360 for Microsolt Dynasmics CRM =y x|

L

[nstaling the soluticn: DnB 360

Solution mucoessully nstalled

DAEIG0 [mstsllation i complete. Go fto DABISD Administratson page to complete the mnital
configuration.

|Clich Finish. l

L

DB

For help with errors after you have installed D&B360, see "Resolving Installation Issues" on page 8-11.

Post Installation: Re-installing or Upgrading D&B360

(1) Important Note: If for some reason you need to delete your default data, you must do that first before
you re-install or upgrade the software. For more information, see "Processing Batches — Standard Level

Expectation” on page 8-10.

If you deleted default data, you can reinstall the default data by selecting the Install Default Data check box.
For more information, see this step on page 3-9.
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Note: You typically only need to re-install
D&B360 when updating the Look-Up table.

If you are reinstalling the software, the Modify
Installation window with Reinstall D&B360
selected opens.

I DABISD for Mutrasel Dynasss OFM

| |N=|-553 '-qu Hi: .Mnhmhullr Hﬁl‘rmu'-.lbqn. |

DB 3 s ey presanasly mvstaled. Vous mully {RO00se 10 resstell DEEIG0. of rerae & fromm yor

Tyilem.
L aensisl [ﬂ.ﬂ
Click Accept.
|m Praacan | |= ] Cancel | |

Note: You usually install an upgrade when a new
software release is available. This might include
new features or bug fixes.

If you are upgrading D&B360, the Modify Installation
window with Upgrade D&B360 selected opens.

=y )

IS D3350 for Matroso® Dynarmics CRM

||uam-:» it DB | | Ruthenticate | | sy Ioratanen

DA has bees previossty ratalied You may croose o reestsll DERIS0, or remove & from your
ribem

B Uipgrate KBS0

I Unirtall DR B350

i
Click Accept.

l | oo | [_zeeen | | Cancel |

1. In the Modify Installation window, make
sure Reinstall D&B360 is selected.
2. Click Accept.

1. In the Modify Installation window, make sure
Upgrade D&B360 is selected.
2. Click Accept.

3. Inthe Trial Terms window, click Begin.

"I DRB140 for Mirecsoht Dymaaerics CRM

DB 3ed | | Aot DAl | | Avtherasate | | Tral Toms

17 the o oir e el T Tood b mll B, abopst joiy o St Thay sttalgfasn Letect Bedpe 1o
andarite Tt O Trad phoudd Taat iy Sect Concel o 00 AERERON B B 0T bl Bt B LR
datr

I tha o not yows ik eatall werece well combnus scoording b year wwiial Tral teem. Lelect bege to

et Conguratan of Carde 10 end.

Click Begin.
I

e |
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You should have the installation key in the email message that D&B sent to you. After you complete the
registration process, access the D&B360 registration site to download the remainder of the installation
package.

Note: To facilitate flexibility in testing or deploying in various environments, we allow you to use this
Installation Key in up to 3 environments . Each Installation Key has a specific set of limits defined by either
your trial terms or your contract.

1. Inthe Terms & Conditions window, click Accept.

- . R
T DR B R Mo st Chyratrmsc s R ey
Dblhd | Abget Dl | | Scaheetcats | | Trasl Torma | | Torms & Conaibsorn
Trad Tarmry, peadl Conctagns doe DARIMS (Treg Pary CEM Srosedes Tran e

Triad Tavert wdl Conehiaons (s “Agrnsrmest)

PLEASE READ THE FOLLOWENG TERMS AND CONDITIONS BEFORE CONTINUBNG. BY CONTINUING
YOU AGREE TO THE TERMES AND CONGITIONS SIT OUT BELOW. IF YOU HAVE

ENTERED INTO & SEPURATE QROER WITH D& FOR Tl DaRMG SEECE TrlN THESE TELAL TERMY
AND COMDITIONS DO NOT APRLY.

Purgupet to tha Pew tral (T “Tral) for ey oo have regeriered, Do & Bepduinest b (DAET
whall maice seskabie % o T

Aty | Cudtorner ] bulein elsematees [Telmatein 7| ol e (the ot maton bad diteied
Sttt the “Servcni). The

ooy terms and [ondioed SRl boply 10 Cuttomeer's uie of e Serenes. proseded tral 4
Crantomar Bt & ourrently flactae maler

agpeement mos DAS, the onflatony i BSdtannl berm and oaditesnd of futh MBSl Mantement
Rl ganirg

e Aot Click Accept_

Fina BYIEE D, weln D (e EEE Do T PEGPATP O, (g will BIL B
L= Y o CaSomen whg e

m Frren | |_dsept | | Coranl

Note: The Installation Key is pre-populated.

2. In the Provided By field, click D&B or Microsoft to specify who provided the link to the installation
software.
3. In the D&B Key window, click Register Key.
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[ D60 for Micronoft Dymarmic: CRM oy ]

DS - | Akt DB Pantbapritcats | | sl Tawm Tored & Conditazen D Ky

Dt bonen

Pronvdied By & D& Marndof

Wiy regraRrabscey vl BriesThil

(Clich Register Key. )

m Fravaons Pt Cancel

Note: The Installation Key is pre-populated.

4. After the software successfully registers, in the D&B Key window, click Next.
5. If you did not choose to delete default data, make sure Install D&B Managed Solution is selected.

If you did choose to delete default data, make sure Install Default Data is selected.
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6. Inthe Options window, click Next.

Note: If you deleted your data, you must click Install Default Data instead of using the default
setting, Install D&B Managed Solution.

B DEE60 for Micressedt Dynamics CRM [l

HiE-: :Au'.h-tn-.-mq‘_l [M-:-ﬂ-is- instailstion || Tris Terms | .Ttms$§w=w| _rlhﬂ Kn-] -ﬂ\w]

L}

L L3

Please select ome or more of the following optsons to rstalk

| Install D&R Managed Solusian

astall Default Data D& Lookup records currently edst in your environment. 1f you would like to
nelcad the dats, please complete this install and follow instructioss specified n
D&B3E0 Admin guide.

M.. |_P‘reu-n-u:-! |_ Lancel ]

7. Inthe Solution Settings window, leave the default Maintain Unmanaged Customizations, or click to
select Overwrite Unmanaged Customizations, then click Next.

BE D&B360 for Microsoft Dynamics CRM [E=aec]

| | Madify ]n:!alhum] Triad Terms | | Terms & Conditions | | D&s Ky ! Opbons [Salu!u:-n Sel:hngs]
L - — Iy
L

CRM 2011 Solutions can be imported with bwo different settings: Maintain or Overarite Unmanaged
Customizations. If you have made customizations on top the managed solulion in this installer, Maintain
should preserve those changes. Overarite will overemite the unmanaged changes when the solution is

imported. If this is a new install, you can ignore this setting. If you are experiencing problems with this
install, try Overwrite to see if that fives your issue.

Solutiorn: DREISD for Microsoft Dynamics CRM

) Maintain Unmanaged Customizations
() Overwrite Unmanaged Customizations

DsB (orcvios Jl_tie . Coca }
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8. To complete the installation, in the Final Review window, click Install.

P D&B360 for Micraisodt Dynamacs CRM e

whicate | | Trad Terms | | Terms & Condtacan iNBﬁr} Cpodng | | Schutson Settngs | | Final Rarovew |
LY a ¥

Chek Ingtadl b2 bagen the nptallabon,
lngtall Dl Mansged Solytean

m MM'II(MJ-

Depending on your network connection, the application might take anywhere from 5 to 7 minutes to

install.

9. After the re-installation or upgrade has successfully completed, click Finish.

10. If your CRM is open in a browser window, refresh or reload your page to see the changes.

"I D5B360 for Micresah Dynamics CRM [y

This installation will take approximately five minutes, based on your connedtion ipeed. '
[rrstalling the solution: DIRBIED for Microsok Dynamics CRM

Soluticn successhally installed.

Ienperting DAE Lookup Records

DB Lopbup Reccads Imponed.

[mporting Settings Data

Settings Data Imported.

Imposting Entitlement Data.

Entitlement Dats Imported.

D&BIED Installation i complete. Go to DEAIE60 Admindstration page 1o complete the initial
configuration. If you have Microsoft Dynamics ORM open in your browser, plesse refresh the
pagelsl to view these changes.

Click Finish.

©Dun & Bradstreet, Inc. 2013
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Configuring Outlook to Integrate with the MSD CRM

The Microsoft Dynamics CRM2011 configuration wizard should already be installed. See Start -> Programs ->
Microsoft Dynamics CRM 2011. If it is not, download and install it from this web site:
http://www.microsoft.com/en-us/download/details.aspx?id=27821

1. Close Outlook.
2. From your Start menu, select Programs -> Microsoft Dynamics CRM 2011 -> Configuration Wizard.

. Microsoft Dynarmics CRM 2011
44l Configuration Wizard
i Diagnostics

In the Microsoft Dynamics CRM 2011 for Outlook Configuration Wizard window, the default URL and
organization display.

3. Click Add.

2i1 Microsoft Dynamics CRM 2011 for Outlook Configuration Wizard = |

Manage Microsoft Dynamics CRM Organizations

Define the Microsoft Dynamics CRM organizations that you want to sign in to from Outlook . Outlook will synchronize information onby with the
synchronizing organization. However, you will be able to view and work with records for all the organizations.

Server URL Organization Name Click Add. [ Add ]
@D https://dnb360 DnB360_2.3 [ Edit ]
[ Delete ]

3 Synchronizing
Organization
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4. In the Microsoft Dynamics CRM 2011 for Outlook Configuration Wizard window:
a. Inthe Server Information area, verify that the Server URL is correct, and click Test Connection.
b. Verify that the connection was successful.
c. Inthe Organization Information area, type your Organization name and Display Name.
d. Click OK.
i Microsoft Dynamics CRM for Outiook Sib S s 5 e
Configure Organization

Enter the information for the Microsoft Cynamics CRM server.

Server Information
Server URL: CRM Online] .

[ Test Connection ...

Autherticated as:

Organization Information
Crganization:

Display Name:

[ Synchronize with this Organization

0K || Cancal
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Providing D&B Access to Microsoft Dynamics CRM Users

By default, all Microsoft Dynamics CRM administrators have access to D&B360. Two security roles are always
included in the D&B360 application:

D&B360 Features and Administration Page: This role has full access to all D&B360 features
Administrator |including access to the D&B360 Administration page.

D&B360 User | Features Only: This role has full access to all D&B360 features excluding access to the
D&B360 Administration page.

For existing users who need access to the D&B360 application to complete any required configurations, as the
Microsoft Dynamics CRM administrator, you need to add the D&B360 Administrator security role to their
current security role assignments.

For existing users who have responsibilities within D&B360, you need to assign the D&B User role.
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Ensuring the D&B360 Application is Available

1. From the left menu, below Settings, select Settings -> Customization -> Solutions.

Settings

fat | 3~

4 Business
UZ'Q:. Business Management
ﬂ Templates
L,j Product Catalog
4 System
EJ Administration
[’f‘ Data Management

@* System Jobs
'-:33 Document Management

¥ Auditing

4 Customization |=€lect Solutions.
|_E Customizati

3? Solutions #

._'Q, Dynamics Marketplace

2. To verify that the application is installed, verify that it displays in the Solutions area.

You can verify the version number and installation date in this window.

438 % &

Mew New Import Advanced
Activity » Record - Data Find
Mew Tools
Settings {a LE‘ N Get Started with Solutions
4 Business -

lf%‘a Business Management
ﬂ Templates
L,__;' Product Catalog

4 System Orvenview Video
EJ Administration

['j@ Data Management

1. Understand

7 About Solutions
1 About Solution Components

G system Jobs - |2 Solutions: All Solutions - ISearchf-:u
:;i'j Workplace g?New X Delete | [53 Import T_n‘Export ﬁ_g Import Translations ,ﬂExpcurtTranslaticuns
4 Publish All § Doubleclick [§% Get Solutions from Marketplace | More Actions =
.!E Sales o = E
| MName | Display Mame Yersion

@jﬂ Marketing

_______ ‘& DnB3s0 D&B360 for Microsoft Dy, 2.3.0.43
S service 8" acivityFeeds Activity Feeds 1.0.1.20302

4
| settings

1-2naf 20 selectedl
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3. To view the application components, on the Solutions window, double-click D&B360.

The Information window opens and displays the components.

I _
B gose S 75 Acdtions - i@ Help =
 I—
| Solution: D&E360 for Microsoft Dynamics CRM
[35} " Information
/v, You cannot directly edit the components within a managed solution. If the managed properties for solution components are set to
allow customization, you can edit them in the Customizations area or from another unmanaged solution.
Solution: D&B360 for Microsoft ... Component Type Al -
3_? Information -
(8L Components :
HE|C| i N T ;
._| _% — 3 [7] | Display Mame | Mame | Type e
B option Sets = Account account Entity -
*g Client Extensions [l lj Activity activitypointer Entity
@] Web Resources ([[JE3 Application Ribbons Client Extensions
E* PEEEEE ' Dﬂ Confidence Code dnb_confidencecode Option Set
>+ Plug-in Assemblies
g []#g Contact contact Entity
| 5dk Message Proces...
@ Service Endpoints |:| ﬂ Country dnb_country Option Set
£F
2% Dashboards DE}) D&EB Admin Review dnb_adminreview Entity
|ﬂ REFICII'tS FI. mop rallnd | ne PR oy Sy | R Y [ Emdidua hl
4 3
% Connection Roles
7 Article Templates - 1 - 50 of 289 [0 selected) Fagel W
Status: Existing

Viewing Available D&B360 Roles

1. From the left menu, select System -> Administration.
2. To display the security roles available to you, click Security Roles.

4 System
#=| Administration
|"f' Data Management

@‘ System Jobs
33 Document Management

units. Edit and deactivate existing business units, Change the
Click Security hit.

ﬁ] Auditing Roles.
4 Customization
_3 Customizations
&7 solutions Security Roles
5_1 Dynamics Marketplace _,.f" Create new security roles. Manage and delete existing security roles for your

organization.

The Security Roles window opens and displays the roles available to you.
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Security Roles

Business Unit: [0l = 0=l

Lonew | & (3] | X | More Actions -

|:| | Mame Business Unit
D&? CEQ-Business Manager DME_Training
D&? SR Manager DME_Training
D&? Customer Service Representative DME_Training
D&? DE&EB360 Administrator DME_Training
D&? D&B360 Administrator - EL Only DME_Training
D&? DéEB360 User DME_Training
D&? DE&B360 User - BEU Only DME_Training
D&? Delegate DME_Training
D&? Marketing Manager DME_Training
D&? Marketing Manager - BU Only DME_Training
D&? Marketing Professional DME_Training

You can select from these 8 possible tasks that are permitted for a variety of components:

Create

Append

Read

Append To

Write
Assign

To view which tasks are permitted for the components of each role:

1. Inthe Security Roles window, select the name of the role you want to review.

Security Roles

Sonew | S 3]
[ | MName

D&? CEOQ-Business Manager

€7 CSRManager

X

More Actions -~

= &? Customer Service Representative

-I.E,? D&B360 Administrator

[[1£7 D&B360 Administrator - BU Only

< |&7 D&B360 User

©Dun & Bradstreet, Inc. 2013
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2. In the Security Role D&B Administrator window, click Customization to display permissions
associated with this role.

Details Core Records Marketing Sales Service Business Management Service Management Customization Custom Entities

Role Mame * Business Unit ™ g[cnch Customization. J

3. To view remaining permissions, click Custom Entries.

D&B360 Administrator Permissions

In the Security Role: D&B Administrator window, Customization tab, administrator permissions are
indicated by green (user type) circles.

E & Close 5 Adtions - i@ Help -

Bﬁ | Security Role: D&B360 Administrator Working on solution: Default Solution

Details Core Records Marketing Sales Service Business Management Service Management i r; Custom Entities

Entity Create
Attribute Map

Customizations o

el
o
1]

d Write Delete Append Append To Assign Share

O
] O
Dialog Session
Entity

Entity Map
Field

Import Job
Cption Set

Plug-in Assembly

Flug-in Type
Process
Publisher

Relationship

S5dk Message
Sdk Message —
Processing Step =

Sdk Message -
Processing Step (@]

Key
) None Selected User Business Unit & Parent: Child Business Units @ QOrganization
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In the Security Role: D&B Administrator window, Custom Entries tab, administrator permissions are also

indicated by green (user type) circles.

' ™
@ Security Role: D&B360 Administrator - Windows Internet Explorer E@Q
“_ﬂ https://dnbdemo.crm.dynamics.com/biz/roles/edit.aspx?id= %7 b0E1 CBEC9-BC96-E011-94 C5-5C260AFC36DE %7 d ﬂ‘
E B ciose Wy Adions - i@ Help -

. . Workil lution: Default Solutiol

[& | Security Role: D&B360 Administrator aridng an selufion: Detaul sefution
Details Core Records Marketing Sales Service Business Management Service Management Customization
.
Entity Create Read Write Delete Append Append To Assign Share
D&EB Admin
S —— ® ® ® ® ® ®
D&E Callout Log ® ® O @ ® ®
D&E Company ® ® @ L | ® ®
D&E Contact ® ® ® @ ® ®
D&B Credit @] ® O @] O O
D&E Entitlement ® ® ® ® @ ®
D&E Financial ® ® ® ® ® ®
D&E IndxRef ® @ ® @ ® ® @ ®
D&E Lookup ® ® ® @ ® ®
D&EB Saved
Search o o
D&EB Score O @ O O O
D&B Settings @ @ ® ® ®
D&E Web Service ® @ ® O O >
Key
(Z) None Selected User Business Unit & Parent: Child Business Units ® Organization
4 »
#100% -
L >y
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D&B360 User Permissions

In the Security Role: D&B User window, Customization tab, administrator permissions are indicated by
green (user type) circles.

E@. | Security Role: D&B360 User Working on solution: Default Solu

Details Core Records Marketing Sales Service Business Management Service Management Custom Entities

Entity Create Read Write Delete Append Append To Assign Share
Attribute Map O @]

Customizations
Dialog Session
Entity

Entity Map

Field

Import Job
Option Set
Plug-in Assembly
Plug-in Type
Process
Publisher

ce

Relationship
S5dk Message
S5dk Message
Processing Step
5dk Message
Processing Step
Image

Sdk Message
Processing Step
Secure
Configuration

O 0O00OCOBLOO0O0 O0OO0OO0OB0O0
[ I B N NoN N N N NoN N N N N N
OO NN NONINONO NS NONONGNONINONS]
O O0DOCOWLOODODOOOOOBOO

O
O
O
O
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In the Security Role: D&B User window, Custom Entries tab, administrator permissions are also indicated by
green (user type) circles.

i B
{22 Security Role: D&:B360 User - Windows Internet Explorer E@g

| Al https://dnbdemo.crm.dynamics.com/biz/roles/edit.aspx?id= T bACA394C1-BC6-E011-94 C5-5C260AFC360D8 %7 d & |

£ close W Adtions - @ H

[@ | Security Role: D&B360 User Warking on solution: Default Sob

Details Core Records Marketing Sales Service Business Management service Management Customization

Entity Create Read Write Delete Append Append To Assign Share

Review

D&E Callout Log
D&EB Company
D&B Contact
D&E Credit

D&EB Entitlement
D&E Financial
D&EEB IndxRef

Dé&EB Lookup

D&EB Saved
Search o o

D&EB Score
D&E Settings

oN N NoNON N N
o000 OOOS
o) N NoNoN N N
o) N NoNoN N N
L N N NONON N N
L N N NONON N N

OO0
LN
OO0
OO0
OO0
OO0

Key
() Mone Selected User Business Unit & Parent: Child Business Units [ ] Organization

#100% -
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Assigning Roles to Users

Follow your standard process for applying security roles to users. You can assign these roles to users: D&B360
Administrator and D&B360 User.

Manage User Roles
What roles would you like to apply to the 1 User you have selected?
| Role Name | Business Unit
[ Activity Feeds OnDemand =
[ CEQ-Business Manager OnDemand
[ CSR Manager OnDemand
|__Customer Seniice Bepresentative OnDemand
!IF D&E360 Administrator OnDemand
v DEESAD et OnDemand
Il_ Delegate OnDemand
[ Marketing Manager OnDemand
[ Marketing Professional OnDemand
[ Sales Manager OnDemand e
ok || cancsl

Note: Only someone who is assigned the role of administrator is authorized to configure settings. After
you have been assigned the role of D&B360 Administrator, you can configure the D&B360 settings.

Entering D&B System Settings

After you have verified that the D&B360 application is ready to use and that you are assigned the
Administrator role, you are ready to set the required configurations.

Configuring the D&B System Settings

1. From the left menu below Settings, select D&B360 -> D&B360 Administration.

Select D&B360
4 D&B360 Administration_ ]
] D&E360 Administration
®: DaB Callout Logs
.8 D&E Lookups
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2. Inthe D&B360 Administration window, scroll to System Settings -> D&B System.

Collapse the Welcome to D&B360 and D&B Licensing sections to have more space on the window.

%  Administration
'-'.'..:d
D&B360
» Welcome to D&B360!

» D&EB Licensing

+ System Settings

3. Expand System Settings, and in the D&B System area, use the menus to configure these settings:
a. Select the Default Country that you want to use when you search for accounts.

b. Inthe Country and State fields, select either Description or ISO Code to determine how the system

returns searches by country. You can change this setting later, but it will only affect new or refreshed
records.

c. Inthe Callout Timeout field, select either 30 seconds or 60 seconds to specify the amount of time
the system waits for a response from web services.

4. For the Allow fields, generally keep the default settings.
5. Click Save.

| Administration About DRB3
D&B]
D&B360
» Welcome to D&B360!

» D&B Licensing

~ System Settings
D&B System

Allow Duplicates *

Allow Callout Log *

Allow Lead Creation * Allow Contact/Lead Duplicates &' (2)

Allow Plugin Log * Allow Account/Lead Duplicates () Yes () No
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Configuring the D&B Button Settings

1. Inthe System Settings, D&B Button Configuration area, click the Yes or No radio buttons to select
which buttons you want to display on the CRM window D&B 360 menu. See the button descriptions
below.

D&B Button Configuration

D&B360 + (*) Yes () No D&B360 View + (*) Yes () No
D&B Contacts i(*) Yes (_) No D&E Look-A-Like *' (*) Yes (_) No
D&B Refresh * *) Yes |_J No D&B Competitors o *) Yes |_J No
D&B Financials * (=) Yes (_) No D&B Industries =) Yes ) No
2. Click Save.
D&B Data Allows you to change or remove D&B data (including company, contact, and lead

data) about an existing account, or to add D&B data to an account in your database
that does not yet include D&B data.

D&B Refresh Imports the most current D&B data for a specific account and performs a stare and
compare for the data in the Account object compared to the D&B360 object.

D&B360+ Displays all of the D&B data licensed by the company for a specific account. Data is
only for the company and does not include contact or lead information.

D&B360 Contacts Searches for contacts associated with a D-U-N-S Number or Company Name and
create leads or contacts from them.

D&B360 View Identifies related accounts within your Account object. You can also bring in family
members for cross-sell opportunities.

D&B Look A Like Searches for other companies that have similar attributes to their best customers.

D&B Competitors Accesses a list of competitors, assembled by D&B’s editorial team, that are associated
with a D-U-N-S Number or Company. You can use this list for creating accounts,
contacts, or leads.

ndustr earches for industry profiles associated with a D-U-N-S Number or Company to
D&B Industry Searches for industry profil iated with a D-U-N-S Numb Company t
quickly gain powerful insight that accelerates the sales cycle. Industry profiles are
powered by First Research industry experts

D&B Financial Searches for additional financial data specific to your D&B360 accounts such as
annual income statements, growth rates, per share data, and more associated with a
D-U-N-S Number or Company.
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Configuring Rest of World (ROW) Settings

1. In the System Settings, ROW Annotation Configuration area, click to select the check boxes for each
of the Rest-of-World options that you want to make available to your users.
2. Click Save.

Note: If you clear a check box, none of your users will be able to use that ROW option within the
D&B360 application.

ROW Annotation Configuration

Facebook

] Alerts [+
Blogs i |+ Skype i ]
YouTube * | Finance 1+
LinkedIn " |+ Map 4 ]
Twitter . |

For more information about the ROW options, see "Using Rest of World" on page 2-8.

Configuring D&B Stare and Compare Settings

1. Inthe System Settings, D&B360 Stare and Compare area, click to select the check boxes for each of
the stare-and-compare options that you want to make available to your users.

2. To allow your users to update the CRM DATA values for the fields in the Select Fields for update in
Stare and Compare section, click Preselect Differences.

3. Click Save.

D&B360 Stare and Compare

Preselect Differences :

5

Select Fields for update in Stare and Compare

Account Name Account Description

Address 1; Street 1 Address 2; Street 1

Address 1: City Address 2: City

Address 1: State/Province Address 2: State/Province
Address 1: Zip/Postal Code Address 2: Zip/Postal Code
Address 1: Country/Region Address 2: Country/Region
Address 1: Phone Mumber of Employees

Revenue SIC

FEEEEEEE
FEEEEEEE
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Cloud Secure Agent

Overview of BatCh ProCessiNg ... . o L 5-4
Understanding the Key Features of D&B360 Batch Jobs ... .. .. .. 5-4
Record Eligibility - 5-4
Confidence Code Threshold Facts ... ... . e 5-4
Validating D-U-N-S NUMDEIS 5-5
Configuring Microsoft Dynamics ... 5-5
Registering the Secure Agent for an On-Demand Installation ... .. ... . ... ... 5-6
Configuring the Secure Agent for an On-Premise Installation ... ... .. . . ... 5-8
Installing the VC++ Redistributable Package (X86) ... ... .. 5-8
Steps for Configuring the Secure Agent for an On-Premise Installation ... ... ... .. ... 5-11
Logging in to the Informatica Cloud Secure Agent ... . . 5-12
Running the Informatica Cloud Secure Agent Installation Program ... ... ... 5-14
Preparing Your Microsoft Dynamics and Active Directory for the Informatica Cloud Secure Agent ._............_. 5-19
Post-Installation Steps ... . 5-26
Adjusting the Settings for Your System .. L 5-28
Completing the Optional Steps ... .. 5-30
Restarting the Secure Agent L. . 5-31

Note: If you are installing Microsoft Dynamics CRM for On Premise, also known as CRM Active Directory,
see "Registering the Secure Agent for an On-Demand Installation" on page 5-6.
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Note: If you are installing Microsoft Dynamics CRM for On Demand, also known as CRM Live, see
"Configuring the Secure Agent for an On-Premise Installation" on page 5-8.

For an overview of the steps needed for each type of installation, see the following flowchart.

©Dun & Bradstreet, Inc. 2013 5-2



D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

Configure Microsoft
Dynamics for
Batches

Click Batch
Setup

Conflgure M3 Configure MS

Dynamics Dynamics
©On Demand On Premise Install VC++
{Online) Live {Active Redistributable
and Office 365 Directory) Package (x86)
Log in to Configure the Run the
Informatica Secure Agent for | Informatica
Cloud Secure On-Premise | Cloud Secure
Selup Installation Agent
Installation
* / iz
Set up User
MName and Prepare M3 «  Specify the Identify for
Password for On Dynamics and CEMHJPPM "
Dermand and for Active Directory = ldentify the Port for Your CRM
Office 365 for the |  Dynamics Instance
Informatica « Identify the Service Principal
‘ Cloud Secure Mame (SPM) for the
Agent Environment.
- +  Sel Delegation
and Refresh
Batch Jobs. ¢
Run Post-

Installation Steps

!

Schedule New Adjust the
and Refresh Setlings for Your
Batch Jobs. System

F

©Dun & Bradstreet, Inc. 2013



D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

Overview of Batch Processing
Two batch jobs are available through D&B360:

e New Batch — Use to associate existing Microsoft Dynamics accounts with a valid D-U-N-S record. New
Batch chooses accounts from Microsoft Dynamics and sends the account name and address to D&B for
potential cleanse, match, and append processes. After D&B returns the batch records, the accounts in
Microsoft Dynamics are associated with a valid D-U-N-S number.

o Refresh Batch — After Microsoft Dynamics accounts are associated with a D-U-N-S number, a Refresh
Batch is used once a month, or once a week, to refresh the D-U-N-S data stored in D&B360 Microsoft
Dynamics tables.

Understanding the Key Features of D&B360 Batch Jobs
The three key features of D&B360 Batch jobs are:

e Record Eligibility
o Confidence Code Threshold Facts
e Validating D-U-N-S Numbers

Record Eligibility

Every record picked for New Batch processing goes through a data quality check procedure. To pass this quality
check, a record must have a Company Name and one of the following:

This field: Phone
2 of these fields: Billing City, Billing State, Billing Postal Code

5 of these fields: Billing Address, Billing City, Billing State, Billing Postal Code, Billing Country,
Phone

Note: If none of the three criteria is met, the records will get pushed to the Admin Review List.

Confidence Code Threshold Facts

e The range of Confidence Code is: 1 to 10
e Any number above 8 is considered to result in accurate match records.

e The setting can be adjusted by a D&B360 Administrator in the Batch Setup screen.
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Records from D&B that fail to meet the defined Confidence Code Threshold are moved to the Admin Review
List. They are not automatically re-processed in the next batch run. As the Administrator, you must manually
process these records.

Validating D-U-N-S Numbers

An event such as a merger or acquisition can result in changes to the D-U-N-S number for a record.

Note: A Recertified D-U-N-S has occurred when we send records to D&B in a Refresh Batch job, and the
returned records have a new D-U-N-S Number.

In the case of a Merger or Acquisition, re-certified D-U-N-S records will be updated within the D&B360 table
with the following:

e Re-cert reason code
o Re-cert description

o DATS date when the new DUNS Number was assigned

Configuring Microsoft Dynamics

The configurations available for Microsoft Dynamic CRM, and their specific required modifications, include
the following.

Note: Microsoft Dynamics CRM On Demand is also known as CRM Online or CRM Live. Microsoft
Dynamics On Premise is also known as CRM Active Directory.
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Microsoft Dynamics CRM On Requires:
Demand

« Configuration of Batch Job Connection.
« Registration of Informatica Cloud Secure Agent (see

"Registering the Secure Agent for an On-Demand Installation”
on page 5-6).

Microsoft Dynamic CRM On Requires:
Premise
« Installation of Informatica Cloud Secure Agent (see
"Configuring the Secure Agent for an On-Premise
Installation" on page 5-8).
« Installation of Batch Job Initialization Files.
« Configuration of Secure Agent.

« Configuration of Batch Job Connection.

(1) Important Note: Make note of these requirements:

o To identify the type of configuration for your CRM, contact your System Administrator. For instructions
on how to configure your CRM, see "Configuring the Secure Agent for an On-Premise Installation"” on
page 5-8.

e Toinstall the Informatica Secure Agent, the user must be an admin user for the CRM, a system
administrator for the server where the secure agent is to be installed, and an administrator for the
Domain Name Server (DNS) in the network.

e Toinstall the Informatica Secure Agent, the user must be an admin user.

o Before you can set up and run batches, you must install the Informatica Secure Agent for Microsoft
Dynamics. For instructions on installing the Secure Agent, see "Registering the Secure Agent for an On-
Demand Installation" on page 5-6, or see "Configuring the Secure Agent for an On-Premise Installation"
on page 5-8.

Registering the Secure Agent for an On-Demand Installation

Note: On Demand is also known as online or CRM Live.
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1. On the CRM left menu, click Settings to display the D&B360 choices.
2. Select D&B360 -> D&B 360 Administration.

4 D&B360 Administration.
7] pbaB360 Administration
B paB callout Logs
E D&E Lookups

Select D&B3I60 ]

3. Inthe Batch Processing Setup area, click Batch Setup.

~ Batch Processing Set

Batch Prucessingf—'-] Setup.

Batch Setup Admin Review List |

In the D&B360 Batch Administration window, the system generates your Username and Password.

() Important Note: Make a note of the Username and Password the system generates for you. You will
need to have these for steps that follow.

4. In the Deployment Type field, select Online, and then click Register.

" User Registration and Secure Agent Installation About D&B360

LS|
D&B360

User Registration

Username: [Your User Name |
Password: [Your Password |
Deployment Type: -

On Premise

Internet Facing Deployment
Select Online. Online

Click Register.
Register
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5. Inthe CRM Connection Credentials area, type the user name and password you were given in the
previous step, then click Save.

%  D&B360 Batch Administration About D&B360

D&B D&B360 batch synchronizes data between Microsoft Dynamics CRIM and C&B. The batch runs in the background to make sure you have
D&B360 access to the latest D&E data at your fingertips. Spedify schedule for unning batch jobs.

| MWew Batch Activity Logs | | Refresh Batch Activity Logs | | Admin Review List |

+ CRM Connection Credentials

User |dnb36-3_1@l've.ccm | CRM Service URL 'i} |r'ttps:r';’dnbdemc-.crm.dyr'amiﬁ.cnm

Password | .l.t'.ln.too| |

» New Batch Schedule

» Refresh Batch Schedule

Click Save.

T

After you have completed these steps, you are ready to schedule new and refresh batch jobs (see "Scheduling
Batch Jobs" on page 6-1).

Configuring the Secure Agent for an On-Premise Installation

Before you configure the secure agent for an on-premise installation, you need to install the
VC++ Redistributable Package (x86).

Installing the VC++ Redistributable Package (x86)

1. Open http://www.microsoft.com/download/en/confirmation.aspx?id=29.
2. Click Start download.
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i Bownload Vel Ue 4 F00E Redintnbutable Package [x84) - Microsoft Download Center - Confirmat - Windows Intemet Explorer

Download Center

Windows Office  Product downloads  Download categories  Security  Resources

m=et . Thank you for downloading

Microsoft Visual C++ 2008 Redistributable Package (x86)

I yous dewenlcad doet not start after 3 seconds, chick heresStart dewnlcad

For you

Dewnboad Visual Siudss 11 B
9 Instruections Samrt preparing todey for the r
P generation of development.

1. lempesriani: bake sure you have the latest senice pacic snd critscal updates for the

Lllrs.-:;.n of Windows that you are running. To find recent security updates, visit Windows Bulld for the cloud: Free trisl of Wind A
dlate
P Unleath your imagination for the web, Saad,
2, Uhck the Download button on this page te stert the downlosd kel dirdid, and entiiperie.
3. Do ore of the following: Service Pack Center
Get thee Lot senvice pack for
= T fart the nstallstion immediately, click Run. E B P
« Te tave the dewnload to yeur computer Tor installaticn at a liter time, chek Save. P — 9

= Tag thi it allt ghek Camgel
@ gangdl th writallstasn, ghe ied .

o Firsanlnsd $ie SO0 snd sbast sodinn frr W

3. When you are prompted to run or save the .exe file, click Run.

Do you want to fun of sve wredist_xB6.ede (1.7 MB) from download. microsolit.com? x

-

I O

The Welcome to Microsoft Visual C++ 2008 Redistributable Setup wizard opens.
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4. |n the first wizard window, click Next.

5. Inthe License Terms window, | have read and accept the license terms field, select the check box.
6. Click Install.

++ FH0E Redntributable Setup

between Microsoft Corporation (or based on
ol you, Please read them, They apply to the |
aborwe, which indudes the media on which you receved it, fany, The |

b nameed
s apply to any Mcrosoft
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As the installation is in progress, the Setup window displays the status.

| Pocrosol Visual 1+ 2008 Reditributable Setw |

License Terms

Be e i canefidly read and understand all the rights and restricbiors described in the
kcense terms. You must accept the boense terms before you can instal the software.

AICROSCFT SOFTWARE LICENSE TERMS EI
ncsosor v ET
W"‘“”‘“h"“'“ R 5o s conipaing he ratal. Themay [0
€ P T, K] ‘take & minute or bwo. -
s ftware named & oy, The
s aise apply b - =
Print

Press the Page Diown key to s mone text,

F 1have read and accept the license berms.

7. Inthe Setup Complete window, click Finish after the installation is complete

i Mmrosalt Visual C4 4+ 2008 Redistributable Setup =10 =]

Setup Complete

Microsoft Visual C+ + 2008 Redistributable has been suocessfully installed.

It i highly necommended that you downlosd and instal the Ixtest servioe pada and
security updates for thes product.

For mone infarmation, visit She folowing Web ste:

Eroduct Support Center

Steps for Configuring the Secure Agent for an On-Premise Installation

If you have multiple Microsoft Dynamics organizations on a site, for each organization to have connectivity,
you must install the Secure Agent on a separate machine for each organization.
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1. On the CRM left menu, click Settings to display the D&B360 choices.
2. Select D&B360 -> D&B 360 Administration.

Select D&B360
4 D&B360 Administration. }
7] pbaB360 Administration
B paB callout Logs
E D&E Lookups

3. Inthe Batch Processing Setup area, click Batch Setup.

~ Batch Processing Set

Batch Prucessingf—'-] Setup.

Batch Setup Admin Review List |

4. In the User Registration and Secure Agent Installation window, type your user name and password.

() Important Note: Make a note of this because you will use these later to register the Secure Agent.

5. In the Deployment Type field, select On Premise, and then click Register.

About D&B360

" User Registration and Secure Agent Installation
Lol
D&B360
User Registration
Username:

[Your User Name |

Password: [Your Password |
Deployment Type: hd

\h On Premise
Select On Premise. Intemet Facing Deployment
Online

Click Register.

Logging in to the Informatica Cloud Secure Agent

1. Access the Informatica Cloud window at this URL: https://icosp2.informaticacloud.com/saas.
2. In the Informatica Cloud window, type the user name and password for the CRM that you made note

of previously, and then click Login.
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7 Enfurmatea Cloed  Wimndirans Enterscl Explorer

m'l‘-ﬁh'“ RN L P R P F;IE:L-'.'"P A (i) bformatics Cloud “Il I
INFORMATICA
vt 5 e . | ST o,
"
Password: P ':_ﬁ_j Irsciydes add-on functionality such as custom
i,
Legn
Cantact Validstion
Don't hawe an account? Vabdate postsl addresses, email sidresses, .
Farget your password? )| numbers i your CRM emarsnment o & beal
Data Assessment
Rasonroes mwa:ﬁtwﬂwﬂlhm
Contact, and cljects within Sak

See What's Hew in Informstica Cloud Winter 2013
Check System Status at the Informatics Cloud Trust Site

3. Inthe Informatica Cloud window, click the Configuration tab, then click the Agents tab.

5 Informatica Cloud - Windows Intermet Enplorer

mvkﬁhmuml.mm.dmmmma Pjﬁ ook | A &mm

INFORMATICA

ri-;rrl::_) | Comnections |  Schedules Task Flows Plug-ins Custom Sources

|

List of ol conmections in your crganization, Use & connection to connect to & databsse, file or Salesforce, To add a r
To view the details of 8 connection, dick the connection name.

4. Click Download Agent.

i Informatca Cleasd - Windows Intemet Explorer

Q0 26 v s irmstwicmimeree s S IRIRI6]X] (B msimeind

INFORMATICA

Agents | Ceaninections Sehedules Task Flows Phag-ng Custom Sewrnces

Agents

List of all Informatica Secare Agents in your organization. &n Informatica Secare is & bghtweight, seif-upgrading
commuricates with Informatica Clowd Services and enables the services to read m'iuﬂllu-mnﬂ-hﬂ
S seconds.
| Bownlond Agent... |
Actions Warme Hest Name  Plath Status Upgrade Status  Last Upgrade Check

5. In the Download Agent dialog box, click Windows, then click Download.
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 Download Agent B

Select the platform for the Informatich Secure

Agent.
Piatforen: & Windows
C o unux
o | Downlsad | | Cancel

6. At the prompt to run or save the .exe file, click Run.

Dés you want 16 fun o sEve agent_installexe (122 M8) from looss1.informaticacloud.com? wn | seve |¥] coned |

Running the Informatica Cloud Secure Agent Installation Program

1. In the Informatica Cloud Secure Agent Setup window, Choose Installation Folder area, leave the
default program directory or click Choose to specify a different location.
2. Toinstall the secure agent, click Next.

% Informatica Clowd Secure Agenl Selup

INFORMATICA Cloudd

54 Chocse installaion F

This setup wizard will ingtall the Infarmatica Cloud Secure
{_) Pre-Instafation Summary Agent on your corpuiier. For besi resulis, install the
O Instaiing Securi Agent on & computer hal i$ abwiays runining and
O Installation Complete abwiays connacted b0 your organization’ s netwoek. Yow do
LU U] el eV

not hava 1o connectio Informatca Cloud from the
cornguter wieng he Secund Agent is installed

Whisre Would You Like 16 Install?
[ 2= Program Fies (xi)\informatica Cloud Secure Agent

Restore DefaullFolder | Choose. |

Inatallasmwtsire by Macrovision

Cancal I
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3. Inthe Pre-Installation Summary window, review the settings and if everything is correct, click Install.

3 Informatica Cloud Semure Agent Selup =100 =]
INFORMATICA (|0 ]

(+] Choose Installaion Foider | Please Reiew the Following Before Continuing:

4l Pre-instaliation Summary =
{_) instaling Product Hame:
() instamation Cornplete Infarmatica Cloud Secure Agent
Install Folder:
CProgram Files (x86 nformatica Clowd
Secure Agent

Shortcut Folder:

c
Wsersicasesappata Roaming Wicrosoltwing:
Menu\Programsinformatica Cloud Secure Agent

Disk Space Information (for Installation —
Target):

Inm..i.-m FRT AAA 11R Pdas | _[:J
a "

The Installing window displays the progress of the installation process.

%! Informatica Clowd Secsre Agent Setup o S |
INFORMATICA C|O1Ld]

() Choose Installation Foldar The Infarrnatica Cloud Secure Agent is & lightweighl

(¥} Prednstallafion i program Eal runs all lasks and enables secure
@ S communicalion aross e firewall bebween your

adf Ingtalling.., organizaon and Informatica Cloud.
() Insiallafion Complete

INFORMATICA Cloud
3 Cioud-Baad
K N appheotan & Pations |
P

F
P -
_. \ d
. f g ”
&

w

> £ Secure Agent

o Doy

Instalng...

InstallAryeherns by Matrovision

Cancel | [ |

4. In the Installation Complete window, review the summary of the installation, and then click Done.
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W, Informatica Cloud Secure Agent Setap

INFORMATICA Cloud

() Choose Installation Folder

() Pra-installation Summary Congratulations! the Infermatica Cloud Secure Agent has
. Been successhully inglalled bo

() Installing... J

4 Instaliztion Complate

E:'F:ﬂr:-mam Files (xBS Ninformatica Cloud Secuwe
L

Piaase nobe Mal e Secune Agent must be configured far
us e with your Informatica Cloud organization.

Click Dome 1o clage this selup wizard and stal he
Informatica Cloud Secure Agent

IrstallArwivare by Macrovisi Click
Cancel I LDCII'!E. —= Dene ||

5. Inthe Informatica Cloud Secure Agent registration window, type the user name and password that
you made note of when you registered through the CRM, and then click Register.

i Informatica Cloud Secure Agent

INFORMATICA Cloud

ecure Agent

| O] The Secure Agest has not Breen registered. |

To regster the Seoure Agent, enter NM
Liser Mame; ®
Paciswnrd: *
Click Fagister
Register.

The Informatica Cloud Secure Agent window displays a message that it is starting up and upgrading.
After the upgrade process is complete, a message displays that the secure agent is up and running.
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[ tmtormatica o Secure ngent Rl |
INFORMATICA Cloud SEIENAY-Clp

& The Secure Agent i up sed running.

Restart | Shuts dowm the Seosre Agent if it i running, Then SIBnS it up agan.
Siop | Shuts down the Seare Agent.
PrEoTy-.. | Enber o e your rowy server mdiamaton.

6. In the Informatica Cloud window, type the user name and password that you made note of earlier.

The Configuration window displays the log in credentials you entered previously.

INFORMATICA

Agents Cansmehin Schedifen

Agents

List of all Irformatica Secure Agents in your organazation. An Informatica Secore Agent ks a lightweight, se¥-upgrading program that runs on a maching
database or file located on your network. The page automatically refreshes every 5 secands.

Downlead Agant,.,
Actions Mame Host Hame Platform  Status  Version Upgrade Status  Last Upgrade Check  Last Status Change

LR VODNDTOO0S  VOONDTONS Windews Astve 711,113 Up-to-date May 22, 2002 12:04 PM  May 22, 2002 12:07 PM

7. In the D&B360 User Registration and Secure Agent Installation window, Deployment Type field,

select On Premise, then click Next.
8. Type the user name and password you entered in previous steps.
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User Registration and Secure Agent Installation About D&B360

L5
D&B350
User Registration
Username: [Your User Name |

Password: {Your Password |

Deployment Type: -
. ©On Premise
Select On Premise. Intemnet Facing Deplayment
Online

Click Next

If you have correctly registered the CRM, the CRM Connection Credentials window displays.

9. To connect to the CRM, in the D&B Batch Administration window, CRM Connection Credentials area,
type your User and Password information.

.. . About D&E360
D&B360 Batch Administration
R D&B360 batch synchronizes data between Microsoft Dynamics CRM and D&EB. The batch runs in the background to make sure you have access to the

D&EEGEI latest D&B data at your fingertips. Specify schedule for running batch jobs.

| MNew Batch Activity Logs | | Refresh Batch Activity Logs | | Admin Review List |

= CRM Connection Credentials

User CRM Service URL &) ||

Password

» New Batch Schedule

» Refresh Batch Schedule
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If the Secure Agent fails to successfully associate with the CRM, an error message displays. If you get

this error message, try re-typing your user name and password. If you get the error message again, click
the link in the error message to download and install the Secure Agent.

%‘ﬁ User Registration and Secure Agent Installation A20Ut DERIEO
e

Secure Agent Installation

You are required to download and install the Informatica secure agent before you can begin batch processing with D&E350. Please refer to the D&B360 Admin Guide, if you need
further details.

If you continue toget the error|

Download and install the Secure Agent from the following link: message, clickthis linkand
Secure Agent Installation reinstall the secure agent.

Username:
Tryre-typing your user
Password: name and password.

Mext

If you have correctly registered the CRM, the CRM Connection Credentials window displays.

Preparing Your Microsoft Dynamics and Active Directory for the
Informatica Cloud Secure Agent

() Important Note: If the CRMAppPool is running as Network Service, watch for and read the Important
Notes that precede some of the following steps. To avoid problems with your installation, it is important
that you skip any steps preceded by an Important Note stating that you skip that step.
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Specify the Identify for CRMAppPool

e Log in to your MSD Application server.

1'.; Inbermet Information Serdioes “]“1] Hanager
@T@ | (3 v cRMa1LOCH » AppleationPods
Flg Wew Hep
H_ 1218 ﬂ“ﬂ Application Pools
e Sawt Page
93 CRM201EOCAL (MEDVMAdming Thes page lets you view and manage the st of applcation pools on the server. Applcation pocls
™ ane sssncated vath worker processes, conksn one of more soplcabons, and prowide mols on
" wu g dfferent appbcations,
3 &

Fiter: = oo = G Show Al | Group by: B

S [stots | rer.. |Maagedrp.. frdetty 4o

LOASPMET vAD Starbed  wAD Entegrabed ApphoaterFoderiity

L

‘:-,"m.f'frﬂ.dﬂ... Started w0 Classr ApplcationPoall dentity L]
:___‘I:Iamn: MET App... Started 2.0 Clasma ApphcationFoolldentity 1]
.}mmw Started w0 Class MSDVMCRMOTHAMICS . 2
.,;?Gﬁ'ﬂeﬂn-pmhﬁﬁ Started v Classe HEDVMYCRMDYHAMICS i
1

I|I'-..__'-*I:leI‘:|.iI'.ﬂusﬂ"‘r.«:ll Started Va0 Integrated ApphcationPoolldentity

Identify the Port for Your CRM Dynamics Instance

1. On the left side of the MSD CRM window, select Actions -> Edit Site, and click Bindings.

Y Intermet Information Services (115) Hanager

G (@ cuaniuoca » St MoosoRDmamcs CRM » [ = Lo -
Fie Vew Heb
—- . Microsaft Dynamics CRM Home _
8- kd |38 9 Dy B Expiore
Seart Page — Edit Permissions. ..
= 95 CMBIBOCA MSDVMiAdnng | | T s - s Al |Guwbr: :
¥ dophcation Pock: ASPNET a Edit Site
5 ) Stes i Bndngs. .
0 40 Defaudt web Site I ¥ T = -
e o oo 8 & @ @ i @ - =
ET HET JHET Error HET JHET Profie JNET Trust View Applicaions
Asthorzati.. Complaten  Pages  Globalzaten Levess Ve Tl e
7 m ™ FE g 6| [ eewese

2. Inthe Site Bindings window, identify the port number that is bound to your Dynamics instances, and
click Close.

313
hitp 5555

a I N
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Identify the Service Principal Name (SPN) for the Environment.

() Important Note: If the CRMAppPool is running as Network Service, skip all of the steps in this section:

1.

Log in to the Domain Controller.
The Administrator: Windows Powershell window opens.

To identify the name of your Domain Controller host, enter the hostname command.

T adminstrator Wndoss Powershell

% CisllgprasfAdrniniztrator? hostnans
C 11locald

Gl uu:'u'\.ﬁdnin istratorl _

To identify the SPN for your environment, enter the setspn -1 hostname command. This should be
a fully qualified domain name (FQDN).

X Administrator: Windows Powershell

F-4698-affd3-ThIdlehf 6 9B8d madun.con

G
R
[
H
H
H
H
H
E
1ds
1
1
1
e
1

fdniniztrator> _

The SPN name starts with HOST and contains the FODN for the machine.

4. Enter the following command with the values obtained in the previous steps as follows:

setspn -A iisadmin/<spn>:<port> <user>

e where <spn> is the result from Step 3
e <user> is the result from Step 1

e <port> the result from Step 2

In our example, this is

setspn -A iisadmin/crm20lllocal.msdvm.com:5555 MSDVM\CRMDynamics

UH~CRHDynanics

Updated ohb;
PSS CrsllserswAdrinistratord _
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5. Enter the command:
setspn —-A HTTP/<spn>:<port> <user>
In our example, this is

setspn -A HTTP/crm201llocal.msdvm.com:5555 MSDVM\CRMDynamics setspn -A
HTTP/<spn> <user>

6. Enter the command:
setspn —-A HTTP/<spn> <user>
In our example, this is

setspn -A HTTP/crm201llocal.sdvm.com MSDVM\CRMDynamics

con HEDMH~CAMDynanics
5 . DC=msdvn,. DC=com

L el o (3
PS5 CesllzerssAdninistratorl

Setting Delegation

() Important Note: If the CRMAppPool is running as Network Service, skip all of the steps in this section.

1. Log in to your Domain Controller and select Active Directory Users and Computers.

Administratve Toos |

£ At Drectony Admresinatee Center J
_-,;; Actve Drectory Domans and Trgts \Ji
EF Active Drectory Module for Windows Pa

@ Actiee Mioerineg Sihes and Sandoes

__ Actres Drecinry Lers il Computens Amirisirator

= ACETESt ; -

2. Comporent Seraoes

& Computer Management

& Data Sources (C0BC) R

B D B

i.,:| Event Viewer -
s Fle Server Resour ce Manager e

a’ Grongy Py Marugerment

H'_'- Irnfernet [nformation Services [T15) Man Devices and Prinbers
&, 5051 Initstor

B Local Seauity Pokcy Adririst e Todk b
) Performarcs Moniter

By Secunty Confgurabon Wizand el and Suppart
T, Server Manager

Servces =| Fan.
i Baic
| |50 ch programs s fies F2)  Logoff b

oed & & 2 G]7
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2. In the Active Directory Users and Computers window, select msdvm.com/Users.

B Active Directory Users and Com
File Acton Wew Melp

e nm &0 (XL

= Active Dinectory Liers aned Comput

3. In the Users directory, locate the User identified in the Step 1 and double-click it (see this step on page

5-21).

B Actree Durectory Users and Computers
Fle Acton Veew  Help

| xm £ DR

d=Hm3tamTadR

i| 2 Active Directory Users and Comput
] Saed Queries

= 2 mschm.com

1| Budtin

| Computers

]

Pearne [ Type | Descripton

Administrator  Lser Byt sccount for sdmini...
ﬂ,mnm... Seourity Group ... Members in this group can....
B Cort Publshers  Security Group .., Members of g group are....
B camM wes Security Group ... CRM Worker Precess Group

X Deried ROD...  Seosity Group ...  Members i th group ...,
B2, Dreadrmirs Seturity Group ... DNS Admiristrators Group
B2 Drslpdatefr... Searity Group ... DNS dents who are permi...
B Domain Admins  Sequrity Group ... Desgnated adminstratin..,

4. In the CRMDynamics Properties window, select the Delegation tab.

CRMIynamics Propertics

Remote Desktop Servicss Profle | Personsl Vitusl Desiaen | COM-

Gonenn | Adress | Account | Profie | Telephones | Delegation | Organization

& CRMOynamica

Frst e (B vss [

Last nams: |

Dhsplay name: [CRAMDyramecs

Descnptan [

(Office: [

Telaphons number: | Other.. |

Evmal: [

Wbpeor | o |
0K I Cancel I Aoeky [ Helo ]
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5. Select the Trust this user for delegation to specified services only and Use Kerberos only options, and
then click Add.

Cicroynamics Froperties N /.
MemberOf | Daln | Emweorment | Sessions | Femote contrl
Femote Desidtop Servces Profle | Personal Vinual Desidop | 0DM.
General | Addrss | Account | Pl | Telephones  Delegation | Orgarszation

s & securty-sensiive opanstion, which alows senices to sct on
of artheer e,

™ Do oot ruest iy wosesr o helagation

™ Teust this usar for delagation to ary ssrvios (Kerbencs onfy)
Eg;lummmum smrvanes tely

F}hmﬂﬂ

Use arwy suthentcation probecsl

Services 1o which this socount can present delsgated cradentisls:
Service Type | UserorComputer | Fod | Serdea N

i | B
[" Bpanded ! I Hemove
Add | TR |

ITI Carecnl I Hprry I Heda I

6. Click Users or Computers.

ada servees TP

To allow services o be delegabed for 8 user or computer, select the appropriate
Lsers or compubers, and then dick the senices,

To selact one of mors user or computer names, dlck T
Urae o Comtes e
Hralnbis serdces

| Service Type | UserorComputer | Pod | Service Name | D
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7. Enter the user name identified in Step 1 and then click OK ( see this step on page 5-21).

213
Seflect this obyect hype:
r.mw.uhmmmﬁ.wmm Obgect Types... |
From this location:
Burlumﬂmumw
Chack Names I
[ = ]

8. Select the HTTP entry whose Port column is blank, and then click OK.

1=

To allow services (o be delegabed for & user or computer, select the appropriste
wsérs of compubérs, and then dik the sendces.

To select ane of mons User or Gompuler names, dick I
e o Users or Computers.

Hvalabie seracey

| Service Tipe | UserorComouter | Pod | Senvice Name | D
HTTP e 21 Tiocal madven

HTTF el ocs madvm . 5555

| | ] |
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Post-Installation Steps

1. Inthe Informatica Cloud Secure Agent Setup window, click Stop.

The Secure Agent shuts down.

Al Informatica Clowd Secune Agent ‘.IEI.EI
INFORMATICA Cloud SiElel (e AVl ©

4 The Secwre Agent s up and renaing.

Restart Shusts down the Secure Agent if it is running, then starts it up again,

T sme ! Shuts down the Secure Agent.
Proy... Enter or edit your proay senver informaton.

A message displays to inform you that the Secure Agent has been stopped.

2. In the Informatica Cloud window, click the Administration tab.

INFORMATICA

ictivity Log Activity Monitor Data Files Quick Setup

Activity Log

Wi Can view run statistics for all types of tasks on this page. Click on an ndividual thgh
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3. Log back in to Informatica Cloud using the user name and password you previously entered.
4. In the My Organization window, identify the Organization ID for your installation, for example, Org87.

INFORMATICA
Organization Connectors Users Audit Log
My Organization
You can view your organization profile. It displays organization properties and details, default email no
Edit

Organication Properties

Organization ID: Crg87
Dew Org: False
Publighing Org: False
Schedube Offset: * 15§

Pl i i B i P & el e m

5. Inthe Secure Agent . .\Informatica Cloud Secure Agent\main\rdtmDir\dnb360\
directory, create a folder with the Organization ID name.

(@aebzeo =10
—
P - | - infomatca Coud Seare Agent = man » rdmDe * drb%0 * * () [ sexrchabmo (2]
Organipe ~ _.,I:b:n Incude inlbrary = Shaewith =  Bun New folder jfv__dﬁ
¢ Faverites Peame « Dt sackfied |T|.u Sire I [
B Deskiop B o S114/2002 4208 PM Fde folder
J. Dowmiosds drb_bp_codes MED.dst 5/2012 1:51AM  DAT Fle 1,151KB
il Recent Places || orE3sn_pumesy_Recsed_MSD S/Z/012 M:51AM  Text Docsment 1¥E
- Libraries
o] (Doscusmerits
o Music
| Pichres

6. Download the Java Security Policy Files from this URL:
http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html.
7. Unzip the zip package and copy:

local policy.jar and US export policy.jar
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[ =101 x]
QU= [) - repkrs - e = 8 [exchice 2]
Organize Optn  Sharewith =  Burm  Mew folder * [ 8
- riame - Date modfied | Type Size ||
B Desictop | COPTRIGHT 111672006 5:10PM  HTML Document 3B
REGent Flnces | README 11/16/2006 5:10PM  Text Document EL=]
~4 Lbranes
*| Documents
o Music
| PELFES

8. Paste the unzipped files in the

Program Files (x86)\Informatica Cloud Secure Agent\jrel\lib\security

directory and overwrite the existing files.

(Wsecwity =101 x|
P - || - Infmatea Coud Seare Agent - ye - b - seaurity = 58 [sewch seamty =
Organze » | Open  Bum  New folder = o« [l 8

- Emverites reame - Diate modfied | Type Sire | |
I Desktop bkt ST AN Fie 1¥B
Doremicats || cacerts 5/2/2012 10249 AM e BOKE
- Rorcens Paces fava.pobey S/2/012 M40 AM  POLICY Fike 348
Vil 2, i0=45 AM L
=3 Liearies Jva, Bty SfA2012 1049 SECLRITY Fle 1168
% Docsmenits AN DOy S2/2012 10:49 AM POLICY Fle 1KB
| Pictures trusted. eanes 53002 MM AN LIERARIES Fle 144E
H vedess =
R Computer
L el g 1)

Adjusting the Settings for Your System

1. In the Administrator Windows PowerShell window, identify your domain name.

In our example, the domain name is MSDVM.

T Adnminmstrator Wendows PowerShell

i@ in rrator

CrxllgarsvAdninistrator?

2. Use Notepad to edit the krb5.conf file, which is located in the

Program Files (x86)\Informatica Cloud Secure

Agent\main\bin\rdtm\javalib\msdcrm\conf directory, and enter the values for your system.

In our example, the domain is MSDVM.COM, and the machine name where the CRM is located is

crm2011local.
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The following is an example krb5.conf file.
[libdefaults]

default realm = MSD.SAMPLE.COM

rc4-hmac

default tkt enctypes
default tgs enctypes = rcé4d-hmac

permitted enctypes = rc4-hmac
[realms]
MSD.SAMPLE.COM = {}

kdc = xxx.msd.sample.com

default domain = MSD.SAMPLE.COM

}

[domain realm]

.MSD.SAMPLE.COM = MSD.SAMPLE.COM

3. Save the file.

(!) Important Note: If the CRMAppPool is running as Network Service, skip the following step:

4. Use Notepad to edit the login.conf file, which is located in

Program Files (x86)\Informatica Cloud Secure

Agent\main\bin\rdtm\javalib\msdcrm\conf

directory, and enter the values for your system.

B leginconf - Rotepad =101 =]
File Edt Format Vew Help

[Epnego-cTient { =]
com, sun. security. auth, module krbSLogirmodule required

dabug=rrua

serverprincipal="CRMDynami csEMSOW, COM™

STOFEFASS=True;

¥
Sprego-server {
com, sun. security. auth. module. KrbsLoginMoedule required

StDFEKE}I‘-tr ue
isImviviator=false;

CRMDynamics is the user under which the MS Dynamics has been installed.

5. Save the file.

©Dun & Bradstreet, Inc. 2013 5-29



D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

Completing the Optional Steps
Optional Step for Only When the MSD Application is Accessed using HTTPS

This step is required only if you are using self-signed certificates.

1. Configure the Java Security for Microsoft Dynamics Active Directory (MSD AD) instance.
2. Generate the root and intermediate Secure Socket Layer (SSL) certificates for HTTPS URL (.cer files).
3. Use the command line to install certificates (certs) for JRE.

a. Use CMD and navigateto <agentdir>/jre/bin/

b. Type the command: keytool -importcert -alias <certificate alias name> -
file " <certificate path>\<certificate filename>" -keystore

..\lib\security\cacerts -trustcacerts
Where Certificate Alias Name is any unique name and file is the full path to the .cer files
Example: Root certificate = RootCA1.cer

keytool -importcert -alias MSDROOT -file " <file path>\ RootCAl.cer " -keystore ..\lib\security\cacerts
-trustcacerts

Default JRD password: changeit
Optional Step When the DNS Is Unable to Perform Host Resolution

If the DNS is improperly set, you might need to add the IP address and hostname to your hosts file to resolve
the hosts used for MSD deployment. For example, in Windows 7, the IP address can be found in this directory -
-C:\Windows\System32\drivers\etc.
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Restarting the Secure Agent

« Open the Informatica Cloud Secure Agent window, and click Restart.

dl islormatica Clesd Sevure Agent

mrﬂnmmiﬂ Cloud

becure Agent )

I | The Sequre Agent has been stopped.

Ristart ] Shuits dowe the Seosre Agent if if & running. Ten Starts it up sgan.

Stop Shusts dowsn the Seosre Agent

Ty rer | Enter or et your prowy server infemason,

The Informatica Cloud Secure Agent starts up.

db Infoemuataa ¢ loud Sroure Agent

INFORMATICA C 00U Sl [(=NAYLE

| (o Thee Sevure Agest is starting up.

Fiestart Shusts diown, e Saaure Agent IF it i runming, Shen starts & up span

Eon Shuits Sown T Seore Agend
oy . Ertid or il your prony dhe nformason.
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A message displays to inform you that the Secure Agent is up and running.

b tndormatica Cloud Secure Agenk I =100 =]
INFORMATICA Cloud STl =NV ©

2 The Secure Agenl i up Seed running.

Riestart | Chuits der the Sete Agent if i o ruving. Sen SISIS LD san.

Sing | Shusts dowme the Sense Agent.
Prooy-: | Enter o edil your prowy server mimaton.

After you have completed these steps, you are ready to schedule new and refresh batch jobs (see "Scheduling
Batch Jobs" on page 6-1).
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Scheduling New and Refresh Batch Jobs .. .. L -
Schedulinga New Batch Job .. . . -

Scheduling a Refresh Batch Job ... -

Scheduling New and Refresh Batch Jobs

For batch processing turnaround time, see "Processing Batches — Standard Level Expectation" on page 8-10.

Each batch job has its own distinct schedule:

New Batch When you are ready to execute a batch job for the first time, you must
run the New Batch Job.

Refresh Batch You can run Refresh Batch only after you have run New Batch at least
once.

After the first run of New Batch job completes successfully, you can run both jobs in any order or in parallel.

Note: For both New Batch Jobs and Refresh Batch Jobs, the start date and time is a mandatory field.To
cancel a job that you've scheduled to run at a future date and time, enter a past date and time. If your job
has already started, you cannot cancel it.

Scheduling a New Batch Job

1. Inthe D&B360 Administration window, click Batch Setup.

~ Batch Processing Set

Batch Prucessing___ﬂ__ﬂ_,___._.---"’l Setup.

Batch Setup Admin Review List |
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2. Inthe CRM Connection Credentials area, type your User and Password information.

D&B360 Batch Administration About D&B360

i B D&B360 batch synchronizes data between Microsoft Dynamics CRM and D&B. The batch runs in the background to make sure you have access to the
D&B360 latest D&E data at your fingertips. Specify schedule for running batch jobs,

MNew Batch Activity Logs | | Refresh Batch Activity Logs | | Admin Review List |

+ CRM Connection Credentials

User CRM Service URL 1) ||

Password

» Mew Batch Schedule

» Refresh Batch Schedule
3. Inthe New Batch Schedule area, enter the Start Time for a new batch:
a. To set the date, type it or use the calendar.

b. To set the time, type it or use the clock.

4. In the Confidence Code field, select from 1 to 10. The default is 8. We recommend using a relatively
high confidence code.

5. Click Save.

% D&RB360 Batch Administration About D&B360

D&B360 batch synchronizes data between Microsoft Dynamics CRM and D&B. The batch runs in the background to make sure you

. =i
D&B360 have access to the latest DAE data at your fingertips. Specify schedule for running batch jobs.

Mew Batch Activity Logs | | Refresh Batch Activity Logs | | Admin Review List

3

» CRM Connection Credentials =
= New Batch Schedule
Start Time |5/23/2012 (5] at 1230 AM 2| (0 Confidence Code B ow

Repeat Frequency  Maone -

Click Save.

6. Inthe Repeat Frequency area, use the menu to specify how often you want to run the batch job, either
None, Daily, or Monthly (see "Repeat Frequency" on page 6-3).

Note: The Start Time field, which includes the calendar date and time of day, is mandatory.To
cancel a job that you've scheduled to run at a future date and time, enter a past date and time. If
your job has already started, you cannot cancel it.
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In our example, the Repeat Frequency is set to Monthly, and the Repeat Options are set to Repeat
Indefinitely.

+ Refresh Batch Schedule

Start Time | Etl - | E:]
Repeat Frequency  ponthiy v

Repeat Frequency Options: Monthly

Run the task:

(=) Day w of every month

() The - » of every month
Repeat Options:

i*) Repeat indefinitely

() Repeat until {5 at | = |
None Daily Monthly
Run the Select Start Time Select Every day or Every o Select Day of the month, or
Task and Date weekday o Select the first, second, third, fourth, or
last day of every month
Repeat N/A « Select Repeat indefinitely or
Options e Repeat until and choose the date and time.

Scheduling a Refresh Batch Job

Before you can schedule a Refresh Batch Job, which repeats a previous batch job, you must have run a New
Batch job at least once (see "Scheduling a New Batch Job" on page 6-1).

1. Inthe D&B360 Batch Administration window, click Refresh Batch Schedule.
2. Follow the instructions in the previous section for setting the Start Time, Repeat Frequency, and
Repeat Options.

Note: The Start Time field, which includes the calendar date and time of day, is mandatory.To
cancel a job that you've scheduled to run at a future date and time, enter a past date and time. If
your job has already started, you cannot cancel it.
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For example, if you want to set the Repeat Frequency to Monthly, you can specify which day of the
month and which day of the week to repeat the job as shown in the following illustrations:

DEBIED Batch Administration
" CARI patch prchronies cats between Morosof Dyrameacs S8 and DS The batch ners n e background o make suse you heve accem
LM BTG
[ memBanscmeyiogs | | Rewenzawnsoeapiogs | | s Revesin
¢ CRM Conmection Credentials
= Mrw Batch Schadule

i T (i = i GanbdenceCade B v
Repest Frequensy  Rene -

= Refrath Batch Schedubs

uars Tove Lot [ia] ot R0 MM 2| (5
Repest Frequancy  jigenray =
Repeat Frequency Options: Manthiy
Fuoh T ke
Dy = ol wepry monsh
= Tha - w o ovedy Sl
F-J:E
Fapeat Cphi socard
=1 Repen L]
Boarin
Fepes 241 | =

™ DEB360 Batch Administration
[i77:] DEBIE0basch pyrsironeies clats batwesn Migrgsslt Dynastigs CRM ancd DR The baish nuny = the Backgrousdd B male fure you heve sdes 154
DR

[ toew Bach dctmitybogs | | Betmi Botch dcmiylogn.| [ idmn Revew Lt
» CRM Connection Credentials

= Mew Batch Scheduls
E o [i5] = HE Cenfidence Cade i

Repeat Frguensy  Nohe -

= Refresh Batch Schedule

St T L o] at T 2| (L)
Reptat Fregwency  ponthiy -
Repeat Frequency Options: Monthily
Bun the tasic
¥ Day = of gvery manth
ORI - = of svery month
day
Rapest Opbons Sy
o § i Mondsy
Repeat indefnitely |
+ Bepeak unbl Wednesday |
Thursday
Fricuy
Saburcay

3. To save these batch settings, click Save.
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7 Reviewing Logs, Admin Review Lists, and
D&B360 Reports

After you have scheduled batches, you need to monitor the batch processes and be alert for incomplete results.
You also need to review the results from batch jobs.

Accessingthe Callout Logs ... .. o 7-1
Accessing the Administrator Review List ... .. 7-3
Using the Admin Review List ... L 7-3
Viewing and Processing Failed Batched Records Listed in the Administrator Review List .._..._...................... 7-4
Viewing D&B360 REPOIS ... L 7-6
Duplicate DUNS RePOIT ... .. 7-6
Using the Duplicate DUNS Report to Merge Duplicate Accounts ... .. .. ... 7-6
Recertified DUNS RepPOIt ... e 7-7

Accessing the Callout Logs

Callout logs track all WebService calls made between your CRM system and D&B.

1. Inthe left menu, select D&B360 -> D&B Callout Logs.

4 Da&B360 Select D&B360
1] paB360 Ad Callout Logs. ]
B DasB callout Logs
El D&B Lookups
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Settings fat | g~ D&B Callout Logs: Active Callout Logs ~ Search for records
&7 Solutions - - -
33.» Dynamics Marketplace |:| | Transaction Id | Callout Operations Created By Created On
4 Dynamics XRM Tools [1B DE151680-1DED-450A-832A-875BCD45ACFC DNE Build a List Product Team 8/27/2012 8:50 PM
< start [1B 3AS0ESAG-FCLE-42AE-8451-E5AGOF106126 DNE Contact Search Product Team 8/27/2012 8:50 Pv
P — [T]B 2B519£83.9B86-458E-40C3-DEDC3F2B(999 DME Build a List Product Team 8/27/2012 8:48 PN
T, e []B  EADAEE11-BEED-4E86-BBI4-59AC25324848 DNB Contact Search Product Team /27/2012 8:45 P
A ToTET [1B DABFDSF8-F4CC4ASE-9534.9ABEIBCSCDBE DNE Build a List Product Team 8/27/2012 8:45 PM
D D&E360 Administrati.. DE: FIFA4271-7524-49CA-B161 9AFS19E26EAT DME Contact Search Product Team 8/27/2012 8:45 PN
¥ pas callout Logs {F1®  516DEGEL-3CT7-40D6-A435-CBOA1BEBCBI5 DNE Build a List Product Team /27/2012 8:45 PM
¥ D&B Lookups /1% 70B65DD0-150E 4796-AE41 B0CBO40C54D2 DME Build a List Product Team /27/2012 8:45 PN
(@ Workplace [[1B  B4528438-0894-4AA4-ATFD-4C0564CTEDEF DNEB Contact Search Product Team /27/2012 8:45 PN
[]B: 267FB6E4-265C-4DBB-8E31 4D6(332A1 AEY DNE Contact Search Product Team 8/27/2012 8:48 PN
RS Sales [1B 86E6DC28-2CB5-4480-BFBA-ABGFA419D9CE DNE Build a List Product Team /27/2012 8:45 PN
(% Marketing []B B0378FCE-E951-4DOF-A1F7 988672ADBCTA DME Build a List Product Team 8/27/2012 8:48 PN
@B service DE 2DC7T365-4EDE4D82-004F 4275976 A0TAT DNB Contact Search Product Team /27/2012 8:45 PM
#| Settings : >
1 - 50 of 4959 [0 selected) Pagel |
2. To get additional information about a transaction, click the Transition Id.
Information about this transaction displays in a new window.
F;, D&e Callout Log D&E Callout Logs v | 4 | &

“# DE151680-1DED-450A-832A-875BCD45ACFC

* General

Transaction Id * |

Callout Operations | Created By 8 Product Team

Request Partner Area: Response

Sender:
TPAccountID : 000000000000000000
TPCUserID :
dnb360_product@dnb.com

Status Code: 1
Description: Success - good call

Data Area:
OrderRequest:
BAL:
MaxRecords: 1
SpecialtyCriteria:
DUMS: 114315195
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Accessing the Administrator Review List

o Inthe D&B360 Administration window, select Batch Processing Setup -> Admin Review List. You can
also click Admin Review List in the D&B360 Batch Administration window.

~ Batch Processing Setup
Batch Processing

Select Admin
Rewiew List.

| Batch Seiup | |Mmin Review List |

Using the Admin Review List

Two failure types are reported after batch processing:

Failure Type Means that ...

Data Quality | the Data Quality of the Account Record failed to meet the minimum requirements set for
D&B360 Batch processing.

Below the D&B record matched to your input record was below the customer-assigned confidence

CC Threshold | code

Note: Records that fall below the defined Confidence Code Threshold are moved to the Admin Review List.
They are not automatically re-processed in the next batch run. You must manually process these records.

1. Inthe D&B360 Admin Review window, next to each failed record that you need to resolve, click Select.

D&B360 Admin Review

D&B360
Action Account Failure Type Failure Descripticn
Select Designer Goods (sample Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select ple Below CC Threshold ~ The DMB360 record was below the configured confidence code value specified

Select

Click Select |

e

Below CC Threshold

The DNB360 record was below the configured confidence code value specified

Select Blue Company (sample) Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select Advanced Components (sample)  Below CC Threshold  The DMB360 record was below the configured confidence code value specified
Select A Store (sample Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select Affordable Equipment {sample) Below CC Threshold ~ The DMB360 record was below the configured confidence code value specified
Select Grand Store (sample) Below CC Threshold  The DMB360 record was below the configured confidence code value specified
Select Best o' Things (sample) Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select Litware Inc. (sample) Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select Magnificent Store (sample) Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
Select Recreation Supplies (sample) Below CC Threshold ~ The DMB360 record was below the configured confidence code value specified
Select Unusual Store (sample) Below CC Threshold  The DMB360 record was below the configured confidence code value specified
Select Variety Store (sample) Below CC Threshold  The DMNB360 record was below the configured confidence code value specified
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2. In the D&B Account Search window, click Select to view the results.

About DRB36!

" Account Search
), D&B Account Search

]
D&B360

Company Mame * Ferguson Masonry Inc Country * United States A

City Austin State/Province * Texas -

Address Pecan Park Rd Postal Code 78750

Phone

Click Search.
‘@ = Existing Account & = Existing Contact A = Existing Lead
Match Info Company Address City State/Province Country Postal Code Phone z
11201 THORNY BROOK TRL AUSTIN T us 78750-1040 (512) 335-1252
10807 LITTLE THICKET RD AUSTIM ™ us T78736-7440 (512) 293-727%
504 INDUSTRIAL BLVD AUSTIM ™ us 78745-1211 (512) 444-3218
Also Trades as: FERGUSON e >

98 SAN JACINTO BLVD STE 1810  AUSTIN ™ us 78701-4237 (512) 477-2285
9513 BROWNM LN STE A AUSTIM ™ us 78754-4055 (512) 961-31%4
3701 N HILLS DR AUSTIN T us 78731-3021 [312) 345-2415
5752 GORHAM GLEN LM AUSTIM ™ us 78739-1772 (512) 560-9458%

After you find the match for the correct company and add it to the D&B360 object, the failed record is
removed from the Admin Review List.

Viewing and Processing Failed Batched Records Listed in the
Administrator Review List

Accounts without a D-U-N-S Numbers are batched and sent to D&B for matching with D&B’s D-U-N-S data.
Some accounts cannot be sent because they don't meet 80% completeness. These accounts are listed in the
Admin Review List for review and resolution.

When the information is returned from D&B, most of the accounts will have been matched with D-U-N-S
Numbers. Some accounts will be sent to the Admin Review List for one of the following reasons:

e They were unable to be matched.

e They were matched, but the confidence code is below the default.

Whenever accounts are on the Admin Review List, you must review the information and correct it so that these
accounts can be successfully processed.
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| accounts
without DUNS Numbers

5 =S

hich have 80% completeness Pounewe T,
in account data .
are extracted and (’
sent to D&B for Matching @ »
. s eortsmown ™SRl

Accounts meeting
\_ the conBiencs cooe e Accounts that can be matched

are assigned a Confidence Code

are sent back
All accounts without DUNS Numbers Accounts that cannat be matched
Which don't meet B0% compleleness ltems needing review and resolution or with too low a Confidence Code
go to the Admin Review List by the D&B360 Administrator go to the Admin Review List

L o —» — - o & &

Note: Once the accouni is reviewed and addressed, the accoun! record can be either
processed through the next Batch Match cycle. or through transactional DUNS match.

Refresh batch results can also produce items that you must manually review and resolved. For example, you
need to change or accept the modified data.

DUNS Numbers
for Accounts in the system

DATA QLALITY
—%|_ along with the last Refresh date e 2 N AemeATos
are sent to D&B ﬁ
FAkLY @ mﬂmﬁ
TREES ﬁ-ﬂﬂﬁt‘fﬂ

&lE When the 'Last Refresh Date’ on a DUNS number
K'_ iz different than

the "Last Modified Date” of the DUNS number,
that DUMNS number record will be updated in your CRM system

Manual
reviaw /
rasoiution
raguired
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Viewing D&B360 Reports

The two D&B360 reports that are valuable in the review and resolution of some common situations include:

e Duplicate DUNS Report

o Recertification Report

Duplicate DUNS Report

If more than one account with the same D-U-N-S Number exists, it is listed on the Duplicate DUNS report.7.

Note: The tier level of your license agreement determines the type of access you have: Tier 1: Access to
report, but cannot merge accounts.

To resolve duplicates, you need to review the information in each of the duplicates and then:

o Decide which one is the master — that is, which one should be the primary selection.

o Select an account with information you want to merge into the master.

Note: If you have three or more accounts with the same D-U-N-S Number, you can merge the
information from more than one account into the master. However, you must do the merge
operations one at a time since the merge function merges information from two sources at a
time.

Using the Duplicate DUNS Report to Merge Duplicate Accounts

You can merge a maximum of two accounts at a time.

1. Inthe D&B360 Duplicate D-U-N-S window, select the two account records you want to merge.

Duplicate D-U-N-5

A Click on Merge icon to sebact Master Sccount for menge process, The Master Record selected will retain resd-only and Ridden field values

R0

] L85 | Dughcate Accounts

— Click
Pelarei Kkariicy Merge

i hhamr Cines By 4
v pany MAarcia [Kubersicy
i iy Mancia Kubersicy
&8 fry - HIQ Mlrich Sargter

2. Above the check boxes, click Merge.
3. In the Merge Records window, select the data you want to retain after the merge is complete.

o
i
5
%
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4. Select which of the accounts will be the Master record. You can select which fields on which records you

want to take precedence.

revelution with mass producion assemibly

lines in the earty 20th century, but today, it

is one of the world's largest automakers.
Select all fields in this section

D&B Company Ford Motor Company

Update Available L

‘B T DR

Select all fields in this section
5128,954,000,000.00
T 158,000

Professional Information

@ |

Annual Revenue

-

Mo of Employees

-

3 Ford M r

= -t

mpan

Select all fields in this section
Ford Motor Campany - HQ
Select all figlds in this section

1 American Rd

" Dearborn

Merge Records

Select the master record, and then select the figlds to merge into the master record.
Master Record and Field Selection

Master Record : 5 Ford Motor Company =R F

™ Select all fields in this section =

Account Name ® " Ford Motor Company 5
Address @ select all fields in this section 'F
Street 1 @ 1 american Rd 7
City % Dearbom
State/Frovince = M s
IP/Postal Code ® 45126.2701 e
Country/Region = us ©
Phone = [@13) 3223000 o
Description " Select all fields in this section &
Description ™ | Ford Motor began a manufacturing a|

¥ 198,000

ML
48126.2701
us
313) 322-3000
Select all Tields in this section

Ford Motor began & manufaduring
revolution with mass production assembly
lines in the early 20th century, but today, it
is ane of the world's largest sutomakers.

Zelect all fields in this section

F Ford Mator Company

Ha

Select all fields in this section
§128,954,000,000.00

oK ” Cancel

() Important Note: After accounts are merged, all contacts, opportunities, attachments, notes, and so
forth from the subordinate account are moved to the master account record. It is recommended that you
carefully evaluated the fields in the Merge Records window before merging the accounts.

5. To complete the merge process, click OK.

Recertified DUNS Report

Information about a company might change periodically, which triggers a change in the D-U-N-S Number.

Use the recertified DUNS Report to identify these issues so that you understand. If necessary, you can modify

your account information.

This feature is avilable only for Tier 2 licenses.
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n% Recertified D-U-N-5 Report Aoyt PAMIGD
Cleti @ Ehl DulbN=5 Number okl 53 God sadscalod steouste
DU Mambar Farerhed Date = Fosscn Codde & | Dmecrpten
QIHSEEIFA ] & Cvhi-5-5 Bhumber charged due to baing cenbfied &5 & doploste n DRE'S oo
T ST | Cobletidh Murbor hd Beon teratated n DAH 1 globel databure
BEERD AR T GHU-N-5 Mumber chianged withn DAIs pobal datakase,
LIAEE e ATIAT00 E DR Mty changed due b Being enified 55 5 dughoate in DAE'S £y
LEHETT LerthL Feos vrd L] Bu-iS Morrbar chamged don b & Metper &F Asueion.
. "
i Pagel b
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Enabling D&B360 Administration on a Customized SiteMap
Finding Your SOCID and TPCID . ... .. 8-10
Processing Batches — Standard Level Expectation ... .. .. .. 8-10
Resolving Installation Issues .. 8-11

ReSOIVING Problems L 8-12

Enabling D&B360 Administration on a Customized SiteMap

If you customized your site map (SiteMap), but you are not seeing the D&B360 Site Map options, use these
steps to add it.

1. Open the SiteMap Editor window and connect to your CRM.

4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

@ Load SiteMap E.?a Update SiteMap @ Open SiteMap H Save SiteMap | More actions = |§| i
— SteMap
v > :] j

[=- SiteMap
-- Area (Workplace)
[+ Area (SFA)
- Area (MA)
- Area (CS)
-- Area (Settings)
- Area (ResourcelCenter)
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2. Inthe SiteMap window, right-click Area (Settings) and select Add Group.

4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

@ Load SiteMap E_}E Update SiteMap @ Open SiteMap H Save SiteMap | More actions -

 SiteMap
OO /X | -
[=- SteMap
[+ Area (Workplace)
[+- Area (SFA)
- Area (MA)
[#- Area (C5)
|:_:|..
--Group
Bl Groug
B Groug
[ Grou
[+- Area (Reg Add Titles
& cut
& Copy
Iy FPaste
Delete

3. Inthe Properties window:
a. Inthe Id field, type DnB360.
b. In the Title field, type D&B360.

~ Properties Click Save.
Save |
Id - {DnB360
U |
ls Profile r
Resource Id I
Descrption Resource Id I
Deprecated attributes
Title {D&B360
Description I
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4. Inthe Site Map Editor window, right-click Group (DnB360) and select Add SubArea.

SiteMap Editor for Microsoft Dynamics CRM 2(

E[]Load SiteMap 9@ Update SiteMap | 5[] Open SiteMap [l Save SiteMap
— SteMap

Q@ 2|1 =
= SteMap

-- Area (Workplace)

&- Area (SFA)

B Area (MA)

&l Area (CS)

E| Area (Settings)

--Group (Business_Setting)
- Group (System_Setting)
- Group {Customizations)
B - Group (ProcessCenter)
PR

- Area (Resource

Add Titles

#% cut
53 Copy

Paste

#  Delete

5. Inthe Properties window:
a. Inthe Id field, type dnb_administration.
b. In the Entity field, type dnb_settings.

¢. Inthe Url field, enter:
Swebresource:dnb_/WebResources/DnB360.Crm.WebResources. Administration.html

d. Inthe Title field, type D&B360 Administration.

e. Click Save.
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6. In the Site Map Editor window, right-click SubArea (dnb_administration) and select Add Privilege.

SiteMap Editor for Microsoft Dynamics CRM 2011

@Load SiteMap ?3 Update SiteMap @ Open SiteMap Lﬂ Save SiteMap | More actions -
— SiteMap
X |
[=]- SiteMap

-- Area (Workplace)
- Area (SFA)

|- Area (C5)

E| Area (Settings)
-- Group (Business_Setting)
-- Group (System_Setting)
-- Group (Customizations)
| @ Group (ProcessCenter)
. B Group (DnB360)

B Subfrea (dnb_adeizictotiogl

-- Area (ResourceCenter) Add Descriptions

Add Titles

SR Select Add Privilege.

A Copy

&y Paste

X Delete

7. Inthe Properties window, Entity field, type dnb_settings, select Create, and then click Save.

©Dun & Bradstreet, Inc. 2013

— Properties

HSaue Click Sawe.

Entity Idnb_seﬂings

Privileges V¥ Create
™ Read
™ Wite
™ Delete
r Append
r Append to

™ Share

r Assign

Al

™ Allow Quick Campaign
[T Use Intemet Marketing
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8. In the Site Map Editor window,right-click Group (DnB360), and select Add SubArea.

‘4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2(

5[] Load SiteMap ¥ Update SiteMap | 5[ | Open SiteMap gl Save SiteMap
— SiteMap
) @ [ X | =] [

[=I- SteMap

-- Area (Workplace)

(- Area (SFA)

- Area (MA)

- Area (CS)
= Area (Settings)
-- Group (Business_Setting)
-- Group (System_Setting)
-- Group (Customizations)
-- Group (ProcessCenter)

i Subfre Add default SiteMap SubArea
[+ Area (Resourc

Add Titles

Cut

W %

Copy
Paste

m.

b4

Delete
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9. In the Properties window:

a. Inthe Id field, type dnb_calloutlog.

b. In the Entity field, type dnb_calloutlog.

c. Click Save.

— Properties

H o Click Sawe.
id - Jdnb_callouting
Available Cffline r
Pass Params -
Client ™ Al T Ouflock [ Outlook Laptop Client
" web [ Outlook Workstation Client
Ertity Jdrb_calloutiog Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outlock |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

lcon I

Outlook Shortcut lcon I

Sku A [T OnPremise [ Live

I~ SPLA

U |

Resource Id I

Description Resource Id I

Deprecated atirbutes

Title |

©Dun & Bradstreet, Inc. 2013
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10. In the Site Map Editor window, right-click Group (D&B360) and select Add SubArea.

SiteMap Editor for Microsoft Dynamics CRM 2(

H|Load SiteMap 2 Update SiteMap | 5[ | Open SiteMap =l Save SiteMap

— SteMap
) Q[ 2X [ [«

- SteMap

[+ Area (Workplace)

- Area (SFA)

= Area (MA)

= Area (CS)

[=]- Area (Settings)

-- Group (Business_Setting)

-- Group (System_Setting)

-- Group {Customizations)

-- Group (ProcessCenter)

E..

- Subfre Add default SiteMap SubArea
[+ Area (Resounce

Add Titles

& Cut
53 Copy

Iy Paste

>< Delete
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11. In the Properties window:
a. Inthe Id field, type dnb_lookup.
b. In the Entity field, type dnb_lookup.

c. Click Save.

— Properties
Click Sawve.
H Save
d - Janb_lookup
Available Offline I
Pass Params r
Client T Al [~ Oulook I~ Qutlook Laptop Client

[~ Web [~ Outlook Workstation Cliert

Entity Jdnb_lookup| Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outiook |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

lcon I

Qutlock Shortcut lcon |

Sheu " & [ OnPremise [ Live I SPLA

Ud |

Resource Id I

Description Resource Id I

Deprecated attrbutes

Title |

12. Click Update SiteMap.

SiteMap Editor for Microsoft Dyn

[ | Load siteMap @ Update SiteMap | 5 | Open SiteM;
SiteMap

25| = = Click Update
SiteMap.
El- S:rtel'lﬂap

- Area (Workplacs)

For on-demand (Live) environments, it might take a few minutes for the settings to take effect. You might

want to publish all customizations.
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Finding Your SOCID and TPCID

If you need to contact D&B Customer Support, you might be asked to provide your SOCID and TPCID. These
identification numbers are specific to D&B360 in your Microsoft Dynamics CRM environment. The TPCID may
be better known to you as the globally unique identifier (GUID).

1. Inthe D&B360 Administration window, click About D&B360.

% Administration f;n.;h,amm \_About D&B360
%B D&B360. |
D&B360 \ J

2. Inthe Support Information area, your TPCID and SOCID display.

Support Information

TPCID : M5-0D-TPC-DMBE360ACT
SOCID : 409

Processing Batches — Standard Level Expectation

The standard level expectation (SLE), for batch processing turnaround time, is as follows:

Domestic Batches — 12 hour turnaround

e United States and Canada
e Batch sizes of 50,000 or less
e 90% of files

Global Batches — 24 to 48 hour turnaround

e Any batch containing files outside the United States or Canada
e Batch sizes of 50,000 or less
e 90% of files

Note: System maintenance for D&B Systems occurs Saturday 11 P.M. to Sunday 9 A.M. Eastern. Any
batches you submit during this time might be delayed.
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() Important Note: For batch jobs with more than 500 K (500 thousand) records, you will need to open a

customer support ticket. For information on contacting Customer Support, see "Resolving Problems" on
page 8-12.

Resolving Installation Issues
These are some of the errors that might occur after you have installed D&B360.

1. After you have completed the installation process, you might receive an error such as the one below:

ini : About D&B3E0
F Administration About D&B360
,.n-.:i

D& B.360
An emor occured. Please try again.

Y

* Welcome to DEB360!

2. Inthe D&B Callout logs, you might see errors similar to the following:

o Status Code: -1

o Description: An error occurred. Please try again.

o Exception: System.ServiceModel.CommunicationException: [CrossDomainError]

o Arguments: https://dnbinsight.dnb.com/DaaS/services/RetrieveEntitlementsServiceV30

If any of these errors occur, you need to add the site address of your CRM organization to the Local
Intranet zone in the Internet Options, by doing the following:

1. Goto IE -> Tools -> Internet Options -> Security.
2. Select Trusted Sites -> Site.
3. Add the site address of your CRM organization.
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Internet Options {
ol A

| General | Securty | Privacy | Contert | Connections | Frograms | Advanced

Select & 20ne bo wiew o change security settings,

@ © / O

Inkernet Local intranet  Trusted sites  Restriched chive, | Get CRM for Qutlook
sites
Trusted sites |' il
Trusted sites X
This zone contains websites that you = — .
brust mok ko damage your computer o
your Files, You can add and remove websites from this zone. Al webskes in
You have websites in this 2one, % this zone will use the zone's security sethings,

Security lewel for this 2one
Add this website bo the zone:

Custom Hflat 5 e al

A e http:ffmsduat.hoovers.com

- To change the settings, chck Custom level.

- T use the recommended settings, dick Default level, Websites: :
hittp: f fbiztalk: ~
hittp: f fbizt alle. austin, hoovers. com E
hittp:f fbizt al-ga
hitte: f izt ak-staging

| Customlevel... || Defauklevel | hittp:/fintrashare.dnb.com -

b s APl beowonyn

[ Reset all zones to defouk level | | []Requre server verification (hitps:) for ol sites in this zone

Resolving Problems

Dun and Bradstreet is committed to a high level of customer satisfaction. An efficient support process is
combined with a communication service level agreement to give our customers quality support.

The communication SLA (Service Level Agreement) is as follows:

Initial Response The maximum timeframe for initial response for all inbound issues is 4
hours.

Ongoing SLA Determined with the customer.

Communication Based on mutual agreement of the severity of the issue.
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The communication SLA is based on normal business hours, which are considered to be:

e 8 AM.-6 P.M. local time, Monday through Friday
e Excluding D&B holidays

To submit a ticket, go to this URL: http://dnbus.force.com/support?prod=dnb360. You will be prompted to
enter your e-mail address and then fill out a form.
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