V%
N
' ‘{‘é

D&B360
Administration and
Installation Guide

for SAP CRM

Version 2.3




D&B360 is a trademark or registered trademark of Dun and Bradstreet, Incorporated. Other trademarks
used herein are the trademarks or registered trademarks of their respective owners.

This document is a work of authorship that belongs to Dun and Bradstreet, Incorporated and is protected
by United States and foreign copyright laws and international copyright treaties. The use of the software
and this Documentation is governed by the Dun and Bradstreet Incorporated software license agreement.

©Dun & Bradstreet, Inc. 2013-2014. All rights reserved.



Table of Contents

About this Guide ... .. . vii
Audience and PUIPOSE ... vii
CONVENTIONS vii
Navigating inthe PDF . vii
Related Documentation ... L viii

L Introduction L. 1-1
Product Benefits L 1-1
Guide ObJeCLIVES ... . 1-2
Guide Organization ... ... 1-2

ACCess 10 FEATUIES . 1-2
D&B360 PacKages « oo 1-3
Paid SUDSCriptioNS 1-3
Trial SUDSCriptiONS 1-4
Credit Consumption RUleS ... L 1-5

2 Getting Started ... . 2-1
ADOUL D&B360 ... 2-1
Considerations for Administrators . ... 2-1
Specifying the Requirements for Your CRM Environment ... . . ... ... 2-2

3 Installing D&B360 ... ... 3-1
Installing the D&B360 Add-On to your SAP CRM Environment ... ... ... 3-1

©Dun & Bradstreet, Inc. 2014 jii



D& B360 Administration and Installation Guide

Downloading and Decompressing the .SAR File ... ... . . .. 3-2
Importing the Package ... ... L 3-4
Returning to the Installation Process ... . ... . 3-8
Completing the Import Process ... ... 3-9

4 Completing the Post-Installation Steps ... ... .. 4-1
Verifying the SAPCryptoLib Setup ... . . 4-2
Configuring Personal Security Environments ... 4-3
Uploading Security Certificates ... .. 4-6
Uploading the D&B Security Certificate ... ... . . .. 4-6
Adding the Hoover's Security Certificate ... .. . ... 4-9
Adding the Informatica Cloud Security Certificate ... . 4-11
Adding the Rest of World Security Certificate ... ... ... ... ... .. 4-14
Activating D&B360 Customizations Using Business Configuration Sets ..................................... 4-15
Activating D&B360 User Interface Services ... . . .. 4-18
Assigning D&B360 Business Roles to Users ... ... . ... 4-20
(Optional) Generating Package Components ... ... . 4-22

5 Running D&B360 for the First Time ... .. 5-1
Registering D&B360 ... . . 5-1
Updating Entitlements ... 5-3

6 Preparing the SAP CRM for Batch Processing ... ..l 6-1
Installing the Informatica Cloud Secure Agent for the SAP CRM ... .. .. ... 6-1
Installing the VC++ 2008 Redistributable Package ...... ... ... ... .. ... ... ... 6-1
Installing the VC++ 2005 Service Pack 1 Redistributable Package ATL Security Update .................. 6-4
Downloading the Secure Agent Installer ...l 6-8

©Dun & Bradstreet, Inc. 2014 iv



D& B360 Administration and Installation Guide

Navigating to the Installation Window ... . . . 6-8
Downloading the Installer . .. 6-9
Installing the Secure Agent .. 6-11
Restarting the Secure Agent ... 6-14
Setting Up the Informatica Cloud Portal ... ... . .. .. 6-15
Establishing a Connection ... . 6-23
Creating @ POt Lo 6-25
Creating a Logical System to be Associated to the Informatica Secure Agent ... 6-26
Identifying the Client's Logical System Name ... . ... . 6-28
Defining the Distribution Model .. . . 6-29
Creating Partner Profiles .. . 6-33
Additional Notes on Filtering Records ... .. . 6-41

7 Scheduling Batches ... . . L 7-1
Overview of Batch JODS 7-1
Understanding the Key Features of D&B360 BatchJobs ... .. . ... ... . .. ... .. .. 7-2
Record Eligibility ..o 7-2
Confidence Code Threshold Facts ... . . . . 7-2
Validating D-U-N-S NUMbers 7-3
Scheduling New and Refresh Batch Jobs ... ... . 7-3
Setting Up BatChes .o 7-3
Setting Up a New Batch ... 7-4
Setting Up a Refresh Batch ... . . 7-5
Including and Excluding Accounts in Batch Selection ... ... . ... 7-5

©Dun & Bradstreet, Inc. 2014 v



D& B360 Administration and Installation Guide

8 Reviewing Activity Logs, the Admin Review List, and D&B360 Reports ................................... 8-1
RevieWing ACtiVity LOBS ... . L 8-1
Navigating to the SAP CRM Monitoring Tools ... ... 8-1
VieWing ACtiVItY LOgS ... 8-2
New Batch Activity LOg ... . 8-3
Refresh Batch Activity Log ... . L 8-3
Accessing and Using the Admin Review List ... 8-3
Viewing D&B360 RePOItS ... 8-5
Duplicate DUNS RepoOrt ... 8-5
Using the Duplicate D-U-N-S Report to Merge Duplicate Accounts .......................................... 8-5
Recertified DUNS RepOIt . o 8-6
Viewing and Processing Failed Batched Records Listed in the Admin Review List _._._................... 8-6
Appendix A: Installing Support Packages and Uninstalling D&B360 .......................................... A-1
Installing D&B360 Support Packages in Your SAP CRM Environment ... A-1
Importing the Support Package ... ... .. A-7
Uninstalling D&B360 from Your SAP CRM Environment ... ... ... A-8
Appendix B: Troubleshooting and Housekeeping ... ... . . ... B-1
Troubleshooting ... o B-1
Frequently Asked Questions ... . . B-1
ResoIVINg Problems L B-2
Creating Background Jobs for D&B360 Housekeeping ........ .. ... ... B-2
Defining the Execution Program for the Housekeeping Job ... . .. .. .. . . ... .. ... B-7

I OX IN-1

©Dun & Bradstreet, Inc. 2014 vi



About this Guide

Audience and Purpose

This guide is for SAP CRM administrators who plan to install the D&B360 software application in their
CRM environment.

We assume that you are familiar with how to use a command-line interface and how to download and copy
executable files to your local directory.

If you are interested in more training and education about using our products, learning opportunities are
available here: D&B Training and Education Opportunities for Admin Users.

Conventions

Note: Notes mean reader take note and provide helpful suggestions.

() Important Note: Important Notes mean reader be careful. In this situation, you might do something
that could result in loss of data.

In sections that include instructions for using the D&B360 and CRM graphical user interface (GUI):

« Text in bold indicates the name of a window, tab, field, area, or button that you click or interact with.

e Text inmonospace indicates a directory path or a command that you need to type in the command-
line interface.

Navigating in the PDF

Note: To download the free, latest version of Adobe Reader, go to this web site:
http://get.adobe.com/reader/.

1. To return to the page you were on after you click a cross reference link, press Alt + Left Arrow.

2. To return to the first page of the document, press the Shift + Home.

3. To navigate in the PDF file or change the Adobe Reader settings, on the Adobe Reader menu,
select View > Page Navigation, Page Display, and Zoom.
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Related Documentation

For more information about D&B360 from the user perspective, refer to the D&B360 User Guide. For more
information about using the SAP CRM, refer to the CRM documentation.
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1 Introduction

Welcome to the D&B360 Administration and Installation Guide, which instantly connects you to customer and
prospective customer data that only D&B can provide — plus relevant rest-of-world content, all within your
instance of SAP CRM.

Product Benefits .o il 11
GUIde Ob eIV S 1-2
Guide Organization ... .. 1-2
Access t0 FeatUres . 1-2
DRB360 PaCKages ... 1-3
Paid SUDSCIIPIONS . 1-3
Trial SUDSCIIPEIONS <L 1-4
Credit Consumption RUIES ... 1-5

Product Benefits

With D&B360, you get the business insight you need, the D&B data quality you want, and the ease-of-use you
deserve.

D&B- - Now you can see all angles of your prospects and customers within your
- CRM:

“'.s « Know your customers better.

« Acquire new prospects.

- Sell deeper into organizations.

« Improve salesperson effectiveness.

©Dun & Bradstreet, Inc. 2014 1-1




D& B360 Administration and Installation Guide 1 Introduction

D&B empowers you with relevant and credible information, facilitating your role as a trusted advisor to

enable new sales.

SEE NEW OPPORTUNITIES

Seeing your customers and prospects in a new way can uncover new
information and new-sale entry points.

ACCELERATE YOUR SALES CYCLE

Once you establish relevance and credibility, customers will trust you with their
business.

EXPAND YOUR CUSTOMER
FOOTPRINT

Build customer relationships on a foundation that is based on relevance,
credibility, and trust.

POSITION YOUR SUCCESS

With D&B360, you have a powerful tool that helps you to better
understand your customers pain points, respond to their needs, and
ultimately positions you to win more business.

The D&B360 platform features On-demand access to D&B data,
automatic refresh and synchronization with the D&B database, and
seamless integration of rest-of-world data.

Guide Objectives

The D&B360 Administration and Installation Guidefor SAP CRM provides instructions for general D&B360

Administrator tasks.

Guide Organization

The D&B360 Administration and Installation Guide is organized by tasks groups, which are presented in the
sequence in which they occur. For instance, you need to consider the pre-installation requirements before you
can install or upgrade the product. Likewise, you need to install the product before you can configure profiles

or deploy the application.

Access to Features

D&B360 is a powerful tool. You might find more than one way to do a specific task and learn that you can
use a feature or function in more than one area.

For that reason, this guide is organized by functions or tasks you are trying to accomplish. References to links
or menu options that help you navigate your CRM are also included.

©Dun & Bradstreet, Inc. 2014
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D&B360 Packages

The D&B360 features are available in the packages described in this section.

download.

Note: D&B People are considered to be premium if direct contact information for them is available to

Paid Subscriptions

Person Credit

« Imports of premium people are limited and charged against your contact
credits. That is, D&B only charges you the first time you import a specific
premium person. D&B does not charge any subsequent imports of that person.

« For each premium import, one credit is consumed.

« Imports of non-premium people are unlimited, and importing them is not
charged against your credits.

For example:

e When you import multiple people that includes 20 premium people, and 5 of
these were previously imported, D&B charges you credits only for the 15 contact
credits that were not already imported.

e When you import a single person that is a previously imported premium person,
you are not charged a contact credit.

Company Credit

Company imports are unlimited for paid customers, and D&B does not charge credits
for them.

©Dun & Bradstreet, Inc. 2014 1-3
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Trial Subscriptions

Person Credit The contact credit limit represents the combined number of premium and non-
premium D&B people that customers can import.

For example, a user with a trial credit limit of 25 could import:

e 20 premium and 5 non-premium people; or

e 10 premium and 15 non-premium people, and so on.

Company Credit Company imports are limited and tracked for trial customers.

Note: Batch Match Records, Batch Refresh Records, and additional contacts are available as an add-on
package. Contact your Sales Representative to include this in your package.

Note: De-duplication Check, De-duplication Fix, De-duplication Prevention, and Duplicate DUNS reports
are included. However, these features do not perform optimally without DUNS numbers appended to all
records by using Batch Match or the DUNS Import Tool.

©Dun & Bradstreet, Inc. 2014 1-4
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1 Introduction

Credit Consumption Rules

D&B People are considered to be premium if direct contact information for them is available to download.

Person Credit

e Imports of premium people are limited and charged against your contact
credits. That is, D&B only charges you the first time you import a specific
premium person. D&B does not charge any subsequent imports of that person.

e For each premium import, one credit is consumed.
« Imports of non-premium people are unlimited, and importing them is not

charged against your credits.

For example:

o When you import multiple people that includes 20 premium people, and 5 of
these were previously imported, D&B charges you credits only for the 15 contact

credits that were not already imported.

e When you import a single person that is a previously imported premium person,

you are not charged a contact credit.

Company Credit

Company imports are unlimited for paid customers, and D&B does not charge credits
for them.

Person Credit

The contact credit limit represents the combined number of premium and non-
premium D&B people that customers can import.

For example, a user with a trial credit limit of 25 could import:

e 20 premium and 5 non-premium people; or

e 10 premium and 15 non-premium people, and so on.

Company Credit

Company imports are limited and tracked for trial customers.

1-5
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2 Getting Started

ADOUT DB B0 il 2-1
Considerations for Administrators . il 2-1
Specifying the Requirements for Your CRM Environment ... . L 2-2

Note: For more information about the user interface and other features of the SAP CRM, refer the user,
getting started, installation, and administrator guides for your CRM.

About D&B360

To find basic information and useful links for interacting with D&B360, click About D&B360, located on the
D&B360 menu. You will also find a link to the D&B training web sites here.

About D&B360
Provides links for you to:

Submit / \ Get
Your More Information
Questions [ Issues about D&B360

Read about Read about the
Terms of Use Privacy Policy

Submit Your ldeas Find Your SOCID & TPCID

Considerations for Administrators

Work within the SAP CRM to establish the settings you need. Take time to familiarize yourself with SAP
operations and the location of the SAP CRM documentation. This information will help you successfully
complete your tasks as an administrator for D&B360 for SAP CRM.

©Dun & Bradstreet, Inc. 2014 2-1



D&B360 Administration and Installation Guide 2 Getting Started

Specifying the Requirements for Your CRM Environment

Before you install D&B360 in your CRM environment, verify that the environment meets the requirements
described as follows.

1. The D&B360 Add-On is designed to work with SAP CRM 7.0 SPO08. If you don’t have this level of Support
Package, we strongly recommend that you upgrade your system before installing our Add-On.

2. You should be using SAP CRM 7.0. If you are using SAP CRM 6.0, you won't be able to install this Add-
On. For more information about the status of this Add-On and compatibility with your version of SAP,
contact your D&B sales representative.

3. The package was created using Support Package Manager for EBP/CRM (SPAM) level 33. Therefore, you
need level 33 or higher to successfully install the package.

4. Before you install D&B360 in the SAP environment, make note of the following certified platform
version requirements:
« Client Operating System MS Windows
e Browser |[E7 or 8
« Server Operating Systems Windows Server 2008, 64-bit
« Databases MS SQL 2008 / X86_ 64

Actual requirements and product functionality may vary based on your system configuration and operating
system.

©Dun & Bradstreet, Inc. 2014 2-2



3 Installing D&B360

The following instructions guide you through the installation, set-up, and customization of D&B360 in your
company's instance of the SAP CRM.

Installing the D&B360 Add-On to your SAP CRM Environment ... ... . 3-1
Downloading and Decompressing the .SARFile ... ... 3-2
Importing the Package .. ... o 3-4
Returning to the Installation Process .. ... .. L 3-8
Completing the IMmport Process .. . 3-9

These instructions are for SAP CRM admin users only. If you encounter any issues during installation, open a
case with your D&B360 Support team.

You should have received an email message from D&B that includes a link to the D&B360 Registration Site.
On that site, you can click a link to download a .SAR file and a certificate file. The .SAR file contains the
D&B360 components that are required to enhance your SAP CRM solution with the power of D&B data. The
certificate allows your system to connect securely to D&B data.

Note: The execution or transaction commands that you enter in the Command field are not case-sensitive.
In our examples, we use lowercase letters, but you can also use all uppercase letters.

Installing the D&B360 Add-On to your SAP CRM Environment

After you download the .SAR file, you will have all the required components and customizations. Next, you
need to import the D&B360 Add-On. This process is similar to that of importing any SAP Support package.

©Dun & Bradstreet, Inc. 2014 3-1
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3 Installing D&B360

Downloading and Decompressing the .SAR File

Note: You must be a user with basic administrator privileges to perform these steps.

1. Inthe SAP log in window, log in to your development machine.
a. Inthe Client field, type 000.

b. In the User field, type your user name.

c. Inthe Password field, type your password.

User System Help

G 41 B¢e@ HE DD

SAP

New password

Client

User USET Name

Password rl_‘ ¢¢¢¢¢¢¢¢ | j

Language

2. Inthe Command field, execute transaction saint.

Menu Edit Faworites Extras System  Hel

@ | [sant Ja Be

3. In the Add-On Installation Tool window, select Installation Package, Load packages, From Front End.

|Insral|ari0nPackage Edit Goto Extras  Utilities  Environm

Load packages

Exit {+F3 FrofmAppication Server @ Ql Q’ [H

Add-On Installation Tool - Version
Eg @

©Dun & Bradstreet, Inc. 2014
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D&B360 Administration and Installation Guide 3 Installing D&B360

4. In the Select CAR/SAR archive window, navigate to the folder where you saved the downloaded
SAR file, and then click Open.

Select CAR/SAR archive

Look In: |[CF CRD i

I |
CRDO0OZ20302745_0000000.5AR]
I - R,

File Name: CRDOO20302745_0000000.5AR
Files of Type: | Archive files (*.car; *.sar) -

| Cancel

As the system processes the file, a window displays stating that the system is reading the archive
contents.

5. After the system finished reading the .SAR file, in the Content of the compressed file window, click

Decompress.
Content of the compressed file 'crd0020302745_0000000.5ar"
Name Size
Ehnuuzumzns_uuuuuuu,rm j 7.217.519\\mxvm019 «

-

|3

Number of files: 1 )
Click Decompress._
Total size in bytes: 7.217.519

[ o Decompress IE| l&l@l@l@]

This process extracts the .PAT file, which contains all the components of the D&B360 solution from the
.SAR file and places it in the required folder of your SAP CRM server.

©Dun & Bradstreet, Inc. 2014 3-3
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Importing the Package
After the .PAT file displays in the EPS Inbox, you can import the package.
1. Inthe SAINT transaction window, select Environment, Add-on manager for EBP/CRM.

Installation Package Edit Goto  Extras  Utilities | Environment | System  Help

@ [ —1 Selact Environment-> =, , Clectronic Parcel Service
| MidonManagerfor -

Support Package Manager
(00l J

_Add-on Manager for EBP/C RM _

allation |

—
i Back ! chminua ' 3 Cancel

©Dun & Bradstreet, Inc. 2014
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3.

4.

5.

In the next CRM Add-On Manager window, select the D&B360 Add-On installation package, and then

click Continue.

CRM Add-0On Manager e

=

Choose one of the add-ons contained in the list.
Proceed as follows:
1. Select the add-on you want to apply.

2. Click on
_ Continie.
& EFHECEL(E L %L [ EEEE
Add=atrP ge Package description Compare

SAPK-001COINDNE  DNB 001_700: Add-On Installation DNB

1

B

-

[ [ Back | [ Continue [ [ % Cancel

I

Note: The system displays a series of tasks that you need to complete before you import the
Add-On package, and requests confirmation when those tasks are completed.

In the next Lock CRM Online Users area, to prevent users from logging in while the installation

package is being installed, click Confirm.
Click Continue.

CRM Add-On Manager

Lock CRM Online Users

You must lock regular CRM online users to prevent
them from logging on while a support package is
applied.

Do not lock the following special users:

o]
=
[ (ZsConfirm | ¥ Abort B Reset
[ [&] Back ] Continue | | ¥ Cancel

J

©Dun & Bradstreet, Inc. 2014
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6. In the Log Off Users Currently Logged On area, click Confirm, and then click Continue.

L @confirm [ [ X abort | [ mgReser |

[ ﬁBack I aCnntinue | [ ¥ Cancel |

7. Inthe Make Sure All Messages Are Processed area, click Execute.

On Manager

Emtus—l
QExecute 3 Abort | iReset |

[ fd Back ][_a Conti | | 3 Cancel ]

©Dun & Bradstreet, Inc. 2014 3-6
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8. In the Convert BDoc Messages to XML window, to process the BDoc messages and convert them to
XML, click the execute icon.

Program Edit Goto System Help

&I 4  Be@@ MR oDho8 @

Convert BDoc Messages to XML (BDoc Message Store)

CE} Clicktoprocess the
BDoc messages.
Data Selécow
=
Client IDhl to | = |
Select System Type

—|Productive Clients

| Demo Clients
EDoc Type (Generation Name) to | = |
BDoc State to | 5 |
Flow Context to | = |
Send Date (inbound) to (=]
Send Time (inbound) 00:00:00 to 00:00:00 [=]

Max. Messages in One LUW 100

The Convert BDoc Messages to XML window displays a message that the messages have been converted:

List Edit Goto System Help Program Edit Goto System Help
[ all
g = JTHCcee SHR 2DLD Q@ @ i glepe@ CHR DDE8 @
Convert BDoc Messages to XML (BDoc Message Store) Convert BDoc Messages to XML (BDoc Message Store)
(7
Convert BDoc Messages to XML (BDoc Message Storej
Data Selection
1 Messages have been selected for conversion . I
1 Messagee have been converted to robust format Client D]j i

Select System Type

©Dun & Bradstreet, Inc. 2014 3-7
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Returning to the Installation Process

1. In the next CRM Add-On Manager window, Make Sure All Messages Are Processed area, click
Continue.

CRM Add-0On Manager

Make Sure All Messages Are Processed

If you omit this step, certain structure changes of BDoc
structures make BDoc messages unreadable, It is likely

that this kind of structure changes are im) ina

support package or upgrade. If this is the case, the

message content cannot be displaved and the BDoc -

e, n
IEtatu 5 o [a@n]

Transaction successfully called.

| B Details |
l @Execute J | ¥ Abort | | %r‘l'i-l".
Click Continue.
[ [&] Back | [ continue | | 3 Cancel ]

2. Inthe SAINT Password request window, type the password that your D&B360 sales representative
provided for you, and then click the check mark icon.

SAINT: Password request

The OCS Packages specified below reguire you to enter a password
before you can import them.
The specified SAP Notes contain the relevant password and also
important information, which if you do not take into consideration can
cause serious problems in your system.
If you double-click the SAP Hotes you can display them directly in the
SAP Service Marketplace.

OCS Package SAP Mote Password
SAPK-001COINDNE 55?59{@ -

Clickthecheck

- mark icon.

[w] % sapNote|3¢]

©Dun & Bradstreet, Inc. 2014 3-8
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Completing the Import Process

You can complete this process either online or offline. These steps describe the online process.

1. Inthe SAINT Add-on installation window, click the check mark icon to begin the process.

SAINT: Add-on installation

the individual modules:

Preparation: ﬁb
Import 1: =
Import 2: ED
Clean Up: ED

Start in
Continue
Continue
Continue

The Add-On DNE rel.001_700 is being installed.

dialog

in dialog
in dialog
in dialog

|
6}{) Noteﬁg Start Dptionsl@l 3

To avoid already known problems, read SAP Hote 822330 "Enown Problems
with Add-On Inst/Upgr in SAP HW 7.0x AS ABAP".

The installation gueue is imported using the following start options for

Clickthe check
mark icon.

The status bar displays the tasks that the system is performing. After a few minutes, an Information
window might display. If so, click the check mark icon.

o [ND applications defined in any cI\ent.Adapterj

Rep. Wizard cancelled.

mark icon.
|2

©Dun & Bradstreet, Inc. 2014
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2. Inthe CRM Add-On Manager window, Application Wizard area, click Continue.

[F—
Status: | @0

Adapter Repository Wizard was cancelled.

[

(BExecute ] [ % Abort | iReset |

+] Continue 3 Cancel

3. At the prompt to continue, click Yes.

CRM Add-On Manager

Action was not completed successfully.

Q Do you want to continue?

@ Yes Q No | % cancel |

4. In the Restart CRM Inbound Queues area, click Confirm, and then click Continue.

(=) e

Statu s

onfirm % Abort | iReset ]

ﬁ Back I a Contnue | |  Cancel ]

©Dun & Bradstreet, Inc. 2014
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5. In the Unlock CRM Online Users area, click Confirm.

e, nl
Etatu s

Click Confirm_

onfirm [ % Abort | iReset |

[ & Back | Eicontinue | | ® Cancel |

6. Inthe next CRM Add-on Manager window, click Continue.

e, nl
Etatu 5 o (@@ n]

The step has been confirmed.

[ Dconfirm ] [ Abort | [ mgReser |

Click Continue.

Back l B Continue ' 3 Cancel

©Dun & Bradstreet, Inc. 2014 3-11
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7. In the next CRM Add-On Manager window, review the results, and then click Continue.

(I T A - A e P e =
Description Status Message text
Add-0n Selection 5 Add-Onwas selected =
Lock CRM Online users s The step has been coni
Log Off Current Users s The step has been coni
Stop Message Processing 5 Message processing st
Converts BDoc messages to XML 5 Transaction successfu
Lock Generation s Generation succesfully
Import Package(s) s Add-on successfully al
Unlock Generation s Generation succesfully =
L | b

[ @ sack I [Bcontinue |

8. In the CRM Add-On Manager window that informs you the add-on has been successfully installed, click
Complete.

Click Complete.

(] Back I ¥ complete || [ ¥ Cancel ]

©Dun & Bradstreet, Inc. 2014 3-12
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In the Add-On Installation Tool window, the Add-ons and Preconfigured Systems Installed in the
system column displays the D&B360 Add-On.

Installation Package Edit GCoto Extras Utilities Environment System  Help

& JIBe@ iHR OTDo8 @

Add-On Installation Tool - Version 7.01/0040
=i

Add-On Installation Tool : Installed Add-ons

Add-ons and Preconfigured Systems j

: 0000|D&B360 Add-On :
PI_BASIS 0T e ATIRT voo| |
SAP_ABA 701 0007 [Cross-Application Component o000
SAP_AP 700 0021 SAP Application Platform 000
SAP_BASIS 701 0007 [SAP Basis Component 0oo
SAP_BS_FND 701 0008 SAP Business Suite Foundation 000
SAP_BW 701 0007 SAP Business Warehouse ooo
ST-PI 2008_1_700 0003|SAP Solution Tools Plug-In ooo
WEBCUIF 700 0008 |5AP WEBCUIF 700 I 000 -
1 3

Note: We continually work to provide a better experience for you. We usually package corrections and
enhancements in Support Packages. Now that you have installed your D&B360 solution, you might want
to upgrade it to the latest SP level. For more information, See "Importing the Support Package" on page A-
7.
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4 Completing the Post-Installation Steps

After you have successfully installed the D&B360 Add-On package, you need to verify that the application can
communicate securely with the D&B360 Data as a Service (Daa$S) layer. Then you can activate the
customization features and assign users the new Business Role and access to D&B360.

Verifying the SAPCryptoLib Setup .. . L 4-2
Configuring Personal Security Environments . .l 4-3
Uploading Security Certificates ... L 4-6
Uploading the D&B Security Certificate ... ... . . 4-6
Adding the Hoover's Security Certificate ... .. . . 4-9
Adding the Informatica Cloud Security Certificate ... ... ... .. 4-11
Adding the Rest of World Security Certificate ... .. ... 4-14
Activating D&B360 Customizations Using Business Configuration Sets ... ... ... .. ... ... 4-15
Activating D&B360 User Interface Services . ... ... .. 4-18
Assigning D&B360 Business Roles 10 Users ... . 4-20
(Optional) Generating Package Components . . 4-22
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Verifying the SAPCryptolLib Setup

The D&B360 application communicates over a secure socket layer (SSL) channel with the D&B360 Daa$ layer.
To set up the SAP CRM so that this works successfully, you need to properly install and configure the
SAPCryptolLib and verify the settings using transaction RZ10.

« In the Edit Profiles window, select your profile and click Display.

|
Profile Edit GCoto Utilities System  Help

& 4 ge@HR DTDL8 @

Edit Profiles

[ Create gECheck [ECopy [FHImpart

Profile CRC_DVEBMGS00_MXVMO13 { |Instance profile )
Version gooooz [ |Saved, activated I}
Edit Profile

() Administrative Data
(JBasic maintenance

[ . -1
(=) Extended maintenance

Click Display.

L
@Displav [} # change |

For the SSL mechanism to work successfully, you must set icm/server port ntouse PORT=HTTPS on
any port. In this example, the port used is 8043, but you can specify port 443 or any other port. If the
SAPCryptolib is properly configured, entries similar to the following illustration display:

SAPSYSTEMHAME CRC

SAPGLOBALHOST mxvmlld

SAPSYSTEM 0

IHNSTANCE HAME DVEBMGS 00

DIR_CT_RUN $(DIR_EXE_ROOT)\$({0S_UNICODE)\NTAMDGE4
DIR_EXECUTABLE $(DIR_INSTANCE)‘\exe
rdisp/wp_no_dia 5

rdisp/wp_no_btc 2

icm/server_port_0 PROT=HTTP, PORT=805%
ms/server_port_0 PROT=HTTP,PORT=815%
rdisp/wp_no_eng 1

rdisp/wp_no_vhb 2

rdisp/wp_no_vh2 1

rdisp/up-no-spo e

ssifssl_lib ${DIR_EXECUTABLE)‘\sapcrypto.dll
sec/libsapsecu $issl/ssl_lib)

ssf/ssfapi_lib $({ssl/ssl_lib)
login/accept_ssol_ticket 1

ipgin/create_sso2_ticket 2
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Note: If these entries are absent, or if you are unsure that the SAPCryptolib is properly set up,
check SAP Note 510007. It provides the information you need to setup the Cryptography
components of SAP. You might need to enter your user name and password to access the

SAP note.

Configuring Personal Security Environments

The D&B360 Daa$ layer communicates through an SSL channel. You need to upload the D&B certificate to
your SAP CRM server to allow the SAP CRM server to accept and decrypt messages it exchanges with the
D&B360 Daas layer. SAP stores security configuration and certificates on Personal Security Environments
(PSEs).

1. Verify whether you have the required PSEs in your system:

In the Command field, execute transaction STRUST to verify whether you have the following entries:

o A System PSE
e An SSL server Standard PSE
o An SSL client SSL Client (Anonymous) PSE entries
2. If you have these, go to the next section, "Uploading D&B Security Certificates."
— or —
If you don’t have these, create them as follows:

1. Inthe Trust Manager window, right-click System PSE, and then click Create.

-
PSE Edit Goto Certificate Environment System  Help

& | J @@ CRHRER SDLOH

Trust Manager

l Click Create. '

Create “C+0C PSE

L e

3¢ SSL server Standard

3¢ SSL client 55L Client (Anonymo _—
3¢ SSL client 55L Client (Standar |"|
3¢ SSL client WSSE Web Service Se
3¢ WS Security Standard

3 WS Security Other System Encr B
3 WS Security WS Security Keys

2 File

Sysit
Own Certificate

Owner

Certificate List
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4 Completing the Post-Installation Steps

2. In the Create PSE window, Key Length field, select the length you want the key to be, then click the

check mark or press the Enter key.

Create PSE X

Key Length

Name CRC

Org. (Opt) [seseseses . ]
Comp./Org. SAPWeb AS

Country

CA O=SAP Trust Community, C=DE 23
Algorithm D DSA v

Click. &

3. Inthe Trust Manager window, right-click SSL server Standard, and then click Create.

=

Trust Manager

~ 3 System PSE [ PSE

PSE Edit Goto Certificate Environment System Help

& 4  OQe@a DHE £Hh a8

O mxwmO0l9_CRC_00

| Own Certificate

3 SNC SAPCryptolib Click Creat Ouwner

S5L server Standa
1 - S UES
55 clis Create C+C Tonymo

| Certificate List

SSL client WSSE Web Service Se
WS Security Standard
3¢ WS Security Other System Encr
3€ WS Security WS Security Keys

2 File

*®
*®
3¢ SSL client SSL Client (Standar
®
*®

&

4. In the Create PSE window, Key Length field, select the length you want the key, and then click the

check mark or press the Enter key.

Create PSE x

Key Length

Click.

Mame *.company.com

Org. (Opt) [ ----------- [ ]
Comp.fOrg. SAP Web AS

Country

CA O=5AP Trust Community, C=DE 3
Algorithm R Rsa |

|| %]

©Dun & Bradstreet, Inc. 2014
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5. In the SSL Server window, accept the entries and click the check mark or press the Enter key.

S5L Server x

DM of Standard PSE CN=+ . .com, OU=1 . OU=SAP Web AS, O=SAP Trust Commu
| Instance-Specific PSEs _l
= Host In... St... Distinguished Name

EnxvalB ]ﬂ =| CN=mxvm0Ol9. - am, OU= , DU=5AP Weh AS, O=5AP Trust ... =

-

1 ]

Instances with empty Distinguished Names will be assigned the standard PSE
Click.
e ClvieBERE %)

6. In the Trust Manager window, right-click SSL client (Anonymous), and then click Create.

=
PSE Edit Goto Certificate  Environment System  Help

& | 4 O CHE oD o8

Trust Manager

* % System PSE
O mxwm013_CRC_00
3¢ SNC SAPCryptolib
- ¥ SSL server Standard ) j’\er
Click Create. §(F]
O mxvm01l3_CRC_00
S cIiEnt]' m ¥ | Certificate List
3 SSL client Soe ceie e wwndar
3¢ SSL client WSSE Web Service Se B
3¢ WS Security Standard
3¢ WS Security Other System Encr
3¢ WS Security WS Security Keys

2 File

[ PSE
| Own Certificate

7. In the Create PSE window, Key Length field, select the key length you want the key to be, then click the
check mark or press the Enter key.

DN CMN=anonymous

Algorithm R RSA -

Key Length Q1024 -

(o=
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Uploading Security Certificates

Uploading the D&B Security Certificate

1. Inthe Trust Manager window, double-click SSL client SSL Client (Anonymous), and then click the
upload icon.

Trust Manager

* 3 System PSE
@ mxvm013_CRC_00 Own Certificate

3 SNC SAPCryptolib
Owner CMN=anonymous

* 3 SSLserver Standard — -
O mxvm019_CRC_(| Double-click. (E7F] (Self-Signed)
> ¥ SSLclien ient
I:l mxvm019 CRC 00 Certificate List
3 sSLclient Client (Standar & Owner

3€ 55U client WSSE Web Service Se
3 WS Security Standard

3 Ws Security Other System Encr
3 WS Security WS Security Keys A

2 File =]
| a\feri.PSE || @Password |

S5L client S5L Client (Anonymo

Certificate
Owner
Issuer

Serial Number

Valid From )
[@"E| [ BXndd to Certificate List
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2. Inthe Import Certificate window, to select the certificate that D&B provided to you when you
downloaded the installation package, click the folder icon.

Import Certificate

File ]r Directory service f Database f SAP System |
In
File path | Click. sl |
File format
(=) Binary
() Base64

3. In the Select File window, browse to the folder where you saved the package.

4. Select the file, and then click Open.

Select file
LookIn: | Desktop -
C idnhinsight.dnhkmm )
ip =
D
r - ( D *
Ow
[t
3 [ v
1 b
1 4
File Name: dnbinsight.dnb.com
Files of Type: | All Files (*.%) hd
cick 0pen. —>("5pen | [Cancel]

©Dun & Bradstreet, Inc. 2014
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5. In the Import Certificate window, select Base64, and then click the check mark.

Import Certificate

File} Directory service

|r Database |r SAP System

O]
I_f Basesﬂﬂ

File path fUsers ficases /Desktop/dnbinsight.dnb.com
File format
I Binar

6. Inthe Trust Manager window, click Add to Certificate List.

Trust Manager

~ 3 System PSE
@ mxvm019_CRC_00
% SNC SAPCryptolib
* 3 SSLserver Standard
@ mxvm015_CRC_00
~ 3 SSLclient S5L Client (Anonymao
@ mxvm019_CRC_0O0
3¢ SSL client 551 Client (Standar
3¢ SSL client WSSE Web Service Se
3¢ Ws Security Standard

3 WS Security WS Security Keys

1 File

©Dun & Bradstreet, Inc. 2014

3 WS Security Other System Encr

| S5L client S5L Client (Anonymao

| Own Certificate

'owner! |CN=anonymous
L@@ (Self-Signed)

| Certificate List

B Owner
a
-
E
a\feri. PSE ] ﬁ Password ]
| Certificate
Owner |CN=dnhinsight.dnb.com, OU=Terms of use at www.verisign.com|
Issuer 'CN=Veri5ign Class 3 Secure Server CA - G2, OU=Terms of use at|
Serial Number | 085 ARE7OARIRR23174F3I5F47EOFOADRZ |
Valid From l07.06.2010//00:00:00 to |06.06.2013(23:59:59
Check Sum |44:85:00:8D:BB:00:78:E0:F5:73:03:28:91:D2 :E4:F6
EZ|Ex ZHadd to Certificate List
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7. Inthe Trust Manager window, click the disk icon to save your changes.

73
PSE Edit GCoto Certificate Environment System  Help

& q e@mgm&m@@ﬁ@

Trust Manager

8. When the system warns you that you need to restart ICM, restart your SAP CRM instance.

Adding the Hoover's Security Certificate

1. In the Import Certificate window, click the folder icon to navigate to your Hoover's certificate file.

Import Certificate

SAP System

File | Directory service Database :.

: I =
File path ||_ { ]j]
| File format

(i Binary

(+)Baseq4d
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2. In the Select file window, select the Hoover's certificate, and then click Open.

Select file

Look In: |j Desktop - l@ |E
[ SRECYCLE.BIN

= BSD

I FotosLiz

=T Jazz&80's

=9 Jim

:|j Macho

| Windows Server 2008

(] hoovers.com

File Nama: hoovers.com

{ Click Open.

«|

Files of Type: | hoo* E

Cancel

3. In the Import Certificate window, after you have selected the correct directory path, select Base64, and
then click the check mark.

Impaort Certificate

P #TIQ'[ Directory service | Datahase r SAP System

File path

[ File format |
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4. In the Trust Manager window, click Add to Certificate List.

Trust Manager

~ £ System PSE

i_“SS'L client S5L Client (An ohnymao |
@ usdnbaws01l0_DNC_00

| Own Certificare

3 SNC SAPCryptolib e —
+ 3 SSLserver Standard thynsee L;‘Nw“s‘ |
@ usdnbaws010_DNC_00 BE tei BN

* 3 S55L client 5L Client (Anonymo
@ usdnbaws010_DNC_00
3 S5L client S5L Client {Standar
3 S5L client WSSE Web Service Se
3 WS Security Standard
3 WS Security Other System Encr

[ Certificatelist

Owner

ICN=dnbinsight.dnb.com, QOU=Terms of use at www.verisi... =

3 WS Security WS Security Keys ) |
& File &
[ §Ver\. PSE | g Password |
| Certificate. — — -
Owner CN=*hoovers.com, OU=Systems Operat\nn;,O:‘Hnnver's..l-ﬁ(-,_'..
Issuer ‘CN:Dig\Cert High Assurance CA-3, OU=www.digicert.com, 0=Dil
Serial Number . * e ol = |
Valid From 09.05.2011(00:00:00/t0 [18.07.2012]12:00:00]
Check Sum [8B:AD:01:53:DC CAABE2:8C DB:AC23:64:11:B5:88 |

BE [ TH Add 1o Certificare List ]
—

Adding the Informatica Cloud Security Certificate

1. In the Select file window, click informaticacloud.com, and then click Open.

Look In: :_|j: Desktop v |§| |ﬁ |@ EZBZ|B:|

Links txt
Marina.xlsx
MaxDB.txt
MMNDA.doc

Music.csv

L]
O
O
O
O
O
O

Music.txt

File Name: | informaticacloud.com

Files of Type: | All Files {(*.%)

Click Open.

Open L'I'.ancel |
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2. Inthe Import Certificate window, verify the correct file path, select Base64, and then click the check
mark.

Impaort Certificate

//fﬁﬁf} Directory service '; Datahase i. SAP System |

(I Binary

(o= P
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3. Inthe Trust Manager window, click Add to Certificate List.

Trust Manager

~ {F System PSE
@ usdnbaws010_DNC_0O0 [Owin Certificate |
3 SNC SAPCryptolib TR R )

Owner CN=anonymous |
~ 3 55 server Standard = |

3] Self-Signed

@ usdnbaws010_DNC_00 @ ( aned)

* 3 S5L client S5L Client (Anonymo
@ usdnbaws010_DNC_00 i —r

=l
3¢ SSL client SSL Client (Standar B T T — il
| CN=dnbinsight.dnb.com, OU=Terms of use at www.verisi... = |

3 SS5L client WSSE Web Service Se =
3 WS Security Standard ‘: CN="*hoovers.com, OU=5ystems Operations, 0="Hoover... .

3 WS Security Other System Encr || _|
% WS Security WS Security Keys |:=| =

&2 File =
[ EVErLPSE | ﬁPasswnrd

!_5§L client S5L Client tAnnnyEﬁn

!_.Cert'ificate
Owner :'CI'~.I=*.in€Drmaticac|oud.cnm,GU=ITrG=InformaticaC_orpnratiDnr5
Issuer ?CN=GeoTrust_55L_CA,G_=‘GenTrust. Inc._‘,C=U5
Serial Number [s#atn
Valid From: |08.09.2011{{18:07:04 [t 10.12.2015-:0}:18:0“'
Check Sum [9B:6AE4:7D:9D:71.03:6A:AD:15:DAF2:DD:0C:EZ.0E |

(e

@ Add to Certificate List

L3

©Dun & Bradstreet, Inc. 2014 4-13



D&B360 Administration and Installation Guide 4 Completing the Post-Installation Steps

Adding the Rest of World Security Certificate

1. Inthe Select file window, click dnb360text.com, and then click Open.

e OO0 Select file
Look In: [ DNB A=EEI= L E
CRM_2_2 036_D2.SAR DNB360forSAPCRM_2_3_000_Upgrade.SAR
1
CRM_2_2_036_03.5AR dnb360test.dnb.com
L5 |
PCRM_2_3 000.SAR D dnbinsight.dnb.com
PCRM_2_3_000.zip [ hoovers.com
PCRM_2_3_000_Replacement.SAR D IC_Installation.zip
< b
File Name: dnb360test.dnb.com
Files of Type:  All Files (*.%) v

| Open | Cancel

2. Inthe Import Certificate window, verify the correct file path, select Base64, and then click the check
mark.

8 006 Import Certificate

n Directory service Database | SAP System |

File path SAFiInstnIIation,fP:u:kagesfD&B3ED{DNB!dnb36CIte st.dnb.com

File format
Binary
* Baseb64

(o P ilx]

3. Inthe Trust Manager window, click Add to Certificate List.

©Dun & Bradstreet, Inc. 2014 4-14



D& B360 Administration and Installation Guide

4 Completing the Post-Installation Steps

Trust Manager

i Symvam PSE S5L chierdt L5L Clipr® (Anceymo
B snbawn010_DNC_00 pr—
SHC SARMC ryptobh T
- 5 s5L ;r durd e L
3 S5L derver Saandar e e
B snsnbawn010_DREC_00 il Self-Hgred)
w55 551 alent S5L Chent ARG
. 018_DRC_00 Cerifarate List
S W50 clepns B51 Clapnk (Rtandar B Crwener
M S5L clinn WESE Wb Servare Se CR="informasicaciosd com, (I=IT, (=infmatics Carp,., ~
M WS Security Sundard CH="haowi com, D="Haows'y, Inc.”, L=Awutin SF=Ts
S Wi Security Othar Sy1sem [ncr CH=dnbiniight dnb.¢om, OU = Dun & braditreet, O=THE
M W5 Securiny WS Selutiny Kevd "
2 Fie =
E'._,‘ Warl FSE a Fas vword
Ceriificain
hweari ChH=dabineitdnb cam, OU=Ter i of use & W ver R om
[FEE= Ch=Vierdagn Class ¥ Secure Server TA = CF, OUl=Teams of use @
Sl Hu Prit AGSEEFCEIST ] FETRTADG TAD IFST 2 EFE
Walid Feom 0508, Z011 0000 0 LLR .
Check Sum FEADFADEAF ADFCADIIFT 35 R0 CIICkNmtﬂ
E":l-'j._.‘* G Add 1o Cortificats Line

Activating D&B360 Customizations Using Business

Configuration Sets

Now that you have imported all of the D&B360 components to your system, the system needs your
authorization to import some specific customizations. The customizations will then be available to the client

when you log in.

1.

User System Help

In the SAP log in window, log in to your development client.

&F |

SAP

Mew password

Client

User

Password

Language

©Dun & Bradstreet, Inc. 2014
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2. In the Command field, execute transaction scpr20.

Menu Edit Favorites Extras  System

@ scpr2g| |

3. In the Business Configuration Sets: Activation window, select /DNB/BCSET.

4. Click the icon to activate these customizations.

BC Set Edit Goto Utilities System  Help

& 4 e IHE DD o8

Business Configuration Sets: Activation
G T e @ aagn (1)

Click this icon to activate the
customizations.

BC Set DHE/BCSET @
= I — E
Short Text D&EB3IE0 Add-On BCSet

The required customizations will upload to your system. Later we will transport them to QA and
Production.

In the Prompt for Customizing request window, to create a customizing transport request, click the
icon next to Own Requests.

Prompt for Customizing request

I jﬁl
Request L
Short Description
LN(Dpr reauests ) 3¢]

©Dun & Bradstreet, Inc. 2014 4-16



D&B360 Administration and Installation Guide 4 Completing the Post-Installation Steps

6. In the Create Request window, type an appropriate name for the request, and then click the Save icon.

Create Request

Request | 'Cusmmizing request
Shaort Description q[f);BBSD 5Etl.I_EL) :
Project
Owner |1cAsSES | Source client |oo1|
Status | New | Target
Last changed |14.07.2011] [17:04:13
Tasks User

ICASES -

-
Click the Save
< B

7. In the Prompt for Customizing request window, verify the information that displays is correct, and
then click the check mark or press the Enter key.

Prompt for Customizing request

Request [ jﬁtustomizing request
Short Description |D&B360 Setup

VDo reauess ) (36
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8. In the Activation Options window, review the information, and then click the check mark or press the

Enter key.

Activation Options

Activation Information
[Actival:ad B\a
Date/Time:
System/Client:
Workbench Reqst:
Customizing Reqgst:

Activation Links:

Activation Languages

Messages

Caution You have started the BC Set activation If you continue,
new data records will be created and/or existing ones overwritten.

Activation Options

ICASES Overwrite Data
14.07.2011 [ 17:02:08 (=)0verwrite All Data
CRC J 001 (Do Not Overwrite Default Values
Mot Required
CRCK300007 Select Activation Mode
Create Locally (=) Default Mode (Reccomend)
(O Expert Mode
German =
English Deletion Functionality
Spanish [“|Enable for Classical BC Sets
-
4 ]

[VIBsvinios [

After the system finishes importing the customizations, a window displays to inform you of the status.

If your system has additional clients, you need to import these customizations by using transaction sccl

and by using the transport you created previously (see this step on page 4-17.)

Activating D&B360 User Interface Services

The CRM user interface (Ul) applications provided with the package are inactive by default, so you need to

activate them.

1. Inthe Command field, type the executable sicf.

Menu  Edit

Favorites Extras System

™
& | I|_s|r:ﬂ

=
J|<:1|

©Dun & Bradstreet, Inc. 2014

4-18



D& B360 Administration and Installation Guide

4 Completing the Post-Installation Steps

2. Inthe Maintain Services window, click the execute icon.

[ 3
Program Edit Goto System Help

& 4 @@ DHE OhH o8

Mai in Sarvices
S

Filter for Calling ICF Hierarchy

Hierarchy Type o

Virtual Host

3. Inthe Virtuelle Hosts/Services area, default_host/sap/bc/bsp path, locate the dnb node.

Wirtuelle Hosts [ Services Documentation Referen
- [E__'_Eefault_hnsﬂ VIRTUAL DEFAULT HOST
- i sap SAP NAMESPACE; SAP IS OBLIGED NOT TO DELI
¥ @ option RESERVED SERVICES AWAILABLE GLOBALLY
¥ @ public PUBLIC SERVICES
ap application Platform

namespace
namespace
r.-:nl“tED
MAMESPACE SAP

Mamespace

©Dun & Bradstreet, Inc. 2014
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4. Right-click the dnb node, then select Activate Service.

Wirtuelle Hosts [ Services Documentation

VIRTUAL DEFAULT HOST

S5AP NAMESPACE; SAP IS OBLIGED NOT TO DEL
RESERWED SERVICES AVAILABLE GLOBALLY
PUBLIC S5ERVICES

Application Platform

BASIS TREE (BASIS FUNCTIONS)

BUSIMESS SERVER PAGES (BS5P) RUNTIME

namespace
crmda
b @] g Right-click dnb node.
> 5 Mew 5
Dizplay Service w+D
< * Delete Service C+E
bsp Rename Service C+R 2 TO EC
- - - 5 Select Activate
bwd Actw;fte 5er~.r|ce. "\:+A | S
cac| Deactivate Service TTC R AL
b cen €5t 5ervice +T CMS Monitoring Architecture
| Test Load Balancing “C+5
[@ cim - — iger (System Component Repc
References to Service "C+F
Ohj. Directory Entry  "C+0
Cut U
Copy +P

5. In the Activation of ICF Services window, click Yes.

Activation of ICF Services

@ Do you want to activate service
fdefault_host/sap/bc/bsp/dnb?
Click Yes._

[ Yes ][_ o Yes j[ [El info ” 3 Cancel ]

Assigning D&B360 Business Roles to Users

A Business Role defines which applications users have access to. As the administrator, you need to assign
business roles to users to determine which applications they can access.

1. Inthe Command field, execute transaction, ppoma_crm.

Menu Edit Fawvorites Extras System

I ol
& | I|_ppnma_crm _|I{] |
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2. Inthe Assignment Plan area, select the organizational structure unit for which you want to add D&B
functionality.

.-T}l. 14.07.2011 + 3 Month:
i [ P P ) s A RN @h glﬂﬂ[ﬁ
Assignment Plan ... Code
st{:nmpam,r 0O 50000000 0
* & Employee Employee 5 50000001
¥ %Ighacin 0000000001 BP 0OO0COO00O0L

3. Inthe General Attribute (CRM) Change window, Goto menu, select Detail Object -> Enhanced object
description.

Ceneral Attribute (CEM)  Edit |C-:u1:|:| Settings  System  Help

Detail ohject . Enhanced object description
1 e, &

Switch views... 7 T
Back Fi

General Attribute (CRM) Change
v

4. In the Active tab, Infotype Name column, select Business Role.

y Active | Planned Submitted Approved Rejected
Infotype Name 5. Time period
Address - () Period
Mail Address From 14.07.2011) to 31.12.999%9
Qualification Management I Today (ICurrent week
SAP Organizational Object Al () Current month
General Attribute Maint. (JFrom curr.date I Last week
IC WinClient Profile ()To current date () Last month
IC Web Client Profil (JCurrent Year

IC Manager Profile
[ Business Role

| =] select.
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5. In the Maintain object window, click the new icon.

Object Edit Goto  Utilities 5Settings  System  He

& | 1 HSG&

Maintain
"

6. In the Create Business Role window, Business Role field, type /DNB/SLSPRO.

Create Business Role

R

Position Employes Employes

Planning Status Active

Validity 14.07.2011 to 31.12.3939 | ée Display change infor |

Business Role

. T =
Business Role | /DNB/ sLsPRO| [T

7. Click the save icon.

Infotype Edit Goto  View System  Help

Click th
@ ||e@e@

Create Business Role

(Optional) Generating Package Components

The D&B360 Add-On package installs the D&B360 software components to your system, but the components
need to be generated within the SAP CRM. When you access a component for the first time, the system
generates it. To use the package most efficiently, we recommend that you have the system generate all of the

components now.
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1. Inthe Command field, execute transaction sgen.

Menu Edit Favorites Extras  System

@‘I[sgen ]ﬂ | &

2. Inthe Generation task window, select Generate All Objects of Selected Software Components.

Ceneration task

(=) Generate All Objects of Selected Software Components

(JRegenerate After an SAP System Upgrade
(JRegenerate the objects of the last run
(JRegenerate Existing Loads

()Generate the objects of a transport request
()Generation of BSP Applications

()Generation of Web Dynpros
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3. In the SAP Load Generator window, click Continue.

SAP Load Generator

Information about the SAP Load Generator

Ceneration task

E Generate All Objects of Selected Software Componentg
IRegenerate After an SAP System Upgrade
) Regenerate the objects of the last run

“JRegenerate Existing Loads

) Generate the objects of a transport request

) Generation of BSP Applications

“iGeneration of Web Dynpros

| Job Maonitor [ o Continue ]

4. In the Selection by software components of generation set window, Software Component list, select
DNB, and then click Continue.

Selection by software components of generation set

B Software Component m These software components are
EfE?CRM — installed in your system.
q Select the components whose
| FT_BR | objects you want to
SAP_ABAR generate.
SAP AP
SAP_BASIS

SAP_BS_FND

SAP_BW

ST-PI

WEBCUIF -
4 3

EE e
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5. In the SAP Load Generator window, Select of Server for Parallel Generation Server list, select the
default server for parallel execution, and then click Continue.

SAP Load Generator

Information about the SAP Load Generator

Selection of Server for Parallel Ceneration

Em a quicker execution, the load generator hases itself on a parallel prn(e;sed]

procedure which incorporates available servers as much as passible. The default

selection corresponds to the server used for this transaction and to the computers with the
same type (MT: machine type). When you change the server selection, the servers you select
must have the same machine type.

= erver MT m
mxym019_CREC_00 562 &
-
1 ] ' “\\
EBEIR Click Continue. > ([ 4 Continue

b oy

6. Inthe Schedule Load Generator in Background Mode window, select Start Job Directly to start it
immediately.
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Select Schedule Job for and enter the StartTime and Start Date.

Schedule Load Generator in Background Mode

Data for Frevious Job:

Job Name: RSPARAGEMERS StartTime: 14:13:18
Job Status: Compl. Start Date: 18.06.2011
Current Status of the Amount Generated:
Progress: 0 % Complete
Edited Objects: ] From 546
[ &Q?Startjnb Directly ] l (%1 Schedule Job for J I ‘,gjnb Overview
. I =]
E 00:00:00
StartTime: e )
Start Date: 14.07.2011

After the job runs, the Progress field displays that the job is 100% complete.

Schedule Load Generator in Background Mode

Data for Previous Job:
RSPARAGEMERS
Caompl.

Job Mame:

Job Status:

Current Status of the Amount Generated:
100 % Complete
Edited Objects:

Progress:

©Dun & Bradstreet, Inc. 2014
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5 Running D&B360 for the First Time

Registering DB 360 . ... 5-1

Updating Entitlements o 5-3

Registering D&B360

1. Inthe Command field, execute transaction crm_ui.

Menu  Edit  Favorites Extras  System

I all
& | I|_|:rm_ui| _|I<] |

The D&B360 menu displays in the SAP CRM left menu.
2. Click D&360, and then select D&B360 Administration.

D&B360
U= Create __ Administration
Accounts with D&B360 58|Bf_=t|)&31'_"5“ About D&B360
Contacts with D&B360 Administration. D&B360 Administration

D&B360 Callout Logs

If this is your first time to install D&B360, the D&B Administration Wizard window opens with a
message that explains when the trial period begins.

3. Inthe D&B Administration Wizard window:
a. To being your trial click Begin.

b. To cancel and start your trial later, click Cancel.
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D&B3I60 Administration Bbeck - [ -

DAB Adminmutration Wizard ] W

If this is your first install, the Trial term will begin when you complete the configuration. Select Begin to indicate that your Trial
should start today. Select Cancel to end configuration and begin your trial at a later date,

If this is not your first install, service will continue according to your initial Trial term, Select Begin to continue canfiguration or
Cancel to end.

Click Begin to start

n | Cancel
your trial. -

4. Inthe D&B Terms and Conditions window, read the terms and conditions, then click to accept them.

5. Click Next to continue.

D&B360 Administration & Back ~
D&B Terms & Conditions IR =R
Trial Terms and Conditions for D&B 360 m

Trial Terms and Conditions (the "Agreement®)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS BEFORE
CONTINUING. BY CONTINUING, YOU AGREE TO THE TERMS AND CONDITIONS
SET OUT BELOW.

IF YOU HAVE ENTERED INTO A SEPARATE ORDER WITH D&B FOR THE D&B360
SERVICE, THEN THESE TRIAL TERMS AND CONDITIONS DO NOT APPLY.

Pursuant to the free trial (the "Trial") for which you have registered, Dun & Bradstreet,
Inc. ("D&B") shall make available to
you, the customer ("Customer”) business information (“Information”) and services (the
Information and services together, the "Services").
The following terms and conditions shall apply to Customer's use of the Services,
provided that if Customer has a currently effective master
agreement with D&B, the conflicting and additional terms and conditions of such master
agreement shall control.
.

1. User Acknowledgment 3

You agree that, when prompted during this registration, you will accurately selector .~

@ accept Terms of Agreemem.OI do not accept Terms of Agreement.

— Clext

6. Inthe D&B Install Key window, type the installation key that D&B360 provided you.

7. Type your Company Name, Location, First Name, and Last Name, or if these fields are pre-populated,
make sure they are correct.

8. Click Next.
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D&B360 Administration

DAE Install Key
License infarmation

| Install Kuy | S0

| Compary Mame Company

Firgl Nama e

Last Mama e &

P T . . -

Coauntry | United States -

Who provided you this package? D&B
Click
Cancel | Mext Mext

9. In the Confirmation window, click Finish.

D&B3I60 Administration

Confirmation

Congratulations you have successfully finishad the sefup of DABAGD for SAP. You can start using it right away!
Finish . -
Click Fimish_

The D&B SAP CRM Administration window opens, and you have completed registration.

Updating Entitlements

To set your application behavior, you need to consider the requirements and entitlements for your company.
The system is connected to the Daa$ layer and retrieves the entitlements your company signed up for.

1. Inthe D&B Licensing window, review the entitlements.

~ D&B Licensing (1) Show Terms and Conditions =
Edition Tier 3 Entitlements Type Custom
Trial indicator N Expiry Date 2012-12-31
9
Product Name License Active Metering Limit
_| Automated Delta Refresh Y Unlimited
| Automated Match Y Unlimited
| BAL Y Unlimited
7| Cleanse Match : Unlimited
_| Company Append i Unlimited
| | Competitor i Unlimited
4Back 1 2 3 4 &5 Forwardy
5-3
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2. In the System Settings window, configure the system settings as you want to display them for your
users, then click Save.

Note: For more information about the settings, refer to the D&B360 User Guide.

= System Settings - [E5ave | Cicy save. =

DB System

Default Counbry Uit Staries .

Allow Duplicates [
Allow Callout Logs [+
Allow Account Edit [

Confidence Code |08 -
Callowt Timeout -
Account Riole | Account -
Contact Role | Account -

DEB360 Button Cenfiguration

Ensble D&B Refresh [ Enable DEBIED View [
Enable D&E Look-A-Like Enable D&E Contacts [
Enable DEB Competitors.

Ensble D&B Finsncials

Enable O:EB Industries

& EOE

=

ROW Annotation Configuration

Facsbook [& RES [F
Skype [# Twitter [
YWouTube [& Finance [
MNews [ Maps [
Yellow Page [& Linksdin &

D:&B360 Stare and Compare Configuration

Presalect Differance [&

Select fields for update in 5tare and Compare

Mame [

Foundation Date [
City [=

State [=

Country [

Strest [

Postal Code [
Telephons Number [
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After you save your configuration settings, the users in your system will see the D&B360 menu on the SAP
CRM left menu. They can click D&B360 to view its functions.
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Installing the Informatica Cloud Secure Agent forthe SAP CRM .. i 6-1
Installing the VC++ 2008 Redistributable Package ........ ... . ... . 6-1
Installing the VC++ 2005 Service Pack 1 Redistributable Package ATL Security Update ... .. ... .................. 6-4
Downloading the Secure Agent Installer ... . 6-8
Installing the Secure Agent . 6-11
Setting Up the Informatica Cloud Portal ... .. . 6-15

Establishing a Connection ... 6-23

Creating a Port L e 6-25

Creating a Logical System to be Associated to the Informatica Secure Agent ... .. ... ... ... 6-26

Identifying the Client's Logical System Name ... . 6-28

Defining the Distribution Model .. ... L 6-29

Creating Partner Profiles .. L 6-33
Additional Notes on Filtering Records ... ... . 6-41

Installing the Informatica Cloud Secure Agent for the SAP CRM

Installing the VC++ 2008 Redistributable Package

() Important Note: Before you can schedule a batch or a job, you must complete all of the following
steps. D&B360 for SAP CRM must authenticate the proper credentials with Informatica Cloud Services.

Before you install the Informatica Cloud Secure Agent, you need to install the VC++ 2008 redistributable
package.
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1. Open a web browser to: http://www.microsoft.com/download/en/confirmation.aspx?id=29

2. In the Download Center window, Microsoft Visual C++ Redistributable Package (x86) area, click Start
download.

Download Center

Windows Office Product downloads Download categories Security Resources

Thank you for downloading

Microsoft Visual C++ 2008 Redistributable Package (x86)

If wour download does not start after 30 seconds, click here:(Start download T -

download.
@ Instructions

Important: Make sure you have the latest service pack and critical updates for the
wversion of Windows that you are running. Te find recent security updates, visit Windows
Update.

Click the Download button on this page to start the download

3. Do one of the fellowing:
= To start the installation immediately, click Run.

= To save the download to your computer for installation at a later time, click Sawve.

= To cancel the installation, click Cancel.

3. When the system prompts you to run or save the package, click Run.

Do you want to run or save voredist_x86.exe (1.73 MB) from download.microsoft.com?

Run I SEVE | h | Cance'

©Dun & Bradstreet, Inc. 2014 6-2


http://www.microsoft.com/download/en/confirmation.aspx?id=29

D& B360 Administration and Installation Guide

6 Preparing the SAP CRM for Batch Processing

4. |nthe Welcome window wizard, click Next.

ii,? Microsoft Visual C++ 2008 Redistributable Setup _ & x|

Welcome to Microsoft Visual C++ 2008
Redistributable Setup

Thig wizard will guide you through the installation process.

Click Next
| Mext > || Cancel |

5. In the License Terms window, click to select the check

ii? Microsoft Visual C++ 2008 Redistributable Setup

License Terms

Be sure to carefully read and understand all the rights and restrictions described in the
license terms. You must accept the license terms before you can install the software.

box and accept the terms, then click Install.

=101 ]

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2003 RUNTIME LIBRAIIIES (X836, TAG4 AND X64)

terms also apply to any Microsoft

Press the Page Down key to see more text.

@ have read and accept the license terms. Click |

These license terms are an agreement between Microsoft Corporation {or based on
where you live, one of its affliates) and you. Please read them. They apply to the
software named above, which indudes the media on which you received it, if any. The

=

[

| < Badk :l Install =

I | Cancel

A Setup window displays the status of the installation.
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6. Wait for a few minutes while the installer installs the package.
7. Inthe Setup Complete window, click Finish.

ii? Microsoft Visual C++ 2008 Redistributable Setup o ] |

Setup Complete

Microsoft Visual C++ 2008 Redistributable has been successfully installed.

It is highly recommended that you download and install the latest service packs and
security updates for this product.

For more information, visit the following Web site:

Product Support Center

Click Finish_ :'
4

Installing the VC++ 2005 Service Pack 1 Redistributable Package ATL
Security Update

Before you install the Informatica Cloud Secure Agent, you need to install the VC++ 2005 redistributable
package.

1. Open a web browser to: http://www.microsoft.com/en-in/download/details.aspx?id=14431.

©Dun & Bradstreet, Inc. 2014
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2. Inthe Download Center window, Microsoft Visual C++ 2005 Service Pack 1 Redistributable Package
ATL Security Update area, click Download.

B® Microsoft

Download Center

Software Categornes Secumty Support Shop

3 Microsoft Visual C++ 2005 Service Pack 1
D9 Redistributable Package ATL Security Upda

A Click Download. )
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3. Inthe Choose the download that you want area, select the platform that matches your installation,
and then click Next.

®
Choose the download that you want
[~ File Name Size
[~ verecist tastexe 6.3 b2

[#_ wongdist el g 3.1 W

I_ wernedist_xBf.exe 2608

-

4. At the system prompt to run or save the package, click Run.

FODLLAE L ICWADHCLACTS

Do yosu Wit b Fun oF s venidist_x64.exe (3,06 HB) frem download microsofLcom? f’DIiCk Ru".‘?\\ mn | swe |v| caed | -
—
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5. In the Microsoft Visual C++ 2005 SP1 Redistributable Package window, to agree to the Microsoft
Software License Terms, click Yes.

Microsoft Visual C++ 2005 SP1 Re able = 0| %]
Flease read the following license agreement. Press the PAGE DOWN key
to see the rest of the agreement.
MICROSOFT SOFTWARE LICENSE TERMS ~
MICROSOFT VISUAL C++ 2005 RUNTIME LIBRARIES
These license terms are an agreement between Microsoft Corporation

(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received i, f any. The terms also apply to any
Microsoft

* updates,
" supplements,

* Intemet-based services, and

* support services

for this software, unless other terms accompany those items. If so,

those terms apply.

By using the software, you accept these termms. If you do not accept j

Do you accept all of the terms of the preceding License Agreement? f you
choose No, Install will close. To install you must accept this agreement.

lCIick‘l’es. F YES NO I

The installation and configuration process begins. A progress window displays a progress bar, then
closes after the installation has completed.

Microsoft Visual C++ 2005 Redistributable (x64)

[d| Please wait while Windows configures Microsoft Visual C++ 2005
Redistributable (<64)

Cancel |
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Downloading the Secure Agent Installer
Navigating to the Installation Window

1. Inthe D&B360 window, click D&B360 Administration.

D&B360

Create Administration

Accounts with D&B360 Click D&B3&0 About D&B360
Contacts with D&B360 Administration. D&B360 Administration
2. In the Batch Processing area, click Batch Setup.

~ Batch Processing

Batch Setup Admin Review List

The first time you access the D&B360 Administration window Batch Setup area, the D&B360

application automatically registers your installation to the Informatica Cloud Secure Agent. The agent
creates a user name and password for you.

Informatica Cloud Registration Back ~ [ ~

Informatica for D&B Setup W] & & 2

You are required to download and install the Informatica secure agent before you can begin batch processing with D&B360.
Please refer to the D&B360 Admin Guide, if you need further details
Download and Install Secure Agent from the following link: click here) using this credentials:

Username:  Your username @informatica.com
Password: Your password

Next
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Downloading the Installer
To download the secure agent installer:

1. Inthe Informatica Cloud window, User Name and Password fields, type the user name and password
created for you in the Informatica Cloud Registration window, and then click Login.

é Informatica Cloud - Windows Internet Explorer

6\:7:4 L4 I(L") https: /ficoss Linformaticacloud. com /saas /displayLogin. do pj 5 |E| |§| |E| @ AT s ] » | |
INFORMATICA
User Name: Data Synchronization

Load data and integrate applications, databa
Includes add-on functionality such as customr
-ins.

Password: I
Login Click Login.

Don't have an account?
Forgot your password?

Contact Validation
Validate postal addresses, email addresses, .
numbers in your CRM environment or a local

Data Assessment
Measure and monitor data quality of the Lea
Contact, and Opportunﬂ::y objects within Sale

Resources

See What's New in Informatica Cloud Winter 2012

Check s Stat t the Info tica Cloud Trust Sit
e ystem us at the rmatica Cloud Tru e Data Replication

2. Inthe Informatica Cloud window, click Configuration, and then Agents.

{_5 Informatica Cloud - Windows Internet Explorer

@&:} L ILL‘) https:icoss 1.informaticadoud. comsaas fapp fconnections. d }Dj@ |E| |E| |E| @ absmahettlai

Schedules Task Flows Plug-ins Custom Sources

List of all connections in your orgamization. Use a connection to connect to a database, file or Salesforce. Toadd ar
icon. To view the details of a connection, click the connection name.

New
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3. Inthe Agents area, click Download Agent.

m L I‘EJ' https: //icoss Linformaticadoud., com/saas /zpp fagents. do ﬂj % |E| |E| |g| @) Informatica Cloud

INFORMATICA

]

Connections Schedules Task Flows Plug-ins Custom Sources

Agents

List of all Informatica Secure Agents in your organization. An Informatica Secure Agent is a lightweight, self-upgrading prog
communicates with Informatica Cloud Services and enables the services to read and write data to a database or file located

5 seconds. )
Click Download
Agent

L[_)uwnlnad Agent... J

Actions MName Host Name Platform Status Version Upgrade Status Last Upgrade Check
4. In the Download Agent window, click Download.

Download Agent b

Select the platform for the Informatica Secure
Agent.

Platform: ®  \Windows
' Linux

T
© Click Download_ | Download Cancel

5. At the prompt, click Run.

‘ Do you want to run or save agent_install.exe (122 MB) from iooasl.informat‘lcacbud.com?' Run | Save |v| Cancel | x
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Installing the Secure Agent

The Informatica Cloud Secure Agent Setup program starts.

1. Inthe Choose Installation Folder window, click Next.

7 Informatica Cloud Secure Agent Setup = |EI|5|

nowmaica | Chomliaitoin

@ Choose Installation Folder This setup wizard will install the Informatica Cloud Secure
() Pre-nstallation Summary Agent on your computer. Far hest results, install the

O Installing... Secure Agent on a computer that is always running and
always connected to your arganization’s network. You do
not have to connect to Informatica Cloud fram the
computer where the Secure Agentis installed.

O Installation Complete

Where Would You Like to Install?

IC:‘lProgram Files (x8&8)\Informatica Cloud Secure Agent

Restore Default Folder Choose...

Click Next

Installamwhere by Macrovision

Cancel | Previaus

Y
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2. In the Pre-Installation Summary window, review the information that displays.
3. After you confirm that everything is correct, click Install.

¥ Informatica Cloud Secure Agent Setup - |EI|1|

momin kS

@ Choose Installation Folder
-@ Pre-Installation Summary

O Installing...
O Installation Complete

Please Review the Following Before Continuing:

Product Name:
Informatica Cloud Secure Agent

Install Folder:
C\Program Files (x86)\nformatica Cloud
Secure Agent

Shortcut Folder:

C:
\Usersticases\AppDatatRoaming'\MicrosoftiWindc
Menu\Programsiinformatica Cloud Secure Agent

Disk Space Information (for Installation
Target):
ﬂDMIIiFﬂH' QAT AAA AR hatfee

InstallAnywhere by Macrovision

Cancel |

The Installing Informatica Cloud Secure Agent window displays the status of the installation process.

Install

Previous |

¥y Informatica Cloud Secure Agent Setup - |EI|5|

rORNATIcA | g o SR

@ Choose Installation Folder
() Pre-Installation Summary
1% Installing...

O Installation Complete

The Infarmatica Cloud Secure Agent is a lightweight
program that rung all tasks and enables secure
communication across the firewall hetween your
organization and Informatica Cloud,

INFORMATICA Cloud
Cloud-Basad
Applicafions & Platforms

4
o

Secure Agent

Your Company

Installing...

InstallAmawhere by Macrovision

Cancel |

([
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4. After the Informatica Cloud Installation Complete window opens and displays a summary, click
Done.

¥ Informatica Cloud Secure Agent Setup _ ||:||5|

inFormatica Cloud T

@ Choose Installation Folder

@ Pre-Installation Summary Congratulations! the Informatica Cloud Secure Agent has
@ s o bheen successfully installed to:

) Installation Complete C:\Program Files (x86\nformatica Cloud Secure
Agent

Please note that the Secure Agent must be configured for
use with your Informatica Cloud organization.

Click Done to close this setup wizard and start the
Informatica Cloud Secure Agent.

Click

Installdmpwhere by Macravision

Cancel Frevious | |

5. In the Informatica Cloud Secure Agent registration window, type your registration credentials, then
click Register.

i
INFORMATICA Cloud Sfelel |z aV=(cla|

@ﬂneSeturehgﬂrthasmthummjstered.

To register the Secure Agent, enter your Informatica Cloud login information below.

User Mame: = [Your User Name |

Password: = [Your Password |

The Secure Agent registers and starts up, and then begins the upgrade process.

©Dun & Bradstreet, Inc. 2014 6-13



D&B360 Administration and Installation Guide 6 Preparing the SAP CRM for Batch Processing

b Informatica Cloud Secure Agent — |0 x| b Informatica Cloud Secure Agent — =] x|

INFORMATICA Cloud SEElelli=nAv={=la)e @ INFORMATICA Cloud S{s[ell[(=RAV=Lelpie )

‘ @l‘lneSmlreAgent'sstartin_jun_ ‘ ‘ @“usuulrelguitisupgmﬁlg_ ‘

Restart shuts down the Secure Agent if it is running, then starts it up again. Restart Shuts down the Secure Agent if it is running, then starts it up again.

Stop Shuts down the Secure Agent. Stop Shuts down the Secure Agent,

Proxy... Enter or edit your proxy server informatien. ProXYisr Enter or edit your proxy server information.

Restarting the Secure Agent

After the upgrade process is complete, a window opens and informs you that the secure agent is up and
running.

1. Click Stop.

&k Informatica Cloud Secure Agent ] 5
n

INFORMATICA Cloud Siglelii=Rav={s]pls o

‘ @l‘heSEuntAgent'sllpamlnlﬁl} ‘

Restart | Shuts down the Secure Agent if it is running, then starts it up again.

Stop | Shuts down the Secure Agent.

Proxy... Enter or edit your proxy server information.
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The Informatica Cloud Secure Agent window displays the status of the Secure Agent.

2. Click Restart to restart the agent.

i o
INFORMATICA CloUd Sielolbi(=hAY=(=laie @ INF Tica Cloud SEMUEERav-Clle o
‘ (&) The Secure Agent is shutting down... ‘ (@ The Secure Agent has been stopped. ‘
Click Restart. |
Restart Shuts down the Secure Agent if it is running, then starts it up again. [EEEi | Shuts down the Secure Agent ifitis running, then starts it up again.
Stop Shuts down the Securs Agent. Stop. Shuts down the Secure Agent,

. . . Proxy... | Enter or edit your proxy server information.
Proxy... Enter or edit your proxy server information.

Setting Up the Informatica Cloud Portal

1. In the Informatica Cloud window, click Administration.

—— Click Administration.
INFORMATICA w

Data Files

Quick Setup

Activity Log

You can view run statistics for all types of tasks on this page. Click on an individual task
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2. Inthe Administration area, identify the Organization ID for your installation.

In this example, it is Org87.

INFORMATICA

Connectors Users Audit Log

My Organization

You can view your organization profile. It displays organization properties and details, default email no

Edit

Organization Properties

Organization ID: OrgB7
Dev Org: False

Publishing Org: False

Schedule Offset: +15s

Mzvirniim Siih-nraanizatinnes n

3. Inyour local directory, create a folder with the Secure Agent Organization ID: ..\Informatica
Cloud Secure Agent\main\rdtmDir\dnb360\directory.

-0l

‘GO?| .+ Informatica Cloud Secure Agent ~ main - rdimDir » dnb380 - - m I Search dnb360 [ﬂ‘
Organize ¥ - Open Indudeinlibrary +»  Sharewith ¥  Burn  New folder 4= - B;l @
S Favorites Mame = Date modified | Type | Size | |

5/14/2012 4:08PM  File folder

Bl Desktop . Orga7
-
.. Downloads || dnb_lkp_codes_MSD.dat 5/2/2012 10:51AM  DAT File 1,151 KB

11| Recent Places || DNB360_Dummy_Record_MSD 5/2/2012 10:51AM  Text Document 1KB

- Libraries
@ Documents
J‘i Music
[E5] Pictures
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4. From this website https://service.sap.com/swdc, download the SAP RFC SDK 7.10 IA32 package.
5. To unpack the package, use the command, SAPCAR: SAPCAR -XVF RFC-XXXXX.SAR.

PE C:slserssicasessdovnloads> _SSAPCAR_5-280002092 exe —wuf _“RFC_4-18009%744 _SAR
EHPEHR&kaucessing archive .“~RFC_4-108009744_5AR <(version 2.81)

rfcs

rfcsdksbin

rfcesdksbhinslibrfeiZu.dll

rfcsdk/inc lude

rfcesdk/includessapitab.h

rfesdksinc ludessaprfe.h

rfecsdk/inc ludessapuc.h

rfcsdk/includessapucx.h

rfcedks1ib

rfcesdk/libs/icudtdd_dll

rfecsdk/libsicuindd_dll

rfcsdk/libsicuucdd_dll

rfcsdks/libslibrfeciZu.dll

rfcsdks/libslibrfeciZ2u.lih

rfcedkslibslibsapulbuc8@. dll

rfcesdkslibslibzapucum.dll

rfcsdk/lib/libsapucum. lih

rfcedk/libssaprfcecl2.lihb

rfcsdk/text

rfcsdks/textsicu_license.txt

rfcsdks/textsvfe_library_guide . pdf

rfcesdk text -SAPRFC_HLP
rfcsdk/textssaprfc.ini
rfcsdk/textsapulbdoc.htm
rfcsdk/texts/sapucdoc . htm
SAPCAR: 25 file(s>» extracted
PS5 C:slserssicasesdownloads>

= o

x
x
X
X
x
x
x
x
X
X
x
x
x
x
x
X
x
x
x
x
x
X
X
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6. From the resulting 1ib directory, select and copy all of the . d11 files.

‘G(_)v | . = icases ~ Downloads = rfesdk ~ lib

- l‘i]] I Search lib

Mew folder

Date modified

Organize * |8 Openwith... Share with «
~{ Favorites Hame
B Desktop jcudt34.dll
4 Downloads icuin34.dll

:
j=il Recent Places

- Libraries
3 Documents
.J". Music
=/ Pictures libsapucum. di
B8 videos || libsapucum.lib
| saprfc32lib
1M Computer

‘:-._-i, Local Disk (C:)

52 Home on 'psf (Z:)

Fﬂ Metwork

Y 6 items selected Date modified: 3/4/2012 12:53FPM

PM
PM
FM

14/2012 6:54 PM
3/4/2012 1:02PM
3/4/2012 7:09 PM

y Size: 14.8 MB

©Dun & Bradstreet, Inc. 2014
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7. Paste the .d11 files to this directory: Program Files

(x86)\Informatica Cloud Secure

Agent\main\bin\rdtm.

[EE———— =101 x|
60? | . = Informatica Cloud Secure Agent = main - bin - rdtm - - @ I Search rdtm @l
Organize *  Indudeinlibrary «  Share with +  MNew folder == - m @
' Favorites Mame ~ Date modified | Type | Size | -

Bl Desktop . javalib 4(10/2012 8:33 AM File folder
& Downloads | plugins 4/10/20128:33AM  File folder
il Recent Places %) ace.dl 12/22/20112:13PM  Application extension 1,065 KB
=5 Libraries @ ca-bundle 12222011 2:13PM Security Certificate 237 KB
@ Documents || dummy_data.csv 12222011 2:13PM CSV File 1KB
J‘; Music | http_en.res 12222011 2:13FM RES File 3KB
[E5| Pictures %) httptransformserver.dil 12/22/2011 2113 PM Application extension 127 KB
B8 videos %) ice.dll 12/22/2011 2:13FM  Application extension 234 KB
|%| infaagent.dll 12222011 2: 13 PM Application extension 173 KB
;EJ Computer -
£ Local Disk (C2) %) libourl.dll 12222011 2:13FM Application extension 179KB
€% MobileBackups on ‘psf %) libnsort.dl 12222011 2:13PM Application extension 444 KB
£® Home on ‘psf (Z:) %] libsshz.dl 12/22j2011 2:13PM  Application extension 141 KB
% MFCTL.dI 12222011 2:13FM Application extension 1,036 KB
€l Network %] MFCT10.dll 12/22/2011 2:13PM  Application extension 1,023 KB
%) mfcgou.dl 12222011 2:13PM Application extension 3,685 KB
%) msvcp7Ldll 12222011 2:13FM Application extension 438 KB
%) msvcpo0.dil 12222011 2:13FM Application extension 560 KB
%) msver71.dl 12222011 2:13PM Application extension 340 KB
% | msvera0.dil 12222011 2:13 PM Application extension 641 KB LI
' 172 items
©Dun & Bradstreet, Inc. 2014 6-19
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8. Inthe directory, Program Files

Agent\main\rdtmDir\dnb360, copy the sparfc.ini file.

(x86)\Informatica Cloud Secure

S
‘Gk)v | . = Informatica Cloud Secure Agent - main - rdtmDir - dnb360

= m I Search dnb360

jOpen -

-

Organize ~

[ Favorites
Bl Desktop
4. Downloads
= Recent Places
- Libraries
3 Documents
J‘- Music
&= Pictures

B videos

1M Computer
Q_‘-’, Local Disk {C:)
J inetpub
. PerfLogs
. Program Files
. Program Files (x¢
| Users
J Windows
S MobileBadwps on |
5 Home on 'psf (2:)

cj Network LI

= saprc

C : Configuration settings
e

Print  New folder

Mame * Date modified I Type | Size |
|| dnb_lkp_codes_MSD.dat 4/10/2012 10:38 AM  DAT File 1,151 KB
|| dnb360_AdminReview_EIM.ifb 4/10/2012 10:43 AM IFE File 1KB
|| dnb360_CrossReference_EIM.ifb 4102012 10:43 AM IFB File 1KE
|| dnb360_DnBCompany_ETM.ifb 4/10/2012 10:43AM  IFB File 1KB
| DNB380_Dummy_Record_MSD 4102012 10:33 AM Text Document 1KE
| DNB380_Dummy_Record_SAP 4102012 10:33 AM Text Document 1KE
| DNB380_Dummy_Record_Siebel 4102012 10:43 AM Text Document 1KE
|| dnb360_siebel_config.properties 4102012 10:43 AM PROPERTIES File 1KE
- DME360_Siebel _EIM_AdminReview 4102012 10:43 AM Windows Batch File 1KE
DME360_Siebel _EIM_CrossReference 4102012 10:43 AM Windows Batch File 1KE
DMB360_Siebel _EIM_DnBCompany 4/10/2012 10:43 AM  Windows Batch File 1KB
|| InfoNB360SiebelPostProcess. dass 4/10/2012 10:43 AM  CLASS File 7KB

Ia saprfc

|| Test_IdocInbound_SAP

Date modified: 4/10/2012 10:38 AM
Size: 1.03KB

4/10/2012 10:38 AM

Configuration settings

Text Document

Date created: 4/10/2012 10:38 AM

©Dun & Bradstreet, Inc. 2014
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9. Inthe directory, Program Files

Agent\main\bin\rdtm, paste the file from the previous step.

(x86)\Informatica Cloud Secure

[CeX

.= Informatica Cloud Secure Agent = main = bin = rdtm -

- m“ Search rdtm

Organize *  Indudeinlibrary =  Sharewith =  New folder e m @
J Favorites Mame * Date modified | Type | Size =
B Desktop L javalib 4/10/2012 8:33 AM File folder
- Downloads || plugins 4/10/20128:33AM  File folder
=L Recent Places ] AcE.dI 12/22/20112:13PM  Application extension 1,065 KB
=5 Libraries @ ca-bundle 12/22/2011 2:13PM Security Certificate 237KB
@ Documents || dummy_data.csv 12222011 2:13PM C5V File 1KB
J} Music || http_en.res 12222011 2:13PM  RES File 3KB
[ Pictures % httptransformserver.dll 12/22/2011 2:13PM Application extension 127 KB
EE videos %] ice.dll 12/22/2011 :13PM  Application extension 234 KB
%) infaagent.dil 12222011 2:13PM  Application extension 173 KB
% Computer :
& Local Disk (C2) % libeurl.dll 12222011 2:13PM  Application extension 179 KB
&2 MobileBackups on ‘ps? %/ ibnsort.dll 12/22/2011 2:13PM  Application extension 444 KB
L Home on 'psf (2:) % libssh2.dll 12222011 2:13PM  Application extension 141KE
%) MFC71.dll 12222011 2:13PM  Application extension 1,036 KB
9! Metwork %] MFC71u.dI 12/22/2011 2:13PM  Application extension 1,023 KB
%) mfcg0u.dl 12222011 2:13PM  Application extension 3,695 KB
%] mswop7Ldll 12/22/2011 2:13PM Application extension 433 KB
%) mawcpg0.dil 12222011 2:13PM  Application extension 560 KB
%) mawor 71.dl 12222011 2:13PM  Application extension 340 KB
%] msveran.di 12222011 2:13PM  Application extension 641 KB LI
' 172 items
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10. Use Notepad to edit the saprfc.ini file and enter the values for your system:

& saprfc.ini - Notepad M=] E3
File Edit Format View Help
L =]
4% Type R: Register a RFC server program at a SAP gateway Wi

S or connect to an already registered RFC server program %/

i The powerCenter Integration Server for Bw uses wy

i this information wy

Mos=========c========================s=ss===========sss==s=========== ¥/
DEST=DNB360_IDOC_READER

TVFPE=F

PROGID=INFORMATICA

EWHOST=

GWSERV=5apgw

'ﬁl’===================================================================\’-{
NS Type A RS3 system - specific application server Wy
P The PowerCenter server writer process uses w s
P this information w s
Hos==s===s=s========s===s======s===s===s=s========s===s===s=====ss===s==¥/
DEST=DNE360_IDOC_WRITER
TYPE=A
ASHOST=
SYSMR=
v
Kl o

11. Save your file.
12. In the Informatica Cloud Secure Agent window, click Restart.

i
INFORMATICA Cloud's

@ The Secure Agent has been stopped.

Click Restart. |

Restart | Shuts down the Secure Agent if it is running, then starts it up again.
Stop | Shuts down the Secure Agent.
Proxy... | Enter or edit your proxy server information.

The Secure Agent starts up. A message displays to confirm the Secure Agent is up and running.

This completes installation of the Informatica Cloud Secure Agent.
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Establishing a Connection

If your entitlements include batch processing, you need to set up an RFC destination, which is a connection
between your SAP CRM server and the server where the Informatica Cloud Secure Agent is installed.

1. In the Command field, execute transaction sm59.

Connection Edit Goto  Extras  Utilities  System

@ [sms9 JtBeae

2. In the Configuration of RFC Connections window, click the new icon.

RFC Edit Goto Extras Utilities System Help

@ Ja Be@@LCHRE &DOY

Configuration of RFC Connections

( Click the new icon. )

SE[O)Z ] 3

RFC Connections Type Comment
¥ [ JABAP Connections 3
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3. Inthe RFC Destination window, Connection Type field, enter T.

4. In the Description area, type a description for this connection, then press the check mark icon.

Connection Edit Goto Extras Utilities System Help

& 4 ¢e@QLHR DDLO81@

RFC Destination

Connection Test %7

RFC Destination INFORMATICA
Connection Type Mew Entry Description
Description

e ——
v ; 1] v
Description 1 I|_Im‘0rmat|ca Secure ﬁ.genﬂ xj
Description 2

Description 3

Administratic:n/ Technical Settings | Logon & Security MDMP & Unicode

Cateway Options
Cateway Host Delet

Cateway service

5. Select Technical Settings -> Registered Server Program.
6. Inthe Program ID field, type Informatica.
7. In the CPI-C Timeout area, select Default Gateway Value.

" Technical Settings | Logon & Security MDMP & Unicode Special Options

() Start on Application Server (s Fegistered Server Program

]

(") Start on Explicit Host

()5tart on Front-End Work Station
Registerad Server Program
Program ID m__

Start Type of External Program
@ Default Gateway Value
O Remote Executior
O Remote Shell
D Secure Shell

CPI-C Timeout

(=) Default Gateway Valu |

> 5

()Specify Timeout &0 Defined Value in Seconds -

©Dun & Bradstreet, Inc. 2014
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8. Click the MDMP tab, and in the Communication Type with Target System area, click Unicode.
9. Click the save icon.

Connection Edit Goto  Extras l{gnﬂkthesﬁwimn_}z

@ I OICT@Q SHE

Creating a Port

1. To create a port for the RFC destination, in the Command field, execute transaction we21.

Menu Edit Favorites Extras  System  Help

@ w2 JtBe@e

2. In the Ports in IDoc processing window, select Transactional RFC, and then click the new icon.

Port Edit GCoto System  Help

& 4  @¢eaQ@ CHE
ick the new processing
Sl = =
Ports Description
= {5 Ports |
D:Transactinnal RFc:
(] File
CJcPI-C
[ ABAP-PI
[ XML File
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3. Inthe Ports in IDoc processing window, select Generate Port Name, then click the check mark icon.

Ports in |IDoc processing

(s)Cenerate port name

(Jown port name

I ol
Mame L _||

Click the
checkmank
iComn.

4. In the Creating a tRFC port window, Description field, type Informatica, and then click the save icon.

Port Edit Goto System Help Click the save
icon.

& | Jd e BHEHE OO0 @

Creating a tRFC port
O % O @ H S &= =

Ports Description Port A00000O001
™ (3 Ports Description Informatica
[CJTransactional RFC
File
I:I Version
Cace-c
( JDoc rec.types SAP Release 32.0/3.1
[ ABAP-PI
(XML File (»)|Doc record types SAP Release 4 .x
XML HTTP
. . I M=
RFC destinatio [INFORMATICA| P ]

Creating a Logical System to be Associated to the Informatica
Secure Agent

1. In the Command field, execute transaction bd54.

Menu Edit  Favorites Extras  System  Help

@‘I[hdﬂl ]ﬂ 5 e &
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2. Inthe Information caution window, click the check mark icon.

Information x

0 Eautinn: The table is n:rc:ns-s‘—n:lierﬂ:_|
Clickthe check
mark icon. @

i
3. Inthe Change View Logical Systems Overview window, click New Entries.

Table View Edit GCoto Selection  Utilities  System  Help

& 1 BCa@EHEE

hange View "Logical Systems'": Overvie
o MNew Entries 3

Click New
Entries.

4. Inthe New Entries window, Logical Systems area INFA field, type Informatica Secure Agent.

Table View Edit Goto  Selection  Utilities  System  Help

& | 1 Bleae BHIE

New Entries: Overview of Added Entrie:
w N

Logical Systems
B. Log.System
INEA

™

Mame

(Informatica Secure Agent
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5. In the Prompt for Workbenchrequest window, Request field, select a request that you have ready to
use, or create a new one, and then click the check mark icon.

Prompt for Workbench request

View Maintenance: Data |[V_TBDLE

=
Request ROK300007 orkbench request
Short Description Secure Agent Installation

| Sicktreched > () [ own requests 3¢

Identifying the Client's Logical System Name
1. In the Command field, execute transaction scc4.

Menu Edit Favorites Extras System  Help

@ | [sccd Jageae

2. Inthe Display View Clients Overview window, select the client you are working on, and then click the
details icon.

Table View Edit GCoto Selection Utilities  System  Help

& | 4  Be@@SHE BHTDODN @

Display View "Clients": Overview

icon.

. Client Mame City Crecy Changed on
Q.00 AP AG Konzern Walldorf EUR
'imh'h Environment Mexico City UshD 12.05.2011
166 | est EarlyWatch Profiles Walldorf EUR

In the Display View Clients Details window, the logical system for the client should already be
configured, as shown in the following illustration.

Note: Make a note of the logical system name, which you will need to know in the See "Defining
the Distribution Model" on page 6-29.
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If the client's logical system name is not configured, refer to your SAP CRM installation guide.

Table View Edit GCoto Selection  Utilities  System  Help

& 4  eee@ S HE T8

Display View "Clients": Details

7 3

P o -

I{_leent_l 001 |0QA Environment

City wico City Last Changed By
@stem  J Date

std currency lusp |

Client role T Test -

Defining the Distribution Model

1. Inthe Command field, execute transaction bd64.

Menu Edit Favorites Extras  System  Help

3‘|[bd54| ]{I g ¢eae

2. Inthe Display Distribution Model window, click the change icon.

Distribution model Edit Goto  Environment  System  Help

@ Je Beee HB

Display Distribution Model
=2 W | < ]system View NP Filter model display [

Clickthechange
ICOmn.
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3. In the Change Distribution Model window, click Create model view.

Distribution model Edit Goto  Environment  System  Help

@i 4 e CHE NTAD @
Clil::lcl}lifﬂll:
Change Distribution Model model view.

=2 =] < ]system View SE Filter model display [ ] Create model view [ ] Add BAPI [ ] Add message type

4. In the Create Model View window, type a model name, for example, DNB, and then click the check
mark icon.

Create Model View

Short text [iME

Technical name QI'
)l .

Start date 27.08.2011

End Date 31.12.9999

Clickthe
checkmark icon.

5. In the Distribution Model Changed window, click Add message type.

Distribution model  Edit Goto  Environment System  Help

& | J el HR OITLOR0 &

Click Add
message type.

Distribution Model Changed

i | =] <] System View SE Filter model display  [] Create model view [] Add BAPI [ ] Add message type

Distribution Model Description/ technical name Busi
* Model views
2 %@ FICADISPZ0 FICADISP30. No short text exists

&% CRM Scenarios CRMSZ

ﬁ Customizing Data Synchronization CONTELDATA

%IIR <-> Fl 5cenario HRFICCUPLI

%@ Internet Scenarios INTERMET

%@ Logistics Scenarios LOCISTICS

r% Master Data Distribution (MDM) MASTERDATA

L‘g{g DNB DNB
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6. Inthe Add Message Type window:

In the Sender field, type the client's logical system name, for example, CRDCLNTO0O01.
In the Receiver field, type INFA.

In the Message Type field, type DNB/DATA_OUTBOUND.
Click the check mark icon.

an o

Add Message Type

Model view DHE

Sender CRDCLNTO01

Receiver INFA

Message Type E’DMBIDATA_UUTB-DUND

:
sl T

7. In the Distribution Model Changed window, click Add message type.

Distribution model  Edit Goto  Environment  System  Help

& | J De@ HB D48 @

Click Add
message type.
Distribution Model Changed

2 =] <F]System View B Filter model display  [] Create model view [ ] Add BAPI [ ] Add message type

Distribution Model Description/ technical name Busi
- Model views
3 % FICADISP30 FICADISP30. No short text exists
2 CRM Scenarios CRMSZ
ﬁ Customizing Data Synchronization CONTRLDATA
%IIR <-> Fl Scenario HRFICOUPLI
%@ Internet Scenarios INTERMET
% Logistics Scenarios LOGISTICS
Master Data Distribution (MDM) MASTERDATA
v@@ DNE DNE
- IZIIZIl.’_ﬁJCRD CROCLNTOOL
- Inl‘u:urmatica Secure Agent INFA
ﬁ3 fDNB/DATA_OUTBOUND D&B360 Data outhound
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8. In the Add Message Type window:
a. Inthe Model view field, type DNB.
b. Inthe Sender field, type INFA.
c. Inthe Receiver field, type your Client's logical system name.
d. Click the check mark icon.

Add Message

Model view DHE

Sender INEA

Receiver client's logical system name

Message Type L’DNBITRIGGEM E

Clickthe

checkmark i{:nn.>

9. In the Distribution Model Changed window, click Add message type.

Distribution model  Edit

& |

Coto  Environment

Distribution Model Changed

System

4 @See@ S HR ETOH8 @

Help

o2 T =] 4] System View S Filter model display [ ] Create model view [ ] Add BAPI

Click Add
meszage type.

[ Add message type

10. In the Add Message Type window:
a. Inthe Model view field, type DNB.
b. Inthe Sender field, type INFA.

c. Inthe Receiver field, type your Client's logical system name.

©Dun & Bradstreet, Inc. 2014

Distribution Model Description/ technical name Busir
* Model views
b Qg FICADISP30 FICADISPI0. No short text exists
3% CRM Scenarios CRMSZ
Qg Customizing Data Synchronization CONTRLDATA
%g”rﬁ <-> Fl Scenario HRFICOUPLI
Qg Internet Scenarios INTERNET
Qg Logistics Scenarios LOGISTICS
Master Data Distribution (MDM) MASTERDATA
vl_gg DNE DNE
- 00L@CRD CRDCLNTOOL
- InfurmaricaSecure Agent INFA
ﬁ3 JOMB/DATA_OUTBOUND D&B360 Data outbound
- Infu:urmatica Secure Agent INFA
- 00 L@CRD CRDCLNTOOL
ﬁ3 fOMB/TRIGCER D&B360 Batch process trigger
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d. Inthe Message Type field, type /DNB/DATA_INBOUND.
e. Click the check mark icon.

Model view DHE

Sender INEA

Receiver CRDCLNT001
Message Type E"DNB.."DATA_INE:UUMD|

I
Clickthe
chec leiarh i{:nn.>

Your distribution model should look like the one in the following illustration.

11. Click Save.

Distribution model  Edit Goto Environment  System  Help

& Click Save. Hea@ EHE D88 @

Distribution Model Changed
i | ™| & |system view NP Filter model display  [] Create model view [ ] Add BAPI

D Add message type

Distribution Model Description/ technical name
= Model views
¥ %fé FICADISP30 FICADISP30. No short text exists
2% CRM Scenarios CRMsZ
% Customizing Data Synchronization CONTRLDATA
%IIR <-> Fl Scenario HRFICOUPLI
%% Internet Scenarios INTERMET
% Logistics Scenarios LOGISTICS
Master Data Distribution (MDM) MASTERDATA
vl_ﬁg DNE DNE
- 00 L@CRD CROCLNTOOL
- Inl‘n:nrr'narin:n Secure Agent IMNFA
EE SONE/DATA_OQUTBOUND D&B360 Data outhound
b Inf-:urmatiu:aSecure Agent INFA
- 00 L@CRD CRDCLNTOOL
ﬁE SDME/TRIGGER D&B360 Batch process trigger
EEI SDOMNE/DATA_INBOUND D&BIED Data Inbound

Creating Partner Profiles

After you have defined your distribution model, you need to specify how the SAP CRM will interact with INFA.

©Dun & Bradstreet, Inc. 2014
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1. Inthe Command field, execute transaction we20.

Menu Edit Favorites Extras System  Help

@|[we2tl| ]{] ||e-@a

2. Inthe Partner profiles window, select Partner Type LS, then click the new icon.

Partners Edit Goto Utilities System  Help

& | 4  Hea@a@ CHRER ©TH o8

Partner profiles
ol & D e =]

Parthner Description

Click the
NEW iComn.

Partner No.

- 4 Partner Profiles Partn Type
[ Partner Type B Bank

D Partmer Type GP  Business Partner
Post processing: permitted agent

[:| Partner Type KU Customer
[71 Partne
{ Logical system
[[]Partnier Type US  User (first 10 chara | Agent

| sirmm

pell  Vendor -
' Ty.
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3. Inthe Partner profiles window:
a. Inthe Partner No field, type INFA.
b. In the Post processing permitted agent tab, type a user ID to be the agent.

c. Click the save icon.

Partners Edit Goto Utilities System  Help

@ I@@Ql@[ﬁ][ﬁl@@ﬁﬁjl@
Partner profiles
OPen D T & in & 8B =

Partner Description

Partner No. INFA
T E iU Dl Partn.Type Ls Logical system
[ Partner Type B Bank
Partner Type GP  Business Partner
= Post processing: permitted agent ] Classification m

[:| Partner Type KU  Customer
[ Partner Type LI Vendor

[ Partner Type LS Logical system Ty. L
[CJPartner Type US  User (first 10 chara| | Agent

Lang. EN English

4. In the Partner profiles window, Outbound parameters area, click the outbound parameters icon.

Partners Edit GCoto  Utilities  System  Help

& 4 g e CHE DO @

Partner profiles
O%gb M 0 & iy 5u £F & =

Partner Description

Partner No. INFA Informatica Secure Agent
T a bt Gl Partn Type LS Logical system
[ Partner Type B Bank
D Partner Type GP Business Partner
Post processing: permitted agent Classification =]
[:| Partner Type KU  Customer P 9: e 9 ] E‘
(] Partner Type LI Vendor
IDsla]
~ (- Partner Type LS  Logical system V. L& user
INFA Informatica Secure | | Agent 20000000
[ Partner Type US  User (first 10 chara| | Lang. EN English

Outbound parmtrs.
Partner Role  Message type  Message va... MessageFu... | Test
= -

| -
-

= [ Clickths outbound
g E
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5. In the Outbound Parameters area:

a. Inthe Message Type field, type /DNB/DATA_OUTBOUND.

b. In the Outbound Options tab, Receiver port field, type the name of the port that was created in the

previous section (See "Creating a Port" on page 6-25). In this example, it is AOD0000001.

c. Inthe Output Mode field, select Transfer IDoc Immed.

d. In the Basic type field, type /DNB/DATA_OUTBOUNDO1.

e. Click Save.

Next you will set 2 inbound parameters.

In the Partner profiles window, Inbound parameters area, click the add inbound parameters icon.

Partners Edit Goto Utilities System Help

& | 4 e SRE ITo8 @

Partner profiles
OZalDdEn e i EE

Partner

= (3 Partner Profiles
[_J Partner Type B
(L Partner Type GP
[CJ Partner Type KU
[CJ Partner Type LI

= =3 Partner Type LS
INFA

[CJ Partner Type US

Description

Bank

Business Partner
Customer

Vendor

Logical system
Informatica Secure.
User ifirst 10 chara

Partn.Type LS Logical system
Post processing: permitted agent | Classification |I||§|
I
Ty. I@:ﬁl [& user
Agent .
Lang. EN English
Outbound parmtrs.
Partner Role Message type Message va... MessageFu... | Test
JDNB/DATA_OQUT... [] -
-
L] (]
EmEE
Inbound parmtrs.
Partner Role Message type Message va... MessageFu... | Test
[ -~

F Click the add inbound
= parameters icon.
=10 Y

7. Inthe Partner profiles: Inbound parameters window:

©Dun & Bradstreet, Inc. 2014

6-36



D& B360 Administration and Installation Guide

6 Preparing the SAP CRM for Batch Processing

a. Inthe Message type field, type /DNB/DATA_INBOUND.

b. Inthe Inbound Options tab, Process code field, type /DNB/01.

c. Inthe Processing by Function Module field, select Trigger Immediately.

d. Click the save icon.

Inbound parameters Edit Goto System

Help

1 ||e@a|gm[ﬂ|%@ﬁgﬂ|@

Partner profiles: Inbound parameters

Partner No. INFA
Partn. Type LS

Partner Role

Informatica Secure Agent

SONESDATS INBOUND

@ Message type
Message code

Message function

r Irlbuurlduptinns| Post processing: permitted agent

[ Test

Telephony

Process code

[[oueroy]
[+|Cancel Processing After Syntax Error

Processing by Function Module

() Trigger by background program
(=) Trigger Immediately
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8. In the Partner profiles window, click the add inbound parameters icon.

Partners Edit Goto Utilities System  Help

& 1 I C@@ CHE SToa80 @

Partner profiles
O%es 0T & D as &Y = =

Partner Description Partn.Type LS Logical system
= =5 Partner Profiles

(Partner Type 8 Bank Post processing: permitted agent ] Classification [+]5]
[ Partner Type GP  Business Partner
Partner Type KU Customer
D L Ty. B User
[ Partner Type LI Vendor =
A t -
= 5§ Partner Type LS Logical system 352 -
Lang. EN English

INFA Informatica Secure.
[ Partner Type US  User {first 10 chara

Outhound parmtrs.
Partner Role Meszage type Message va... MessageFu... Test
/DNB/DATA_OUT... O -

1

Inbound parmtrs.

Partner Role Meszage type Message va... MessageFu... Test
/DONB/DATA_INB...

FY

Clickthe add inbocund
parameters icon.

L]
- === E

9. Inthe Partner profiles: Inbound parameters window:
a. In the Message type field, type /DNB/TRIGGER.
b. In the Process Code field, type /DNB/02.
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c. Inthe Processing by Function area, select Trigger Immediately.

d. Click the save icon.

Inbound parameters  Edit Goto  System  Help

1 CE@ CHE ODnDD @

Partner profiles: Inbound parameters

Partner No. INFA Informatica Secure Agent
Partn. Type LS

Partner Role

E Message type SDONE/TRIGGER

Message code

Message function [Test

Inbound options l Post processing: permitted agent Telephony

Process code |th-:|E:m2

[+|Cancel Processing After
Processing by Function Module
[\ Trigger by background program
igger Immediately

10. Click the save icon.

The Partner profiles window displays a summary of the settings you have configured. See the following
illustration.
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Partners Edit Goto

&

Utilities  System  Help

Clickthe
Save icon.

Partner profiles
0% & 00 & o es &8 &= E

Partner

= {3 Partner Profiles
[ Partner Type B Bank
[ Partner Type GP

Description

Business Partner

Partner No.

Partn.Type

INFA
LS

i@ CHE DDLOo8 @

Informatica Secure Agent

Logical system

Post processing: permitted agent l Classification

[:| Parther Type KU Customer
[ Partner Type LI Vendor
T 3 u
= &5 Partner Type LS Logical system ¥ L= (& User
INFA Informatica Secure | | Agent - .
[ Partner Type US  User (first 10 chara|| | Lang. EN English
Outbound parmtrs.
Partner Role Message type Message va... MessageFu... Test
JDMB/DATA_OQUT... O —
-
4 b
Inbound parmtrs.
Partner Role Message type Message va... MessageFu... Test
(DME/DATA_INE... O =
JDMNB/TRIGGER O
-
4 ]

Next you need to complete your registration for the Informatica Cloud Services.

1. Inthe Informatica Cloud Registration window, to register for Informatica Cloud services, click Next.

Informatica Cloud Registration Back ~ [ =
Informatica for D&B Setup Wl & g 2
You are required to download and install the Informatica secure agent before you can begin batch processing with D&B360.
Please refer to the D&B360 Admin Guide, if you need further details.
Download and Install Secure Agent from the following link: click here) using this credentials:
Username: * o - - e —— de.— [
Password: gy
N_ext__
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2. In the Informatica Cloud Registration window, Informatica for D&B Setup area, click Next.

Informatica Cloud Registration

Informatica for D&B Setup

Congrats!! You have finished this setup
You may now use Informatica Batch

N
Click Next_ r;
) Next

3. Inthe Informatica Cloud Connection Credentials window, to complete and enable Informatica Cloud
services, click Create Connections.

w Connection Credentials

Please provide an SAP user with sufficient privileges in order to create conections with Informatica Cloud Services
CRM User ICASES

Password |=eeses |

Additional Notes on Filtering Records

If you need to filter some of the records being sent in the new batch schedules, you can implement the
Business Add-In (BAdl) /DNB/NEW BATCH FILTER BADI located in the Enhancement Spot

/DNB/ENHANCEMENTS. Here you will find an example you can use to filter the records to be sent in a new
batch.
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Validating D-U-N-S NUMbeIS 7-3
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Setting Up BatChes o 7-3
Including and Excluding Accounts in Batch Selection ... .. . .. 7-5

Overview of Batch Jobs

Two batch jobs are available through D&B360:

e New Batch — Use to associate existing SAP accounts with a valid D-U-N-S record. New Batch chooses
accounts from SAP and sends the account name and address to D&B for potential cleanse, match, and
append processes. After D&B returns the batch records, the accounts in SAP are associated with a valid
D-U-N-S number.

« Refresh Batch — After SAP accounts are associated with a D-U-N-S number, a Refresh Batch is used
once a month, or once a week, to refresh the D-U-N-S data stored in D&B360 SAP tables.
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Understanding the Key Features of D&B360 Batch Jobs

The three key features of D&B360 Batch jobs are:

« Record Eligibility
o Confidence Code Threshold Facts

« Validating D-U-N-S Numbers

Record Eligibility

Every record picked for New Batch processing goes through a data quality check procedure. To pass this quality
check, a record must have a Company Name and one of the following:

This field: Phone
2 of these fields: Billing City, Billing State, Billing Postal Code

5 of these fields: Billing Address, Billing City, Billing State, Billing Postal Code, Billing Country,
Phone

Note: If none of the three criteria is met, the records will get pushed to the Admin Review List.

Confidence Code Threshold Facts

« The range of Confidence Code is: 1 to 10
e Any number above 8 is considered to result in accurate match records.

e The setting can be adjusted by a D&B360 Administrator in the Batch Setup screen.
Records from D&B that fail to meet the defined Confidence Code Threshold are moved to the Admin Review

List. They are not automatically re-processed in the next batch run. As the Administrator, you must manually
process these records.
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Validating D-U-N-S Numbers

An event such as a merger or acquisition can result in changes to the D-U-N-S number for a record.

Note: A Recertified D-U-N-S has occurred when we send records to D&B in a Refresh Batch job, and the
returned records have a new D-U-N-S Number.

In the case of a Merger or Acquisition, re-certified D-U-N-S records will be updated within the D&B360 table
with the following:

e Re-cert reason code
 Re-cert description

o DATS date when the new DUNS Number was assigned

Scheduling New and Refresh Batch Jobs

Setting Up Batches

1. Inthe D&B360 window, click D&B360 Administration.

D&B360

Create | Administration

Accounts -,'-fl'ith D&B360 Click D&B3&0 About D&\EISEF]_ _
Contacts with D&B360 Administration. D&B360 Administration

2. Inthe Batch Processing area, click Batch Setup.

- Batch Processing

Setup.

Click Batch } Batch Setup Admin Review List

The Batch Setup window opens where your Informatica information has been pre-populated.
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In the Connection Credentials area, before you can schedule a batch job, type your CRM User Name
and Password.

D&B360 Administration K Back ~ £ ~
E]save 0N DS

= Batch Setup

_,..,% D&E360 About D&B360
i
)7 ;4 Batch Setup

« D&B360 Batch Administration &

D&B360 batch synchronizes data between SAP and D&B. The batch runs in the background to make sure you have access
to the latest D&B data at your finger tips. Specify schedule for running batch jobs.

New Batch Activity Logs  Refresh Batch Activity Logs  Admin Review List

~ Connection Credentials &
CEM User hype CRM User Mame. |
Password hype Password. |
Change Credentials
» New Batch &

13

Setting Up a New Batch

You have to run a New Batch job before you can run a Refresh Batch job (See "Scheduling Batches" on page 7-
1).

¢ In the New Batch area:

a. Enter the Start Time Date and Start Time Hour.

b. In the Repeat Frequency field, select how often you want the job to run. See "Repeat Frequency" on
page 7-5.

c. Inthe Repeat Every field, select the repetition cycle for your batch job. See "Repeat Frequency" on page
7-5.

d. Inthe Confidence Code field, select 1 to 10. The default is 8. We recommend using a relatively high
confidence code.
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« New Batch ]
Start Time Date  07/30/2012 [ Start Time Hour 04:23 PM Confidence Code 08 v
Repeat Frequ... Does Not Repeat hd Repeat Every v

« Refresh L]

Start Time Date 08/30/2012 [ Start Time Hour 02710 PM
Repeat Frequ..  Does Not Repeat hd Repeat Every v

Note: Confidence codes are used by D&B to attach a match code to the resulting company records.
Records with 8 or higher confidence code portrays high quality matches. Batch processing uses this code to
determine whether to update the matched records directly to the D&B360 Account table, or to reject them
to the Admin Review List.

None Daily Weekly Monthly
Run the | Select Start Select Every day or | Select the day o Select Day of the month, or
Task Time and Date | Every weekday of the week o Select the first, second, third,
fourth, or last day of every
month
Repeat | N/A o Select Repeat indefinitely or
Options e Repeat until and choose the date and time.

Setting Up a Refresh Batch

After you have run a New Batch, you can set up a Refresh Batch. Follow the instructions in See "Setting Up a
New Batch" on page 7-4

Including and Excluding Accounts in Batch Selection

Two tables are available for batch selection — one for accounts to include and one for accounts to exclude.
Using the following logic, the system verifies whether these tables have accounts and whether they are used
for either selection or exclusion:
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o Selection area:

o If entries exist on /DNB/BTC_INCLUDE, they will be selected to be sent to batch.

« If no entry exists on /DNB/BTC_INCLUDE, the system will select accounts from BUT000.

« Filtering section:

If entries exist on /DNB/BTC_EXCLUDE, the result from the previous step will be filtered based on
/DNB/BTC_EXCLUDE: any entry present in both the result set and /DNB/BTC_EXCLUDE will not be
sent to batch.

Data Browser: Initial Screen

n]
I@Hepnsitnr‘y Info Systern: Tables Find (2 Hits)

“able Mamg |Table Hame Short text

{OWE/BTC_EXCLUDE Batch Exclusion List

/OWBSBTC_IMCLUDE Batch Include List
/DNB/BTC_EXCLUDE CLIENT MANDT CLNT 3 0 Client

PARTNER BU_PARTNER CHAR 10 0 Business Partner ID

/DNB/BTC_INCLUDE CLIENT MANDT CLNT 3 0 Client

PARTNER BU_PARTNER CHAR 10 0 Business Partner ID

The four new reports or programs include:

/DNB/BTC_EXCLUDE_CLEANUP | Clean up /DNB/BTC_EXCLUDE table /DNB/BTC_EXC_CLEANUP
/DNB/BTC_EXCLUDE_LOAD Uploads a file to /DNB/BTC_EXCLUDE | /DNB/BTC_EXC_LOAD
/DNB/BTC_INCLUDE_CLEANUP | Clean up /DNB/BTC_INCLUDE table /DNB/BTC_INC_CLEANUP
/DNB/BTC_INCLUDE_LOAD Uploads a file to /DNB/BTC_INCLUDE /DNB/BTC_INC_LOAD
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Include and Exclude files should be .CSV files. The following is an example that can be used with /DNB/BTC _
EXCLUDE_LOAD OR /DNB/BTC_INCLUDE_LOAD

« 0010000000001,
« 0010000000002,
« 0010000000003,
« 0010000000004,
« 0010000000011,
« 0010000000016,
« 0010000000018,
« 0010000000019,
« 0010000000021,
« 0010000000022,
« 0010000000023,
¢ 0010000000024,
+« 0010000000025,
« 0010000000026,
« 0010000000027,
« 0010000000028,
« 0010000000029

When you execute the report, either through SA38 or through the transaction of the report itself, /DNB/BTC
EXCLUDE_LOAD (or ..INCLUDE...) a window opens to prompt you for the input file:
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ABAP Editur' Initial Screen

© o [ @ v [ v ]

Prograrm | FONB/BTC_EXCLUDE_LOAD | O creae |
Subobjects ]
@ Source Code Please select file to load E =
O variants
Look | DELETE B o[ =
O Attributes AC) N 61 E =1
O Documentation 2 k=) AM Fitzgerald ViV From Nov2s thru my SAP syster,docx
O Text elements = ] aunt butchies. docx

1 Broadridge Loading DB file to Oracke.mag
] call logs05172013 Hubbell xlsx

call lbge0S172013.xlsx

= claim 2 20 2012

3 OB E-rail Confirmation Receipt - Case # 06760483 ref00D3ken, S00aS w'|

My Recent Do
| Display | [&#  Change @

Deskiop 4 | DNE360_Customer_Usage_Dashboard.xls
N 4| DMB360_Hardware.Com_Usage.xls
[5E|EEI this file. 2] dnb360_Irchade, txt
,J_ ~JOMNB360forSAPCRM 2 2 ONNRECSITE zin

My Documents QMSEUM'SAPCRM_ Type: Text Doourment
- ) Embedding Dre:360 | Date Modified: 1/23/2014 10:55 FM
& S ECB-Statement 2011 Size: 218 bytes

My Computer < | Ll
@) e | o] [ geen |
Files of ype: ] Cancel
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After you select the file, the table automatically updates:

Display View "Batch |

BPartner m\
T

2

3

4

11

16
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You can choose to manually load the tables in SM30 as shown in the following illustration:

=
Table View Edit Goto  Selection  UtilitiesW)  Systern Help

& Bl a @ Ca@ O 8
Change View "Batch Include List": Overview

BParner
1
2
3
4 o

I | CY|D) =

The criteria you selected for the Include and Exclude tables remain in place unless you manually schedule the
clean-up job to run. You can execute either the transactions or the programs as stated previously.

The following is a diagram of the logic flow with the former batch scenario:

J::H:tt Exclude Verify Send to
SR : Admin S Place inldoc e Minimum 1 ==
with no D&B RE e Data Qualit oe8
oo : ata Quality
BEFORE
7-10
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The following is a diagram of the logic flow with the the new batch scenario using Include and Exclude
tables:

Place in 1DOC : N Send to DEB
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8 Reviewing Activity Logs, the Admin Review List,
and D&B360 Reports

After you have scheduled batches, you need to monitor the batch processes and be alert for the possibility of
incomplete results. You also need to review the results from batch jobs.

ReVIEWING ACHIVILY LOgS i 8-1
Navigating to the SAP CRM Monitoring Tools ... ... 8-1
VieWing ACtiVItY LOgS ... il 8-2

Accessing and Using the Admin Review List . .. 8-3

Viewing D&B360 REPOIS ... L 8-5
Duplicate DUNS RePOIT ... .. 8-5
Using the Duplicate D-U-N-S Report to Merge Duplicate Accounts ... .. ... .. ... ... 8-5
Recertified DUNS RepPOIt ... e 8-6
Viewing and Processing Failed Batched Records Listed in the Admin Review List ... ... ... . 8-6

Reviewing Activity Logs

Navigating to the SAP CRM Monitoring Tools

1. Inthe D&B360 window, click D&B360 Administration.

D&B360

Create Administration

Accounts w_'ith D&B360 Click DEB3E0 About D&EISEQ ) )
Contacts with D&B360 Administration. D&B360 Administration
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2. Inthe Batch Processing area, click Batch Setup.

~ Batch Processing

Click Batch ™. Batch Setup Admin Review List
Setup.

In the D&B Batch Administration area:

To monitor new batch jobs — click New Batch Activity Logs.

To monitor refresh batch jobs — click Refresh Batch Activity Logs.

To review records for jobs that were unable to run automatically — click Admin Review List.

no YW

w Batch Setup

D&B360 About D&B360

» 4 Batch Setup

w D&B360 Batch Administration =

D&B360 batch synchronizes data between SAP and D&B. The batch runs in the background to make sure you have a
D&B data at vour finger tips Sj;ify schedule for running batch jobs. { ) ) o ]
— _— - - X Click Admin Review List
Click New Batch Activity New Batch Activity Logs Refresh Batch Activity Logs Admin Review List for unsent batches.
Log= for new batch logs.
Click Refresh Batch Activity
Logs for refresh batch logs.

Viewing Activity Logs
The New Batch and Refresh Batch Activity logs both contain 2 entries for each submitted jobs.

« Submit type displays the number of accounts sent to D&B.

« Receive type displays the number of accounts that D&B returned.

You can use pagination and sort to locate the information you are looking for.

Start Time The time a job started.
End Time The time a job ended.
Status The Submit task type for records sent to D&B. Displays the Receive task

type for records D&B returned.

Total Accounts Processed The number of records involved in a Submit or Receive task.
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# Accounts Updated

The number of accounts sent to D&B for the Submit task type. For the
Receive task type, displays the number of records that were updated with
D&B data in the D&B360 table.

# Accounts that Failed
DQ Check

The number of records that failed initial data quality check, and only for
New Batch Submit type tasks.

# Accounts below Confidence
Code

The number of records with a confidence code below the organization's set
threshold value and only for New Batch Receive type tasks.

# Failure Rows

The number of errors found when the batch ran.

Error Message

The last error message.

# Records Refreshed

The number of records that were refreshed with D&B data in the D&B360
table.

# Recertified Records

The number of records that had new D-U-N-S Numbers assigned and only
for Refresh Batch Receive type tasks.

New Batch Activity Log

"% paB3sD
v+ :| New Batch Activity Log

Start Time End Time Status
03/20/2012 03:21:23 PM 03/20/2012 04: . Receive 506
03/20/2012 06:21:23 PM 03/20/2012 07:... Receive 0
03/21/2012 08:16:23 AM 03/21/2012 09:... Receive 170
| 03/21/2012 09:11:17 AM 03/21/2012 10:._. Receive 0
| 03/21/2012 09:41:23 AM 03/21/2012 11: . Receive 193
03/21/2012 10:26:23 AM 03/21/2012 12:... Receive 176
03/28/2012 10.26:24 AM 03/28/2012 11.... Receive 152

Total Accounts Processed

About D&B360

S
# of Accounts that Failed DQ Check  # of Accounts below Confidence Code Error Message
13
(1]
19

0
0
0
0 0
0
0
0

# Accounts Updated # of Failure rows
493
0

181
0

184
153
149

k14
20
¥3

- wnle e o e

Refresh Batch Activity Log

" paB360
|.% ;§ Refresh Batch Activity Log

About D&B360

Start Time
| 03/20/2012 03:26:17 PM
: 03/20/2012 06:21:23 PM
| 03/21/2012 09:11:23 AM
| 03/21/2012 10:31:17 AM

End Time

03/20/2012 04:11:19 PM
03/20/2012 06:23:04 PM
03/21/2012 09:13:03 AM
03/21/2012 11:22:23 AM

2
Status Total Accounts Processed Number of Account refrehsed | # of Failures Error Message
Receive 1,001 993 0
Submit 0 0 ]
Submit 0 0 ]
Receive 1,001 993 0

Accessing and Using the Admin Review List

To access the Admin Review List:

1. Inthe D&B360 window, click D&B360 Administration.
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D&B360

_ Create El= __ Administration
Accounts v{'ith D&B360 Click D&B3&0 About D&EISGF] _ _
Contacts with D&B360 Administration. D&B360 Administration

2. Inthe Batch Processing area, click Admin Review List.

Click Admi
~ Batch Processing [ Bovicn Lot ]

o
Batch Setup Admin Review List

In the D&B Batch Administration area, click Admin Review List.

~ Batch Setup

D&B360 About D&B360
)7 :{ Batch Setup

~ D&B3JI60 Batch Administration a

D&B360 batch synchronizes data between SAP and D&B. The batch runs in the background to make sure you have a
D&B data at your finger tips. Specify schedule for running batch jobs.

MNew Batch Activity Logs  Refresh Batch Activity Logs  Admin Review List

Click Admin Review List
for unsent batches.

To use the Admin Review List:

1. For each failed record that you, as the administrator, need to resolve, click to edit.
2. After you find the match for the correct company, add it to the D&B360 object.

The record will no longer display in the Admin Review List.

The failure types that display in the Admin Review List include:

ACCT DQ The data quality of the Account Record did not meet the minimum requirements that
were set for D&B360 Batch Processing.

Below The D&B record that matched the input record was below the confidence code assigned
CC Threshold for the batch.
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Viewing D&B360 Reports
The two D&B360 reports that are valuable in the review and resolution of some common situations include:
« Duplicate DUNS Report

« Recertification Report

Duplicate DUNS Report

If more than one account with the same D-U-N-S Number exists, it is listed on the Duplicate DUNS report.7.

Note: The tier level of your license agreement determines the type of access you have: Tier 1: Access to
report, but cannot merge accounts.

To resolve duplicates, you need to review the information in each of the duplicates and then:

« Decide which one is the master — that is, which one should be the primary selection.

e Select an account with information you want to merge into the master.

Note: If you have three or more accounts with the same D-U-N-S Number, you can merge the
information from more than one account into the master. However, you must do the merge
operations one at a time since the merge function merges information from two sources at a
time.

Using the Duplicate D-U-N-S Report to Merge Duplicate Accounts

You can merge a maximum of two accounts at a time.

In the D&B360 Duplicate D-U-N-S window, select the two account records you want to merge.

Click Merge.
In the Merge Records window, select the data you want to retain after the merge is complete.
Select which of the accounts will be the Master record. You can select which fields on which records you

want to take precedence.

A w N

() Important Note: After accounts are merged, all contacts, opportunities, attachments, notes, and so
forth from the subordinate account are moved to the master account record. It is recommended that you
carefully evaluated the fields in the Merge Records window before merging the accounts.

5. To complete the merge process, click Merge.
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Recertified DUNS Report

Information about a company might change periodically, which triggers a change in the D-U-N-S Number.

Use the recertified DUNS Report to identify these issues so that you understand. If necessary, you can modify
your account information.

Viewing and Processing Failed Batched Records Listed in the Admin
Review List

Accounts without a D-U-N-S Numbers are batched and sent to D&B for matching with D&B’s D-U-N-S data.
Some accounts cannot be sent because they don't meet 80% completeness. These accounts are listed in the
Admin Review List for review and resolution.

When the information is returned from D&B, most of the accounts will have been matched with D-U-N-S
Numbers. Some accounts will be sent to the Admin Review List for one of the following reasons:

e They were unable to be matched.

« They were matched, but the confidence code is below the default.

Whenever accounts are on the Admin Review List, you must review the information and correct it so that these
accounts can be successfully processed.
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| accounts
without DUNS Numbers

5 =S

hich have 80% completeness Pounewe T,
in account data .
are extracted and (’
sent to D&B for Matching @ »
. s eortsmown ™SRl

Accounts meeting
\_ the conBiencs cooe e Accounts that can be matched

are assigned a Confidence Code

are sent back
All accounts without DUNS Numbers Accounts that cannat be matched
Which don't meet B0% compleleness ltems needing review and resolution or with too low a Confidence Code
go to the Admin Review List by the D&B360 Administrator go to the Admin Review List

L o —» — - o & &

Note: Once the accouni is reviewed and addressed, the accoun! record can be either
processed through the next Batch Match cycle. or through transactional DUNS match.

Refresh batch results can also produce items that you must manually review and resolved. For example, you
need to change or accept the modified data.

DUNS Numbers
for Accounts in the system

DATA QLALITY
—%|_ along with the last Refresh date e 2 N AemeATos
are sent to D&B ﬁ
FAkLY @ mﬂmﬁ
TREES ﬁ-ﬂﬂﬁt‘fﬂ

&lE When the 'Last Refresh Date’ on a DUNS number
K'_ iz different than

the "Last Modified Date” of the DUNS number,
that DUMNS number record will be updated in your CRM system

Manual
reviaw /
rasoiution
raguired
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Appendix A: Installing Support Packages and
Uninstalling D&B360

Installing D&B360 Support Packages in Your SAP CRM Environment

_____________________________________________________ A-1
Importing the Support Package . ... ... A-7
Uninstalling D&B360 from Your SAP CRM Environment ... . ... A-8

Installing D&B360 Support Packages in Your
SAP CRM Environment

The D&B360 Support Packages are packaged in the same .SAR file that you used to install the D&B360
software. The software package on the registration site contains the latest Support Packages for D&B360. The

process of importing the Support Package is the same as importing any SAP Support package, so the steps
should be familiar to you.

Note: You must be a user with a minimum of basic administrator privileges.

In the SAP log in window, log in to your development machine.
In the Client field, type 000.

In the User field, type your user name.

In the Password field, type your password.

N oY R

User System Help

¢ JqTiHe@@HR ®D
SAP

New password

Client 1'iiii'

User user name

Password M

Language
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2. Inthe Command field, execute the transaction spam.

Menu  Edit  Favorites Extras  System  Hel|

I all
®|||_snam _||<ZI g e

3. Inthe Add-On Installation Tool window, select Installation Package > Load packages > From Front
End.

| Installation Package | Edit Goto Extras Utilities Environm

Load packages From Front End
Exit i{++F3| Frg cation server @ Ql Q r}

Add-On Installation Tool - Version
g H

4. In the Select CAR/SAR archive window, navigate to the folder where you saved the .SAR file that you

downloaded from the registration site.

Select CAR/SAR archive

Look In: | DME -

D dnb360forsapcrm_2_0_000.sar
D DnB360forSAPCRM_2_2-SP1.SAR
D DnB3E0forSAPCRM_2_2 036.5AR _
0 DnBSEDfDrSAPCRM_2_2_DEE_U2.5AE:
4 a

File Name: DnB360forSAPCRM_2_2_036_02.5AR

Files of Type: | Archive files (*.car; *.sar) -

A message displays that the system is reading archive contents.
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5. In the next window click Decompress.

Mame Size

=

-
DNBOOG20674566_0000009 . PAT _Ilil 592,177V vmxwvm 18 -
_DNBGGZI}E'?GSEE_GGGGGIG.PP;T 8.728 N\ \mxvm019
DNBOO206T4566_0000011.PAT 14.886 "\ \mxwvmi1§

Number of files: 3
Total size in bytes: 14.615.791

o Decnmpresle| EEE

6. In the Support Package Manager (SPAM) window, Environment menu, select Support Package
Manager for EBP/CRM.

Support Package Edit  Goto  Extras  Utilities | Environment | System  Help

Electronic Parcel Service
[l
3' q | | e @ Add-0n Installation Tool

Transport Organizer

_ Bacqun?ggw' t )
Suppurt PaCRagE Manager Support Package Manager for EBPfCRM

=E828v H
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7. Inthe CRM Support Package Manager window, click Continue.

@ eack | (B Continue |

8. In the next CRM Support Package Manager window, select D&B360 for SAP CRM, and click Continue.

G EFRREL(E L %R EE

Soft.Comp. Releas Text
SAP_BW 701 SAP Business Warehouse o
SAP_AP 700 SAP Application Platform
WEBCUIF 700 SAPWEBCUIF 700
BBPCRM 700 BEPCRM
DBIT ion Toolkit
NB 001_700 D&B360 for SAP CRM

DN _ ‘or SAP

Click -
4 = | | Continue. ]

/_4’
Back Continue ¥ Cancel
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9. In the next CRM Support Package Manager window, select the D&B360 support package, and click
Continue.

CRM Support Package Manager

Choose one of the support packages contained in the
list. Note that all the support packages below the one
you choose are automatically included.

Proceed as follows:
1. Select the support package you want to apply.

DV Adavls tha Tact Thamaet chankhaw $a masfaemee o e

= (EFEEE L E L %] . E.E

Package Mame Package description Compaonent  Comp.rel. | Sp
SAPK-00102INDNB DNE 001_700: Patch 0002 DNB 001_700 L 3]
SAPK-00101INDNB DNE 001_700: Patch 0001 DNB 001_700 CE

4 ]
= . i
L Testlmporﬂ

l E Back |[ B Continue ] l 3 Cancel I

The CRM Support Manager window displays a list of the required support packages.Ilt might also

display a list of tasks you should perform before you import the Support Package and prompt you to
confirm that you have completed them.
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10. Click Continue.

EIRE S EIRIEERE TR = = ENE

Comp. rel.  Package descri

Package Name Package Type  Component

SAPK-0D101INDME CSP DNE 001_700  DNBOOL_700:

SAPK-0010ZINDNB CSP DNE 001_700  DNBOOL_700:
—

Click
Continue.

1]

[ o Back

f—a Continue D ( 3 Cancel |

©Dun & Bradstreet, Inc. 2014
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Importing the Support Package
You can complete the import process either online or offline. These steps show how to do it online.

1. In the Saint Add-on installation window, press the check mark icon.

SAINT: Add-on installation

The Add-On DHB rel.001l_ 700 is being installed.

To avoid already known problems, read SAP Hote 322380 "Known Problems

with Add-On Inet/Upgr in SAFP NW 7.0x AS ABAP".

The installation gueues is imported using the following start optione for

the indiwidual modules:

Preparation: @ Start in dialog

Import 1: E} Continue in dialog
Import 2: E} Continue in dialog
Clean Up: =} Continue in dialog

Clickthe check
mark icon.

6"({’ Notel@g Start options .

The status bar displays the system processes.
2. Inthe CRM Support Package Manager window, review the results, then click Continue.

The D&B360 support package is now successfully installed.
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3. Inthe CRM Support Package Manager window, click Complete.

| & Back

I Vg Complete ) |

¥ Cancel ]

The System Component Information window displays the new Level for the DNB Software component.

4. Click the check mark icon.

System: Component information

Software Compo... | Release | Level | Highest Support ... Short Description of §
BEPCRM 700 0008 SAPKUTGO0E BBPCRM -
DBIT lo_o_2 0005 SAPE-00205INDE. D&B Data Integration Toolkit
| f ¢
@E_ [001_700 qu@ux-uuluzmnna D&B3E0 for SAP CRM
DNBL2 leol_7o00  oooo D&B 360 Import DUNS tool for SAP

il

| g

Clickthecheck
mark icon.

Uninstalling D&B360 from Your SAP CRM Environment

If you decide to discontinue using the D&B360 application — either during or after the trial period — you
need to purge all of D&B360 data. For more information refer to Section 6 of the Termination of the Trial

©Dun & Bradstreet, Inc. 2014
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License Agreement.
1. Inthe Command field, execute transaction SA38.

Menu Edit Favorites Extras System  Hel;

@7 | sa3s 4 1§

2. In the ABAP Program Execution window, Program field, type DNB/UNINSTALL, then click the execute
button.

Program Edit Goto Utilities System  Help

& | 4 @@ EHE &0 408

ABAP: Program Execution

@ @With variant & Overview of variants  Background

Click the execute icon.

The program cleans the D&B360 tables. The D&B360 Cleanup Report window displays.

List Edit Goto System Help

@l J« Ble@@ DHBR ADOA

D&B360 Cleanup report

D&E3160 Cleanup report

Thank you for trying D&B3I601

The program cleans these D&B360 tables:

e /dnb/company
e /dnb/contact
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/dnb/credit
/dnb/credit_del
/dnb/credit_fail
/dnb/adminreview
/dnb/calloutlog
/dnb/if queue
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TroubleshoOting - o B-1
Frequently Asked QUeSTioNS . . . B-1
ReSOIVING Problems . B-2

Creating Background Jobs for D&B360 Housekeeping ........ ... . oo i B-2
Defining the Execution Program for the HousekeepingJob ... ... .. . .. B-7

Troubleshooting

Frequently Asked Questions

Can D&B360 for SAP CRM be No. During the installation, the system uses the SAP CRM ORG ID to
installed one time and accessed | create a unique key in order to access the D*B360 Daa$ platform. A
by multiple instances (or ORGs) of | separate D&B360 for SAP CRM installation is needed for each SAP CRM
SAP CRM? instance (or ORG) that needs access to D&B360.
What steps should | take if my Follow these steps to re-install D&B360 after it has expired:
existing implementation of
D&B36O for SAP CRM has « Verify that the existing D&B360 application has expired.
expired?
o If expired, contact D&B360 Support and ask them to re-activate
your SAP CRM ORGID (Administration Setup /Company
Profile/Company Information).
Note: If for some reason D&B360 Support is unable to
immediately comply with your request, they will
communicate this to you and will help you get the issue
resolved as quickly as possible.
« Install the latest D&B360 application.
©Dun & Bradstreet, Inc. 2014 B-1
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Resolving Problems

Dun and Bradstreet is committed to a high level of customer satisfaction. An efficient support process is
combined with a communication service level agreement to give our customers quality support.

The communication SLA (Service Level Agreement) is as follows:

Initial Response The maximum timeframe for initial response for all inbound issues is 4
hours.

Ongoing SLA Determined with the customer.

Communication Based on mutual agreement of the severity of the issue.

The communication SLA is based on normal business hours, which are considered to be:

e 8 AM. -6 P.M. local time, Monday through Friday

e Excluding D&B holidays

To submit a ticket, go to this URL: http://dnbus.force.com/support?prod=dnb360. You will be prompted to
enter your e-mail address and then fill out a form.

Creating Background Jobs for D&B360 Housekeeping

The D&B360 application uses tables for internal functioning that increase in size over time. The following is a
Housekeeping program that cleans up old table entries that are no longer required. We recommend that you
create a background job to perform this housekeeping task.

1. Inthe Command field, type transaction sm36.

Menu Edit Fawvorites Extras System  Help

I al
& | [sm3dl Je @e
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2. In the Define Background Job window, type a name for your job that makes sense to you, for example
/DNB/HOUSEKEEPING.

Job  Edit Goto System  Help

& J @ ¢C@@a S HE SDo8 @

Define Background Job

Iﬁ}l‘Etartm:nr'l{:litit:nr'n ,;}-Etep | ‘E_lnh selection B{]wnjnbs ﬁ:jnhwizard Standard jobs

General data .

I — ol
@ J:’_DNEIHUUSEKEEPD _||
Job clas g

Status Scheduled

Exec. Target [ Spool list recipient

3. In the next Define Background Job window, click Start condition.

Job  Edit Goto  System  Help

& 4  @ea EBHE

Define Bau:kgz.u.ml_l.:;\hﬁﬂ
Click Start condition.
rﬁEtartcnnditinn b Own jobs
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4.

In the Start Time window, click Date/Time, then the check mark icon.

[Immediate I(L Date,.fTirrm After job I [ After event J[ At operation mode JE

| Date/Time |

| After job | | At operation mode

| After event

Clickthecheck
mark icon.

=
| Check -
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5. As an administrator, define when you want the job to run.
6. Inthe Date/Time area, Scheduled start field, enter the Date and Time.

[Immediate] I Date/Time I [ After job J I After event J [ At operation mode J B
| Date/Time |
Scheduled start Date 29.07.2011  Time [ﬂhﬂﬂ:l}tﬂ
Mo Start After Date [ |
| After job | | At operation mode
| After event

["|Perindic job

I ¥ Check Period values l Restrictions

©Dun & Bradstreet, Inc. 2014 B-5
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7. To specify that the job is to be run periodically, click Periodic Job.
8. To define the period for the schedule, click Period values.

[Immediate] [ Date/ Time I I After job ] I After event I I At operation mode I B
| Date/Time |
Scheduled start Date 29.07.2011  Time 02:00:00
Mo Start After Date Time
| After job | | At operation mode
| After event

= T
II_gl F'n=_'|'||::d|c1|3|:|_I

I ¥ Check [ Period values | Restrictions

9. Inthe Period Values window, click the value that represents how often the housekeeping tasks should
run. You can define this with your administrator — or if you are the administrator, you can define this.
10. Click the check mark icon to save the schedule.

Period Values

[ Hourly ]

[ Daily |
= [ Weekly ]-:

[ Monthly ]

Clickthecheck mark
icon.
o Check [H| ¢
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11. To save the settings for the Schedule start Date and Time, in the Start Time window, click the check

mark icon .
IlmmediateH Date [ Time H After job I [ After event H At operation mode IE
| Date/Time |
Scheduled start Date 9-07-2311 [T Time 02:00:00
Mo Start After Date Time
| After job | | At operation mode
| After event
Click the check
miark icon.
[|Periadic job
[ y‘Check Period values l Restrictions

Defining the Execution Program for the Housekeeping Job

1. In the Define Background Job window, click Step.

Job  Edit Goto  System  Help

& | 1 S EREB 4D o8 @

Define Background Job

JB7start condition  $®step %y Click Step. [§0wnjobs 5 Jobwizard Standard jobs

| Ceneral data [

[ =]
Job name nmm HOUSEKEEPING _||
Job class c
Status Scheduled
Exec. Target [ Spool list recipient
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2. Inthe Create Step 1 window, User field, type the user ID of the appropriate admin user who will

execute the report.
3. Inthe ABAP program area, Name field, type DNB/HOUSEKEEPING.

Click the save icon.

Create Step 1

Program values

ABAP program l External command l External program
ABAP program
Name (:E’_ENBIHQUSEKE:E:FJ NG| __:l:)
WVariant
Language EN

External command (command pre-defined by system administrator)
Mame
Parameters
Operating sys.

Target server

External program (direct command input by system administrator)
Name
Parameter

Target host

Click thesave icon.

I ¥ Check g Print specifications @J

The Step List Overview window displays the information about your job. You can click the left-arrow
(back) button to go back to the Define Background Job window.

Step  List Goto  System  Help

@|[ ]<1| COQ DHMB B
7~

Step List Overview (Glichtheb&ch buttnn)
# 8 ékh ¢y @ ESpool [EH M 4 » M

Ho. |Program name/command|Prog. type|Spool list|Parameters

1 JDONE/HOUSEKEEPING ABAR
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5. Inthe Define Background Job window, click the save icon to save this job and the schedule you
specified for it to run.

Job  Edit Goto  System  Help

&l q4 Ble@e@ CHEB ODO8a ®

Define Background Jobh

[ start condition  $PStep | 2 Job selection [Ownjobs % Jobwizard Standard jobs

| General data |

T — = ol
b /DHNE /HOUSEKEEPING

Job name Ll ] i

Job class c
=

Status |scheduled

Exec. Target | | [ spoollistrecipient |

| Job start | | Job frequency
| Planned Start | [Week1y |
e o5 357 —

Date [29.07.2011] Time [oz:00:00] [ |
| |
| |
| |

| Job steps

|1 Step(e) successfully defined

A confirmation message displays:

Job /DMB/HOUSEKEEPING saved with status: Released
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