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About this Guide

Audience and Purpose

This guide is for D&B360 for Microsoft Dynamics CRM 2011 and CRM 2013 administrators who plan to
install the D&B360 software application in their CRM environment.

We assume that you are familiar with how to use a command-line interface and how to download and copy
executable files to your local directory.

If you are interested in more training and education about using our products, learning opportunities are
available here: D&B360 Training and Education.

Conventions

NOTE: Notes mean reader take note and provide helpful suggestions.

IMPORTANT: Important Notes mean reader be careful. In this situation, you might do something that
could result in loss of data.

In sections that include instructions for using the D&B360 and CRM graphical user interface (GUI):

o Text in bold indicates the name of a window, tab, field, area, or button that you click or interact with.
o Text in monospace indicates a directory path or a command that you need to type in the command-
line interface.

Navigating in the PDF

NOTE: To download the free, latest version of Adobe Reader, go to this web site:
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http://www.clicktools.com/survey?iv=3a124b4a09708f4&q9=D%26B360%20Salesforce%20User|D%26B360%20SAP%20User|D%26B360%20Microsoft%20User|D%26B360%20Siebel%20User|D%26B360%20Oracle%20User
http://get.adobe.com/reader/

To return to the page you were on after you click a cross reference link, press Alt + Left Arrow.

To return to the first page of the document, press the Shift + Home.
3. To navigate in the PDF file or change the Adobe Reader settings, on the Adobe Reader menu,

select View > Page Navigation, Page Display, and Zoom.

o=

Related Documentation

For more information about D&B360 from the user perspective, refer to the D&B 360 for Microsoft
Dynamics CRM User Guide. For more information about using the Microsoft Dynamics CRM, refer to the

CRM documentation.
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Chapter 1: Getting Started

NOTE: For more information about the user interface and other features of the Microsoft Dynamics
CRM, refer to the user, getting started, installation, and administrator guides for the CRM.

Considerations for Administrators

This guide includes information for running D&B360 on the MSD CRM 2011 and on the MSD CRM 2013.
Any instructions or illustrations that differ between the two CRMs are noted, and content for both CRMs
isprovided.

You will be working within the Microsoft Dynamics CRM 2011 or CRM 2013 (On Demand or On Premise).
Take time to familiarize yourself with the operations of your Microsoft Dynamics CRM environment and the
location of the documentation. This information will help you successfully complete your tasks as a D&B360
Administrator.

If you are an existing D&B360 administrator user with Batch enabled, your entitlements carry over. You do
need to set them up again after you have completed the installation of D&B360 v3.0.

For instructions on configuring your Informatica Cloud account, see "Registering Your Informatica Cloud
Account for On Demand CRMs" on page 4-2, or see "Configuring the Secure Agent for an On-Premise
Installation" on page 4-12.

After you install v3.0, complete the following steps:

1. In the Home page window, click the Settings tab.

2. Click the Batch tab.
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3. In the Batch Management window, click Batch Schedule.

4. In the Batch Credentials window:

In the User and Password fields, type the user name and password that you used to log on to your Informatica
Cloud account.

In the Connection Name field, type the connection name provided by Informatica Cloud.

5. Contact Informatica Support (support@informatica.com) if you have any problems or to request
deletion of the existing Org ID. All users that belong to this Org ID will also be deleted.

NOTE: During auto-registration, the Org ID will most likely be different from your previous Org

ID. Org IDs are generated automatically for all registrations.

For instructions on how to configure your batch credentials after D&B360 is installed, see "Managing
Batches & Installing the Informatica Cloud Secure Agent" on page 4-1.

Pre-Requisite

To prepare for when a user might want to install or upgrade D&B360, as the CRM deployment
administrator, you need to add any users who will run the installation or upgrade as deployment
administrators.

o In the Select User window, type the appropriate information to add the user as a deployment
administrator, and then click OK.

1, Microsoft Dynamics CRM Deployment Manager h—.l.ifﬂ
File Action View Help

e=fm=HE

A4 Microsoft Dynamics CRM Name | Actions
@ Dﬂinwtmﬂm £ msdvm\administrator ‘Deployment Administrators -
%2 Organizations
@E Servers New Deployment Administrator...
View .3
@ Refresh
; 7
Select this object type: Help
IUsar Object Types...
From this location:
Imsdun.m Locations.
Enterthe object name to select (sxamples):
| Check Hames
4

Specitying the Requirements for Your CRM Environment
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Before you install D&B360 in your CRM environment, verify that the environment meets the requirements
described in the following sections.

Hardware Requirements

Microsoft Dynamics CRM Server

The following table lists the minimum and recommended hardware requirements for Microsoft Dynamics
CRM Server running in a Full Server configuration. These requirements assume that additional components
such as Microsoft SQL Server, Microsoft SQL Server Reporting Services, SharePoint, or Microsoft Exchange
Server are not installed or running on the system.

Component Minimum Recommended
Processor x64 architecture or compatible dual core Quad-core x64 architecture 2 GHz CPU
1.5 GHz processor or higher such as AMD Opteron or Intel
Xeon systems
Memory 2 GB of RAM 8 GB or more of RAM
Hard Disk 10 GB of available hard disk space 40 GB or more of available hard disk
space

NOTE: Computers with more than

16 GB of RAM require more disk NOTE: Computers with more than

space for paging, hibernation, and 16 GB of RAM require more disk

dump files. space for paging, hibernation, and
dump files.

NOTE: Actual requirements and product functionality might vary based on your system configuration and
operating system. Running Microsoft Dynamics CRM on a computer that has less than the recommended

requirements might result in inadequate performance. The minimum and recommended requirements are

based on 320-user load simulation tests.
For more information see: http://technet.microsoft.com/en-us/library/hh699840.aspx.

Microsoft SQL Server for Microsoft Dynamics Server

Microsoft SQL Server database engine and Microsoft SQL Server Reporting Services are required to install
and run on premises versions of Microsoft Dynamics CRM 2011 or CRM 2013. The following table lists the
minimum and recommended hardware requirements for Microsoft SQL Server. These requirements assume
that additional components such as Microsoft Dynamics CRM Server, Microsoft SQL Server Reporting
Services, SharePoint, or Microsoft Exchange Server are not installed or running on the system.
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Component Minimum Recommended

Processor x64 architecture or compatible dual- Quad-core x64 architecture 2 GHz CPU or
core 1.5 GHz processor higher such as AMD Opteron or Intel Xeon
systems
Memory 4 GB of RAM 16 GB or more of RAM
Hard Disk SAS RAID § or RAID 10 hard disk ~ SAS RAID 5 or RAID 10 hard disk array
array

NOTE: Actual requirements and product functionality might vary based on your system configuration and
operating system. Maintaining Microsoft Dynamics CRM databases on a computer that has less than the
recommended requirements may result in inadequate performance. The minimum and recommended

requirements are based on 320-user load simulation tests.

For more information, see: http:/technet.microsoft.com/en-us/library/hh699808.aspx

Other Requirements

Client Operating Systems Windows 7, Windows Server 2008 R2, Windows Server 2008 Service Pack
2, Windows Vista Service Pack 2
Browser Internet Explorer 9 and Chrome
Server Operating Systems e On Premise Only: Microsoft Windows Server 2008 Standard x64 SP2
or later

« Microsoft Windows Server 2008 R2

Databases o On Premise Only: Microsoft SQL Server 2008 Standard x64 SP1 or
later
o Microsoft SQL Server 2008 R2

MS Dynamics Configuration  The Microsoft Dynamics CRM Deployment Manager allows administrators
to set the web addresses for the:

o Web Application Server

o Organization Web Service
o Discovery Web Service

o Deployment Web Service

For D&B360, these services need to be set to the same URL:

o All machines and users that will access the MSD CRM should be
able to resolve this URL.

o As a best practice, D&B recommends that all of the URLs in the
deployment manager be the same as the URL that users will use to
access the CRM.
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On Premise Only

Access to https://dnb360agent.hoovers.com required. You must add this

URL to your Trusted Sites. For steps on how to do this, "Adding the
dnb360agent to Your IE Browser Trusted Sites" below.

Server Operating Systems

Microsoft Windows server 2008 (Standard, Enterprise, Datacenter) x64 SP2

or later; Microsoft Windows Web Server 2008 x64 SP2 or later; Microsoft
Windows Small Business Server 2008 (Standard, Premium) x64 or later*

In the Internet Explorer browser window, click the Tools menu and select Internet Options.

2.

General | Security |F‘ri'u'ac5-' I Content | Connections | Programs | Advance

Select a zone to view or change security settings

1.
i E internet expl... Lﬁ}i\? n‘
Print r
File 3
ZLoom (35%) k
Safety *

Add site to Start menu

View downloads Ctrl+)
Manage add-ons

F12 developer tools

Go to pinned sites
_ Select Internet
Internet options Opflions.

In the Internet Options window, select the Security tab, click Trusted Sites, and then click Sites.

q G‘i't--- f'f

Internet Local intranet  Trusted sites

Click Trusted

sies.

Restricted
sites

Trusted sites
f This zone contains websites that you

v trust not to damage your computer ar

your files,
You have websites in this zone,

In the Trusted Sites window, Add this website to the zone field, enter or copy and paste

https://dnb360agent.hoovers.com/. If you are installing to a Stand Alone agent, use the URL path to the

Stand Alone Server.

Click Add, then Close.
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You can add and remaove websites from this zone. All websites in
this zone will use the zone's security settings.

Add the URL and
click Add.
Add this website to the zone: V

https://dnb3s0agent.hoovers.com/] Add

Websites:

* BM3ZONaWs,Com - Remove
* content. force.com |:|
*.dnb.com

* salesforce.com

L Py [ R p—

Require server verification (https:) for all sites in this zone

-

Other Applications that Must Reside on Your Installation Computer

The following applications must reside on the machine where you install D&B360 for Microsoft Dynamics
CRM:

e .Net Framework 4.0 — http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17851

o Windows Identity Foundation —
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17331
o Select the appropriate version for your machine:

o x86 = 32-bit, x64 = 64-bit
o Windows6.0 = Vista/Server 2008, Windows6.1 = Windows 7/Server 2008 R2
Actual requirements and product functionality may vary based on your system configuration and operating

system.
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Starting the Installer

NOTE: We recommend that you create a dedicated CRM user to install D&B360. This user should have
these CRM roles: For On Demand (Windows Live and Office 365) the user who installs D&B360 must be
assigned the roles of System Administrator and Delegate. For On Premise and CRM Internet Facing
Deployment (IFD), the user who installs D&B360 must be assigned the roles of System Administrator,

Delegate, and Deployment Administrator.

The steps for installing D&B360 are the same for CRM 2011 and CRM 2013. The only difference is that for
CRM 2013, the installation process windows display the name: D&B360 for Microsoft Dynamics
CRM Orion.

Complete the following steps if you are doing any of the following:
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o Installing D&B360 for the first time

o Upgrading D&B360 from the previous version
« Registering your agent

o Uninstalling the application

1. Download the installer from https://dnbinsight.dnb.com/RegisterforDNB360/mainlaunchpage.htm, and

extract the file to your local directory.

Documents library
B DAR360 for Microsoft Dynamics CRM 38
5 Mblnatalier
% DnB360, Usdities.cil
& MEDDynamici.di
% FESTURikty. S

Wllrataler eae

PEEIED for Mecresolt Dynamics TR 30.e0e

% mrworosottarm sdicdil

% erisorosoft.ormsdi pecory. ot

2. Double-click D&B360 for Microsoft Dynamics 3.0 to launch the installer.
3. Inthe D&B360 for Microsoft Dynamics CRM Welcome window , click Next.

P DAB340 e Microsoh Dynarscs CRTT T 0 TR o

N g
i
-

STOP LOOKING. START SEEING.

Welcome to the installer wizard for D&B3I60

Chik refnf 1 5Eart the wrifillation prodeds

Completing the CRM Connection Data

1. Inthe CRM Connection Data window, complete this information. See the illustration that follows.

In the Connect type field, select one of the following: Microsoft Dynamics CRM On Premise, Microsoft
Dynamics CRM On Demand, Microsoft Dynamics CRM Office 365, or Microsoft Dynamics CRM IFD.

In the User Name and Password fields, type your user name and password.

o For CRM On Premise and for CRM Internet Facing Deployment (IFD), type the
credentials that you use to access Microsoft Dynamic, for example,
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yourdomain\yourusername.

o For CRM On Demand (also called CRM Online or CRM Live), type the credentials that
you use to access Microsoft Dynamics, for example,
yourusername@yourorganization.com. — or youremail@email.com.

o For CRM Office 365, type the credentials that you use to access Microsoft Dynamic, for
example, username @organizationname.onmicrosoft.com.

Enter the Discover Service for your CRM. Find the Discovery Service on your CRM by accessing Menu
Settings> Customizations>Developer Resources.

In the Organization field, type the name of the CRM organization you want to install:

o For CRM On Premise deployments, get the organization name from the URL, for
example, hitp://servernamelorgname.

o For CRM On Demand, the organization name would be, for example,
https://yourorganization.crm.dynamics.com.

o For CRM IFD, the organization name would be, for example,
https://organizationname.domain.com.

Optionally, enter the Home Realm URL if your instance requires a Home Realm URL to establish the
connection. Home Realm URLs apply when implementing ADFS scenarios.

E D&B360 for Microsoft Dynamics CRM — >

(e )
A

CRM Connection Data

Connect type:

€

User Mame:
Password:
Discovery Service:
Crganization:

*Home Realm URL:

Connect type, User Name, Password, Discovery Service and

* Optional Crganization are required

2. After you finish completing all fields, click Connect to establish CRM connectivity.

The installer checks CRM connectivity.
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If the installer is unable to make the connection, an error message that the process was unable to establish a
session with the CRM displays.

3. Retype your credentials, and then click Connect again.

4. After the installer successfully makes the connection, in the CRM Connection Data window, click
Next.

Installing for the First Time or Upgrading Your Software

If you are installing D&B360 for the first time, or if you are upgrading from a previous version, complete
these steps. If you are registering an agent, "Performing the Register Agent Option" on page 2-12. If you are
uninstalling your software, see "Uninstalling D&B360" on page 2-15.

NOTE: Before you upgrade D&B360, to correctly see the new D&B360 user interface, your CRM user

profile must include a D&B360 admin role. For a first time installation, after you have completed the
installation steps, you need to add yourself as a D&B360 admin through the CRM.

1. In the D&B360 for Microsoft Dynamics CRM window that opens after you completed the
CRM Connection steps:

In the Installer options area, click to select Install / Upgrade D&B360.
In the User Name field, enter the user name that D&B provided to you.
In the Password field, enter the password that D&B provided to you.
In the Confirm Password field, re-enter the password.

In the Agent URL field, enter the URL path that D&B provided to you. If you are installing to a Stand Alone
agent, use the URL path to the Stand Alone Server.

If you are installing D&B360 for the first time, this window will display only the option to Install / Upgrade
D&B360.
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s D&B360 for Microsoft Dynamics CRM ] 5]

Installer options

(& Install / Upgrade D&B360
(' Register Agent D&E360
" Uninstall D&B360

Click Install / Upgrade
D&B360.

Complete these
fields.
D&B360 Agent

User Name:
Password:
Confirm Password:

Agent URL: https://dnb360agent.hoovers.com/DNB360UIAgent

User Name, Password, Confirm Password and Agent URL are required.

NOTE: To avoid problems, verify your input before you click Next. Make sure you have typed and

spelled everything correctly, and that you've not added any extra spaces at the beginning or end of the
input.

2. Click Next.

Installer options
% Install / Upgrade D&B360

D&B360 Agent
User Mame: A3BEBFB4-41FB-4F39-8355-5851D073F383

Password:

Confirm Password:

Agent URL: http://dnb360agent.hoovers.com/DNB260UTAgent

Click Next

Previous

3. Inthe Terms and Conditions window, click Accept to agree to the Terms and Conditions.
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F- DSB360 for Micrasaht Dynaemics CRM R - [

Trial Terms and Conditions for DE&BIS0 (Third Party 0D CRM Provider Tal) -
Trial Terms and Conditions (the “Agreement”)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS EEFORE CONTINUING. BY CONTINUING
YOU AGREE TO THE TERMS AND CONDITIONS SET QUT BELOW, IF YOU HAVE ENTERED INTQ A
SEPARATE CORDER WITH DB FOR THE DE:B350 SERVICE, THEM THESE TRIAL TERMS AND
CONDITIONS DO NOT APPLY,

Pursunt to the free trisd (the “Trial") for which you have registered, Dun & Bradsirest, Inc. "D&E7
shall make svaslable to yow, the customer ["Customer”) business information Clofacmatian -

penices (the Infermation and services together, the “Serdces”). The follcs
shall apphy to Customer's use of the Services, provided that if Customer hg
master sgresrmnent with DRE. the canflichng snd sddisanal termis and <o
agneement shall control.

Click Accept

[ Previeus | | Accept [ Cancet |

The D&B360 installation process begins. As the installation process runs, the Installer Progress window

displays check marks for each item in the installation list they are completed.

4. After the installation is completed, click Finish.

'+ D&B360 for Micros

Installer Progress

This installation will take approximately 10 minutes, based on your connection speed. The
D&B360 Installer is processing tasks on your CRM server, please do not close the Installer.

o' Importing D&B360 solution

o' D&EB360 wrting settings

«' D&E360 credentials registration

' D&B360 CRM credentials registration
L4 D&B360 account configuration

W D&EB360 roles configuration

If you have Microsoft Dynamics CRM open in your browser, please logout and login again to
view the changes

5. 1If the CRM is open in a browser window, for the changes to take effect, you must log out and log on

again.

Y ou might need to wait a few minutes for the changes to take effect.
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NOTE: If you are upgrading from a previous version, see "Upgrading from a Previous Version"

on page 2-10.

Setting the Country ISO Code

1. From the Home page window, click Settings, which opens to the Admin tab.

Home | Build A List | Imports | Settings

Admin Batch

Admin

2. In the Configuration area, Country field, selected Description or ISO Code. This specifies whether
countries are imported into the CRM as a full description or a 2-digit ISO code.

Configuration
Select
S Description or
Count -
ry Description e

Description 1
Edition: Tier 3 | Indicator: True

150 Code

3. Click Save.

Customizing the Account Record to Include D&B360+

1. In the MSD CRM window main menu, select Settings, and then Customizations.

2. Click Customize the System.
Customization

Which feature would you like to work with?

Click Customize

E Customize the System the Syeh ' Publishers
Create, modify, or delete componen n. ¥, Create, modify or delete a solution publisher.
Compaonents include entities, fields, relationships, farms,

reports, processes, and others,

Solutions

Create, modify, export, orimport a managed or unmanaged
solution,

Developer Resources

Yiew information or download files that help you develop
applications and extensions for Microsoft Dynamics CRMK,
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3. In the Solution Default Solution list, select Entities, and then Account.

Solution Default Solution

Component Type  Entity

ylnfnrmatinn

% Mew

Components
. Select Wy
B EI Entities Entities.
E‘EOption Sets
"% Client Extensions

| W Delete

Display Mame

% Account

| Lé Publish

Select
Account.

|@] Web Resourees

4. Select Forms, then Account.

Solution Default Solution

Components

4 % Entities

4 5 Account
B Select Forms.
= Views

"h Charts
[&] Fields

el 4k Ralabinn

Mame

5. In the Field Explorer area, Filter field,

E| Ad{ Account h

System Forms Active Forms v

- T Mew = | = | a Enable Security

Information

. Select
Account Account.

Infnr| Account i

select Custom Fields.

J Solution: Default Solution

Form:  Account

Field Explorer »

Filter | All Fields (=]

Only s All Fields

] Address1

mhber
Custom

t Rating

6. Use your cursor to select and drag D&B Company from the Filter list to the area on the window layout

where you want this to display on the user interface.
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,! Solution: Default Solution

Field Explorer »
Form:  Account
Filter Custom Fields [=]
& Header Cinly show unused fields

L
I
10
4 4 Summary
. 4 e e e e e e e e e e e e e e e e e e oo
4 | | ACCOUNT b

' 1 INFORMATION Vo
K Y
1l i 1

b

1 Drag D&B Company where
vou wantit to display on the

4 l\ .

E ACCOUNT
' INFORMATION

+

7. Click Save and close the form window.

(Z] D&B Company

] D&B Financial

[Z] DNE Initial Association Date
[Z] DNE Initial &ssociation Status

E] Update Lvailable

When you select an account in the CRM window, the D&B Company field displays.
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g Microsoll Dynamics CRM . i oA

ﬂ CRA Tor Dublook  Sas bow CRU For Dufioak maken. yoe 8580 Mo proskecig bt e e e

4 [ OEACTVATT B COPMECT - [BaaDD TOMARKETING L

ACCOUNT =

AMERICAN EXPRESS COMPANY

AMERICAM EXPRESS C

-' Agcount Crewted By pas

Summary
ADDODUNT INFORMATION POSTS
AMERICAN EXPRESS DOMIFAMNT
Fach
B Company AMERICAMN EXPRESS COMPANY
D&B Company
ADDRESS field displays.
Mew Yok
NY
LOTES- 8007
LISA

Upgrading from a Previous Version

AMERICAN EXPRESS O

To complete your upgrade from a previous version, you need to deactivate the plug-ins on the CRM.

1. On your CRM browser window, click Settings.

2. In the Settings , Customization area, click Customizations.
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Settings o 3~

4 Business
03 Business Management

u Templates
(5 Product Catalog

4 System
] Administration
[f Data Management
& System Jobs
u:ﬁ Document Management
=+ Auditing
4 Customization
| L@ Customizatigns |
el |

ECI ick Customizations. ]

4 Process Center
i Processes

Workplace
Sales
Marketing
Service
Settings

3. In the Customization window, click Customize the System.

e -
437

New  Mew  lmpon Advanded
Aty . Record. [uta  Fing

Pt Toos

ﬂmlﬂ'w See how CRM for Qutiook makes yoU £ven Mone productive. et CRM fa

Seatings @ L) | Custemization
4 Custemization -]
3 Customizations Which feature would you like to work with?
¥ sontions
Y, Dymamics Maietpiace Customize the System
Sy e o et oot
Froceies

4 DA Solutio
] oaa350 Adminisiration y

Copabe. madify, damart of W b maSaged o o
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4. In the Components list on the left, Plug-in Assemblies list, select SDK Message Processing Steps.

5. Inthe View menu on the top right, select AlL

6. In the SDK Message Processing Steps, click Name to sort the results.

. Solutior: Dedaull Soduticn Select View All.
td 1| Sdk Message Processing Steps
Comgonent Type | 5iv Veisage Frocest g Seo :! Wiew |4
?}w“w 1] miorw 1o Reggerner Sneps e (D Desctvane a5 Drutvy DiEpm e 6l 5 ndarsgen Prepeme
Ya comporenis
- — ] sre Lot gage Erereard o
Hopton ses = Sortby Name. Laeee sorcsuacs <) DoBMOCm PGz
"5 coent Extenions  Deaaeacm Pugis T ) DB3E0Com B Adpnct,
?W“ﬁ”‘ﬁ [7 Cra600m Pugne Frairdustn By CepwormPugn Remehiut.  BRrgl tn ) DONED o Py Fngingly—
e POOBEIEE =3 Piuging. ot
il Pl oatesecm WP o Betrievebytgie jm
Dol D Crm Pigging AetrevelompettonTug Srinabunp.  BrinpveMoiioh DoBSEQCre Fiyg np St .
| e Mespage Processing Sters
@, Service Endpoints E Ol BB0Crm Pruging DrbCompirUodrstvalibiePugin: Aetie..  Retrieve ) DoRCr P Orecor
- P P, o) GoRMOCe Pugnalretas.-
Eeest petaibugin: Retteethiution of . Briipebiatiog frodd e la b Bt o S
%‘:m_:t,_ Roiat Select SDK Message " —— ﬁ
= ¥ g Bstrewebioninie DRRE0 Lo B np Genlos.
ﬂ:;:"m'":;:ﬁ Processing Steps. b RetrieveNu e of 070 _wel  Belrgwdtotoie ) DB3E0 Lo By Enirypte
a!-lﬂ-'Tﬂ'prms futpie ol BRSO ) DBBE0Comn P ey [roieon ..
S Merge Tersutes ' orsseacmPuginaCen Orar.  LDdiie ) DGO Pipgng Cearlon...
B sevurty i 7 Drb3eSermPuginSetinia DridssociationPugin: Creste of s Lrete o D60 Crm Bisging Setintiy
BY P Security Profies F orMairm Pugin tetetainbisseciatonPiagn: Crvte of ed LR o) DoBHOC Pygmbetinty.-
[ oedBESCm g e betista Dendtascaten g r Creete e 60 Lopate o DBl S Sotinaiy
F DesssncrmPuginStsraDnbdsccatonugin: Updine of i Usdie ) ReEMAlre g eptetatiy
' Dednsatm Pugins SetsralrbimoiatenPag: Upsue of k. iogee ) DB o i St

13T of 37 Q7 peeched

7. From the Name list, look for and select all steps that begin with DnB360.CRM.Plugins except for the

DnB360.Plugins.SecurityPlugin.

IMPORTANT: Do not select DnB360.Plugins.SecurityPlugin. This plug-in is for v3.0 and must remain in

the list.

There are 27 total plugins that start with DnB360.CRM.Plugins. You should select 27.

8. Click Deactivate.

9. Verify that the only remaining active plugin is DnB360.Plugins.SecurityPlugin.

Selution: Defaut Sobton
|.P‘ | Sdk Message Processing Steps

Seobutce, Drfaul® Solution T
Gompoment Type [ 124 Mevusge Frooriog e =] v |
E?:'n-#.vo- L vowto Regster feps | 3 Dwiete | G Actate D Dwsctvate | 50 Show Depencencier | (O Macaged Propertien | Waoee Acions =
il LU
r B tranis I Hame Seubisiagt Dotririergin Primary Dopect Trpe Code—  Dupcufion Drowr.  Dopcution Siege.  Dobufion Moge-  Sunar
jmrtn [ e g Sy P St Rttt g : 1 Port-operion Sprereeraus [-az s
8 Chaet Extengions Ve rlﬁ,r th at
g*“*"‘”‘“‘*‘ DnB360_Plugins Security P lugin is
AP hasereiel in the list.
J]hmm&

Performing the Register Agent Option

The Register Agent D&B360 option updates the following values, without installing the solution again:
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« D&B360 Writing Settings

o D&B360 Credential Registration (MaxCV)
o D&B360 CRM Credentials Registration

o D&B360 Account Configuration

« D&B360 Role Configuration

After D&B360 has been installed on your CRM, these options display on the Installer options window.

o Install/Upgrade D&B360
o Register Agent D&B360
o Uninstall D&B360

1. In the D&B360 for Microsoft Dynamics CRM window Installer options area, select Register Agent

D&B360.

2. In the D&B360 for Microsoft Dynamics CRM window D&B360 Agent area:

In the User Name field, type or enter the user name that D&B provided to you.

In the Password field, type or enter the password that D&B provided to you.

In the Confirm Password field, retype the password.

In the Agent URL field, type or enter the URL path that D&B provided to you.

3. In the Installer Options / D&B360 Agent window, click Next.

2 D&B360 for Microsoft Dynamics CRM o ] |

Installer options

" Install / Upgrade D&B360
% Register Agent D&B360
' Uninstall D&B360

D&B360 Agent

User Name: A3BEBFE4-11FB-4F39-8355-5851D073F383

Conen Pt |
Agent URL: https://dnh360agent.hoovers.com/DNB360UTAgent

Click Next

4. In the Trial Terms and Conditions window, click Accept.
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[ I 088360 for Microsoht Dynamics CRM TS _ o e

Trial Termes and Conditions for DEBISD [Third Party 0D CRM Provider Trial) -
Trial Termes and Conditions [the "Agreement”)

FLEASE READ THE FOLLOWING TERMS AND QONDITIONS BEFORE CONTINUING. BY CONTINUING,
WOU AGREE TO THE TERMS AND COMDITIONS SET OUT BELOW, IF ¥OU HAVE ENTERED INTO A
SEPARATE ORDER WITH DB FOR THE DB360 SERVICE, THEM THESE TRIAL TERMS AND
COMDITRONS DO NOT APPLY.

Pursisnt 1o the free trial (the “Trial) Tor which you have registered, Dun & Bradstrest, Inc CDRET
shall make svailable to you, the customer ["Customer”) business informaticn and

senvices. (the Infermation and penvices together, the “Serdces”). The fol
shall apply to Customer's use of the Services, provided that if Customg 1
master agreement with DEE, the conflichng and additonsl terms and Cllﬂkﬁm

agreement shall confnol.

[ Previews | | Accept | | cancel |

The Register Agent D&B360 Installer process runs. The Installer Progress window displays check marks for
each item in the installation list as they are completed.

B DB 360 for Microsoft Dynamics CRM ' e ——

= S
P
|-

Installer Progress

| This installation will take approximately I minutes, based on your connection speed. The
DEBIE0 Installer bs processing tasks on your CRM server, please do not chose the Installer,

w OSB3I0 writing settings
w DEEIE0 credentialy registratian
3 DEBIED CRM credentisls registration
D350 account configuration
DB 3] roles conhgurabon

5. After the installation is complete, in the Installer Progress window, click Finish.
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B D&B360 for Microsoft Dynamics CRM = -

Installer Progress

This installation will take approximately 2 minutes, based on your connection speed. The
D&B360 Installer is processing tasks on your CRM server, please do not close the Installer.

' D&B360 writing settings
' D&EB360 credentials registration
' D&B360 CRM credentials registration

L4 D&B360 account configuration

L4 D&B360 roles configuration

If the CRM is open in a browser window, for the changes to take effect, you must log out and log on
again.

6.

Uninstalling D&B360

1. In the Installer Options window, click Uninstall D&B360.
After you click Uninstall D&B360, the D&B360 Agent area does not display on the window.
2. Click Next.

B D&B3E0 for Microsoft Dynarmics CRM L |

Installer options

Install / Upgrade D&B3I60

Reguster Agent DiEcBISH0 ) i

& Uninstall DREIED Click Uninstall
D&B360.

[Previous | | Next | | cancel |
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The D&B360 Uninstall process displays a check mark if the uninstall process was successful, or an X if it
failed. The Finish button displays.

3. Click Finish.

B D&B360 for Microsoft Dynamics CRM | = insn

Uninstall Progress

This uninstallation will take approximately five minutes. The DE&B360 Installer is processing
tasks on your CRM server, please do not close the Installer.

. Uninstallimg D&E360 solution

4. 1If the CRM is open in a browser window, for the changes to take effect, you must log out and log on

again.
You need to wait a few minutes for the uninstall process to complete.

For troubleshooting help when uninstalling D&B360, see "Resolving Installation Issues" on page 5-1.

Resetting Your Credentials

As an administrator user, if your CRM or API credentials change after you have installed D&B360 for an
ORG, you can change the credentials in the D&B360 user interface. You don't need to reinstall the software.

1. From the Home page window, select Settings and then Admin.

2. To reset your credentials, click CRM Credentials, or API Credentials.

Contact Customer Support for help with this step if you need to.
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Home | Build A List | Imports | Settings 9

Data Management Role Configurations  Terms & Conditions About

Admin

Clickto resetyour
Country Description - credentials.

Edition: Tier 3 Trial Indicator: True
CRM Credentials APl Credentials D&B Credentials
Entitlement Type: Custom Expiry Date: 12/31/14

3. Inthe CRM Credentials window, type or enter your User information and click Change Password to

reset your password.

4. Click Save.

Click Save. Save Cancel

Configure Credentials

CRM Connection C

User | MSDDNB360AdmMIn| |

Hide Password Complete thess
fields.

paSSWUrd -

Confirm Password

5. In the API Credentials window, type or enter your User information and click Change Password to

reset your password.
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w Save Cancel

Configure Credentials

API Credentials

User | APIAdmin@company.com| |

Hide Password Completethese
fields.

Password | ssssssssss

Confirm Password

Accessing the Installer to Upgrade D&B 360 and MSD CRM

Access the D&B360 Registration Site and click to select the installation package you want to install.

NOTE: Microsoft has to upgrade your CRM from 2011 to 2013 before you can install a D&B360

package for CRM 2013.

D&B360 Installation Packages

D&B360 Solutions

D&B360 is available for the following CRM platforms. Select your platform below

D&B360 for Microsoft Dynamics CRM 2011 On-Demand

D&B360 for Microsoft Dynamics CRM 2011 On-Premise

D&B360 for Microsoft Dynamics CRM 2013 On-Demand

D&B360 for Microsoft Dynamics CRM 2013 On-Premise

Need Help? Customer Support | Admin Training | User Training
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In the D&B360 for Microsoft Dynamics CRM window that you chose, click Download to install the
installation zip file to your computer.

o If you are a new D&B360 customer and want to install D&B360 v3.0 to run on MSD CRM 2011, use
the 2011 installer and see "Installing D&B360" on page 2-1.

o If you are an existing D&B360 2.3 customer and you want to upgrade to D&B360 v3.0 and continue to
use MSD CRM 2011, use the 2011 Installer. For more information, see "Installing D&B360" on page 2-

1

o If you are a new D&B360 customer, have just installed D&B360 v3.0 to run on MSD CRM 2011, and
you want to use MSD CRM 2013, after Microsoft has completed your upgrade to CRM 2013, you
would use the 2013 Installer. For more information, see "Upgrading to MSD CRM 2013" on page 2-19.

o If you are already using MSD CRM 2013, and want to install D&B360 v3.0 for the first time, use the
2013 installer and "Installing D&B360" on page 2-1.

After Microsoft has completed your upgrade to CRM 2013, you can then run the D&B360 v3.0 2013

installer.

o Run the 2013 Installer using the Install Upgrade option.

After the application has finished installing, your CRM window displays as follows:

Bl FME T RS DERRT

Microsoft Dynamics CRM

O eEre Al B aradraiT AR

First things first

Take & quichk Tour 1o see haw we've
sl things: gacgier foe you. ' "

W Dt e T T St

LB m g

D&B360 will display in the Workplace. Verify that CRM 2013 has successfully installed before you proceed.
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Aig Microsoft Dynamics CRM v #t | WORKPLACE v  D&B360
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D&B360 Proxy Installation for MSD

To get full advantage of D&B360, our Cloud servers must communicate back to your CRM. We need this
when creating Accounts for instance or when checking for duplicates as an example. This is not an issue if
your CRM is being hosted on the Cloud (like when using Microsoft Dynamics On Demand), but it poses a
challenge if your CRM is On Premise (e.g., Microsoft Dynamics On Premise).

The D&B360 Proxy bridges this gap by enabling a secure communication between our Cloud Servers and
your CRM instance, enabling you to get full access to the D&B360 functionality without worrying about your
data being at risk.

D&B360 Proxy Architecture

Whenever one of our Cloud Servers (D&B360 Servers) need to connect to your CRM Server, they will
execute an https call to the D&B360 Proxy, which will translate that to the native protocol used by the CRM
Server:
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The D&B360 Proxy is prepared to accept and understand a set of predefined requests from the D&B360
Cloud Servers, and will translate them to the language your CRM understands. We are using Microsoft
Dynamics SDK and Microsoft’s Identity Foundation to natively communicate to Microsoft Dynamics

Instances.

We have added one additional layer of security by using two-way authentication. We want the D&B360 Proxy

to allow only traffic coming from one of our Cloud servers and, on the other hand, we want to be certain we

are actually talking to a D&B360 Proxy and no one else.

Installing the D&B360 Proxy

Double-click the setup executable you downloaded from the registration site:

| . = Computer = Local Disk {C:) = DnB360forMSDInstaller

Open  Mew Folder

- "
bes Marne I Cia

nloads

=nk Flaces
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This will open up the InstallShield Wizard that will guide you through the installation process:

Preparing to Install...

DnB360 Proxy for MSD Setup is preparing the InstallShield
Wizard, which will guide you through the program setup
process, Flease wait,

Extracting: DnB360 Praxy for MSD.msi

——

| Cancel

Click Next on the Welcome screen.

L4 bl
4 DnB360 Proxy for MSD - InstallShield Wizard (CE

Welcome to the InstallShield Wizard for
DnB360 Proxy for MSD

The InstallShield(R) Wizard will install DnB360 Proxy for MSD on
your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back |[ Next = ] [ Cancel ]

Select the folder where you’d like to install the D&B360 Proxy for MSD. Change the folder if you prefer not

to use the default location. Click on Next.
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E DnB360 PEfﬂr MSD - InstallShield Wizard I |

Destination Folder
Click Mext to install to this folder, or dick Change to install to a di

Install DnB360 Proxy for MSD to:

Installshield

1 C:\Program Files (x86)\Enapsys\DnBE360 Proxy for M3DY,

<gack || mext= | [ cancel

The Wizard will present an overview screen. Click on Install.

) 360 Proy for D eI ==

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical
Destination Folder:
C:\Program Files (x86)\Enapsys\DnB360 Proxy for M3DY

User Information:
Mame: e 100019
Company:

InstallShield

BT .

)

E

A progress bar will show the progress of the installation.

‘ﬂ DnB360 Proxy for MSD - InstallShield Wizard

Installing DnB360 Proxy for MSD
The program features you selected are being installed.
Please wait while the InstallShield Wizard installs DnB3&0 Proxy for MSD.
This may take several minutes,
Status:
|
InstallShield
< Back || Mext = | [ Cancel
= —
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Once the installation finishes, you will see a Summary, click on Finish.

1% DnB360 Proxy for MSD - InstallShield Wi EC

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed DnB360
Proxy for MSD. Click Finish to exit the wizard.

After clicking on Finish, the D&B360 Proxy for MSD Credential Manager will be called, enter the credentials

for the technical user you’d like to use with D&B360 and click on Save.

W' D&B360 Proxy for MSD Credential Manager =] -

D&B360 Proxy for MSD Credentials

CRM Connection Data

ADNTechnichalUser

User Name

Passwc’rd SO NNNRNNBRRNIRRNN
Server URL http:/{dynamics.com
Organization org123

Connect type, User Name, Password, Server URL and
Organization are required.

|

If the credentials are OK and the D&B360 Proxy can connect to the CRM, you will see the following

message:
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#  D&B360 Proxy for MSD Credential Manager

CRM Connection Data

D&B360 Proxy for MSD Credentials

User Name AD\TechnichalUser
Password ssssssssssssssssene
Server URL http://dynamics.com
Organization org123

Otherwise, you will see an error message like the following:

i ° D&B360 Proxy for MSD Credential Manager

Credentials have been saved successfully.

CRM Connection Data

Administrator.

D&B360 Proxy for MSD Credentials

User Name wrong

| Password seene
Sarver URL http://ec2-107-20-215-94.compute-L.amazonaws.com
Organization arion

Could not establish session with CRM. Please review your
connection data and try again or contact your System

The setup Wizard adds a link on your desktop to the D&B360 Proxy for MSD Credential Manager.
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Whenever you need to change the credentials, use the shortcut to open the program and update the
credentials.
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Chapter 3: Configuring D&B360

Providing D&B Access to Microsoft Dynamics CRM USErs ... oo i 3-1

Assigning Roles to USers . 3-1

Providing D&B Access to Microsoft Dynamics CRM Users

By default, all Microsoft Dynamics CRM administrators have access to D&B360. Two security roles are
always included in the D&B360 application: D&B360 Administrator and D&B360 User.

For existing users who need access to the D&B360 application to complete any required configurations, as
the Microsoft Dynamics CRM administrator, you need to add the D&B360 Administrator security role to
their current security role assignments.

For existing users who have responsibilities within D&B360, you need to assign the D&B User role.

Assigning Roles to Users

Users need to be assigned to at least one D&B360 role in order to access D&B360. The default D&B360
security roles (i.e., D&B360 User and D&B360 Administrator) cannot create or update accounts, leads, or
contacts within the CRM. This allows clients the flexibility of conferring create and update privileges to
targeted sets of users through specific, customized CRM roles.

Role permissions should be configured to correspond to the user's CRM access. For example, if users from
the Marketing group should not have privileges to create accounts in the CRM, the "Add/Link Accounts"
should be unchecked for the Marketing role in the Role Configurations screen.

See the D&B360 User Guide section on Assigning D&B360 Roles.
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The below are the minimum CRM role permissions required to add or merge accounts, leads, or contacts
from within the D&B360 application.

B S3VEAno LIose  E  EpAcions v

File

@ 7] Security Role: Customers

Details Core Records Marketing Sales Service Business Management Service Management Customization Custom Entities

Entity Create Read Write Delete Append Append To Assign Share
Account [ ] O O O
Contact ® o] O O
Lead [ ] O o O

1. In the CRM window, click Settings.
2. In the System menu, select Administration.

3. In the Administration window, click Users.

Settings fat G- Administration

4 Busi
usiness Which feature would you like to work with?

Announcements Auto-Numbe
Create, edit, and delete announcements that appear in Specify the prefi

UE;. Business Management

ﬂ Templates
(5} Product Catalog

4 System - the Waorkplace area. orders, articles, i
- L . suffix length for
@] Administration Select invaices.,
l»j@l Data Management Administration.
@“ System Jobs . . .
) Document Management Business Units System Setti
= . Add new business units, Edit and deactivate existing 5et the format fi
| Auditing business units. Change the parent business unit. calendar, and cL

marketing, and
organization, 5e
E Customizations options, Manag

3.? Solutions
Security Roles Field Securit
Create new security roles. Manage and delete existing fManage user an

,_!i Dynamics Marketplace
security roles for your arganization. write informatio

Gelect Users. .
Teams S Users

4 Customization

4 Process Center
T, Processes

Add new teams and new members to existing teams. Add new users,
Modify the team description and delete members from deactivate userr
teams. lirenses assinne

o &

4. From the Enabled Users list, select a user whose roles you want to configure.

You configure users one at a time.

5. Inthe CRM User menu, click Manage Roles.
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| User | Customize

| ! SEvE&New @ ﬁReassignRemrds ChangeEusinessUnit

& Disable &7 Manage Roles Click Manage |
Save & Approve Reject Roles.
Close -mail  E-mail §¥ jgin Teams
Save Actions

Gon User
3—5“5 N User Name

6. In the Manage User Roles window, Role Name list:

Select D&B360 Administrator only for administrators that you want to have permission to navigate to the
Settings tab.

Select D&B360 User for all users who need access to D&B360.

In addition to D&B360 User, you need to assign users to at least one other CRM role, for example assign
D&B360 User and Sales Manager to a user.

NOTE: By default D&B360 security roles (i.e., D&B360 User and D&B360 Administrator)
cannot create or update accounts, leads, or contacts within the CRM. This allows clients the

flexibility of conferring create and update privileges to targeted sets of users through specific,
customized CRM roles.

Click OK.
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Manage User Roles

What roles would you like to apply to the 1 User you have selected?

Rale Mame

Business Unit

[ admin User

[l an Access to 360

[T &rtura Rale test

[ careuseredit

[T careUserFull

[ careUserview
[[]CEC-Business Manager
[ cskR Manager

[ customer Service Representative
[#] D&B360 Administratar
[#¥] D&B360 User
[[Delegate

[[IMarketing Manager

[ Marketing Prafessional
[[] sales Manager

Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Lnit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame
Business Unit Mame

7. In the CRM window, click Save.
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Chapter 4: Managing Batches & Installing the
Informatica Cloud Secure Agent

Configuring Microsoft Dynamics ... ... . 4-1
Registering Your Informatica Cloud Account for On Demand CRMSs ... ... ... 4-2
Configuring the Secure Agent for an On-Premise Installation ... . ... ... ... . ... 4-12

NOTE: If you are installing Microsoft Dynamics CRM for On Demand, also known as CRM Online or
CRM Live, see "Registering Your Informatica Cloud Account for On Demand CRMs" on page 4-2.

NOTE: If you are installing Microsoft Dynamics CRM for On Premise, also known as CRM Active
Directory, see "Configuring the Secure Agent for an On-Premise Installation" on page 4-12.

Configuring Microsoft Dynamics

The configurations available for Microsoft Dynamic CRM, and their specific required modifications, include
the following.

NOTE: Microsoft Dynamics CRM On Demand is also known as CRM Online or CRM Live. Microsoft

Dynamics On Premise is also known as CRM Active Directory.
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Microsoft Dynamics CRM On Demand Requires: Configuration of Batch Job Connection

Microsoft Dynamic CRM On Premise ~ Requires:

o Installation of Informatica Cloud Secure Agent (see
"Configuring the Secure Agent for an On-Premise
Installation" on page 4-12).

o Installation of Batch Job Initialization Files

« Configuration of Secure Agent

« Configuration of Batch Job Connection

o To identify the type of configuration for your CRM, contact your System Administrator. For
instructions on how to configure your CRM, see "Configuring the Secure Agent for an On-Premise
Installation" on page 4-12.

o To install the Informatica Secure Agent, the user must be an administrator user for the CRM, a system
administrator for the server where the secure agent is to be installed, and an administrator for the

Domain Name Server (DNS) in the network.
o To install the Informatica Secure Agent, the user must be an administrator user and deployment

manager on the server.
o Before you can set up and run batches, you must install the Informatica Secure Agent for Microsoft

Dynamics. For instructions on installing the Secure Agent, see "Registering Your Informatica Cloud
Account for On Demand CRMs" on page 4-2 or see "Registering Your Informatica Cloud Account for On
Premise CRMs" on page 4-17.

Registering Your Informatica Cloud Account for On Demand
CRMs

NOTE: To create your Informatica Cloud account, open a customer support ticket at

. Before you talk to customer support, review the steps in

this chapter to become familiar with the process.

Configuring Your Informatica Cloud Account for an On Demand CRM

For first time users, you need to set up your Informatica Cloud account before you can run batch processing.
After you set up your Informatica Cloud account, you can add one or more CRMs that use this Informatica
Cloud account. For more information, see "Adding One or More CRMs to Your Informatica Cloud Account" on
page A-7.

If you plan to run batch jobs through an On-Demand Organization (org), and you do not already have an
Informatica Cloud account, you need to first configure your account on the Informatica Cloud as follows.

1. Access the Informatica Cloud at https://icosp2.informaticacloud.com/saas.

2. Click Don't have an account?.
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| (i} Informatica Cloud | |

INFORMATICA

User Name: Data Synchronization
Load data and integrate applications, databases, and files.

Password: Includes add-on functionality such as custom sources and
plug-ins.

Login
. Click Don't have an . Contact Validation
Don't have an account? account?. Validate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.
Resources

See What's New in Informatica Cloud Winter 2012
Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community

E

Data Assessment
Measure and monitor data quality of the Lead, Account,
Contact, and Opportunity objects within Salesforce CRM.

Data Replication

Automate the movement of data from cloud and on-premise
applications and databases for business intelligence and
compliance use cases.

3. In the New Account Registration window, complete the fields as shown in the following illustration:
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User Details

First Name:™ DnB3&0

Last Name:™ Administrator
Job Title:™ Admin

Email Address:™ youremail.com

Confirm Email &Address:™ youremail.com

Phone Number:™ 512-555-1212

#| Use my email address as my user name.
v Y Complete the fields in

this window.

Organization Details

Organization Name:™ Your MaxCV Username

Address: ™ 12 Main Street

ity ™ Anywhere

State:™ New lersey E|
Postal Code:™ 07901

Country: ™ United States E|
Mumber of Employees: ™ 101 - 500 employees E|
Time Zone: Eastern Davylight Time, New York E|

What CEM systems do you use?

Salesforce
¥ Microsoft Dynamics
Other

#| I have read and agreed to the Subscription Agreement

oK Cancel

The New Account Registration window displays a Congratulations message. You will receive an email from
osp2admin@informaticacloud.com with the account information and your temporary password.

4. Click Informatica Now to open the Informatica Cloud login window.

(i} Informatica Cloud - - [ deh v Pagev Safetyw Toolsw i@+

INFORMATICA

New Account Registration

Welcome to Informatica Cloud! Informatica Cloud is a cloud-based integration service that enables customers to automate and monit” .\ \neormatica critical corporate data with applications such as Salesforce.com. To begin

integrating today, please complete the following form and submit it by clicking the OK button. After submitting this form you will recs e ername and password.

Congratulations! Your account is active now. Check your email fer your user name and password. You can start using Informatica Cloud now.

5. In the Informatica Cloud window, enter your user name and password, then click Login.
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(i Informatica Cloud

INFORMATICA
User Name: vouremail@email.com Data Sym:hro_nization o )
Load data and integrate applications, databases, and files.
Password: sssssssnnnnnns Includes add-on functionality such as custom sources and

plug-ins.

Login Enteryour credentialz and
click Login.
Don't have an account?

See What's New in Informatica Cloud Winter 2012

Contact Validation
‘alidate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.

Resources
Data Assessment

Measure and menitor data quality of the Lead, Account,
Contact, and Opportunity objects within Salesforce CRM.

Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community Data Replication
ESig Automate the movement of data from cloud and on-premise
= applications and databases for business intelligence and
compliance use cases.

6. In the Change Password window, User Details area, complete the User Name, Password, and Confirm
Password fields, and then click OK.

7. Be sure to make a note of these credentials, which you will need to connect your CRM with

Informatica Cloud.

Change Password

You must change your password new. You must change passwords that are temparary or expirad. Enter your new password, confirm it, and then click OK. Use the new passwerd for all future logins in to Informatica Cloud.

oK | Cancel

User Details
Typeand confirm a new
User Name: password.
Password:*

Confirm Password:®

The Informatica Cloud Quick Setup window opens.
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J@, Informatica Cloud m

INFORMATICA (0110

Home Data Services Configuration Administration

‘Welcome to Informatica Cloud. To get started, you will need to:
1. Select the desired service.
2. Install the Informatica Cloud Secure Agent.
3. Create a new task.
4. Run the task.

Flease review and print the QUICK SETUP GUIDE document before you begin.

NOTE: For adding more than one CRM to use your Informatica Cloud account, see "Adding One or More

CRMs to Your Informatica Cloud Account" on page A-7 and start with the next step.

8. Click the Configuration tab, the Connections tab, and then click New.

J@ Informatica Cloud m

INFORMATICA (|01

Home Data Services Configuration

Cﬁck Connectio Custom Sources
ns.

There are no connections. To add a connection, click New.

9. In the New Connection window, complete the required fields, and then click OK.
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Connection Details
Connection Name: ™ |CRM Drganizal:ion MName

Complete the
required fields.

Description: [ ]

Type:* Select... £
Select...

Oracle

SqlServer

MySQL

Flat File

ODBC

MS Access

FTP/SFTP

SAP

Web Service

Oracle CEM On Demand
MNetSuite

.r'"_r\_‘\

Microsoft Dynamics CRM

10. In the New Connection window, enter the CRM information to connect the Informatica Cloud account
to the CRM:

On the CRM window, click Settings.
In the Customization menu, Customizations.

In the Customization window, select Developer Resources.

NOTE: You can find the service URL as follows. On the CRM window, click Settings, and then
click Customization, Developer Resources, and Service Endpoints: Discovery Service. An

example Discovery Service URL might be
https://disco.crm.dynamics.com/XR MServices/2011/Discovery.svc.

In Microsoft Dynamics CRM 2011:
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% System Jobs
Iﬁi Document Management

[ Auditing

Solutions
Create, modify, export, orimport a
managed or unmanaged salution.
4 Customization

E Customizations

In Microsoft Dynamics CRM 2013:

r

Ay SETTINGS ~ Customizations

Customization

Which feature would you like to work with?

Settings fat G2~ Customization
4 Business . . .
: Which feature would you like to work with?
% Business Management
Q Templates Customize the System Publishers
Lﬁ P IS CEIRIITE, Create, modify, or delete components Create, modify or delete a solution
a in your organization. Components publisher.
Sy'flem . . include entities, fields, relationships,
Administration farms, reparts, processes, and others. Select Develop
[? Data Management er Resources.

Developer Resources

View information or download files
that help you develop applications and
extensions for Micrasoft Dynamics
CRM.,

Customize the System

Create, modify, or delete components in your organization.
Components include entities, fields, relationships, forms,
reports, processes, and others.

&
o

Solutions

Create, modify, export, orimport a managed or unmanaged
salution.

Publishers

Create, modify or delete a solution publisher.

Select
Developer

Developer Resources Resources.

View information or download files that help you develop
applications and extensions for Microsoft Dynamics CRM,

In the Developer Resources window, Service Endpoints area, select a Discovery Service URL..

NOTE: In the following illustrations, the Organization Unique Name field displays the unique

name of your organization. When you enter the name of your organization in the New
Connection window, enter it exactly as you see it in the Organization Unique Name field.

In Microsoft Dynamics CRM 2011:
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Developer Resources

Your Organization Information:

Organization Unique Mame
DnE3a0EBeta

Developer Center
Ij; Download documentation, tools and sample code
Service Endpoints:

Discovery Service

Protocol: 5 -
http://m Select a DISCOVENY  |liceryices/2011/Discovery.sve
|j‘ Dow Service.

In Microsoft Dynamics CRM 2013:

At « M | SETTINGS v  Customizations

Developer Resources

Your QOrganization Information:

Organization Unique Name
30regression?

Windows Azure Service Bus Issuer Certificate
Issuer Mame: crm.dynamics.com
Oy Download Certificate

Developer Center
'jl Download documentation, tools and sample code

Service Endpoints:

Discovery Service
Protocol: SOAP
hitps://disco.crm.dynamics. com/XRMServices,/ 2011 /Discovery.sve

'jl Download WsDL

NOTE: In the previous illulstrations, the Organization Unique Name field displays your ORG's

unique name. When you enter the Org name in the New Connection window, enter it exactly as

you see it in the Organization Unique Name field.

11. In the New Connection window, Microsoft Dynamics CRM Connection Properties area, complete the

information and in the Service URL field, enter the URL from the previous steps.

12. Click OK.
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New Connection

You can edit the connection here. Use a connection to access a database,

Ok f]ﬁ Click OK IEEt

Connection Details

Connection Name:™ CRM Organization Name)

Description:

Type:™ Microsoft Dynamics CRM =
Microsoft Dynamics CRM Connection Properties . fields.
Authentication Type:™ Microsoft Live =
User Name:™ CEM username

Password:™ sssssaes

Organization Mame:™ iCREM Organization Name

Service URL:™ https://disco.crm.dynamics.com/¥EMServices/

Enterthe Service
JRL.

The Informatica Cloud Connections window displays that the connection is completed.

INFORMATICA

' Home | Data Services | Configuration L stratic
Agents Schedules Task Flows Plug-ins
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a
connection, click the connection name.

Mew

Actions Namea Type Service URL
A 'y % CRM Org 1  Microsoft Dynamics CRM - https://dev.crm.dynamics.com/XRMServices/2011/Discovery.sve

13. Make a note of your Connection name, which you will need to enter on the CRM Batch Connection
window. Also note your Organization ID and put this Org number in a safe place where you can find it

again for future reference to the batch process.
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Configuration Administration

Connectors Users Audit Log

My Organization
You can view your organization profile. It displays organization properties and details, default email notificatior

Organization Properties

Make a note of your ORG ID and
keepitwhere you can find it later.

Qrganization ID: Orgl4g

To add other CRMs to your Informatica Cloud Account, see "Adding One or More CRMs to Your Informatica
Cloud Account" on page A-7

Registering Your On Demand Account for Batch Processing

NOTE: For this procedure, you should call Customer Support to guide you through and answer any

questions. You will need your Informatica Cloud login information and Org number from step 13.

1. On the Home page window, click Settings and then Batch.

Home | Build AList | Imports | Settings Si (2]

Admin Data Management Role Configurations  Terms & Conditions About

Click Batch.
Admin

2. In the Batch Management area, click Batch Credentials.

Batch Management

D&B360 batch synchronizes data between Microsoft Dynamics CRM & D&B. The batch runs in the background to make

Batch Credentials
sure you have access to the latest D&B data at your fingertips. Specify a schedule for running batch jobs. =

NOTE: Your User Name and Password are sent to you by email. Be sure to have this email

available for when you need to enter your credentials.

3. In the Configure Credentials window, enter your credentials and then click Save.

The batch credentials you enter in this step are from the Informatica steps, not your CRM credentials (see
this step on page 4-5.)
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Configure Credentials

Batch Credentials

User

Hide Password

Password ‘ |

Confirm Password

Connection Name

After you have completed these steps, contacted Customer Support, and your cloud account has been
updated, you are ready to schedule new and refresh batch jobs.

Configuring the Secure Agent for an On-Premise Installation

You need to go through this section if you have not yet set up batch. If you already have the account and
Secure Agent set up in D&B360 v2.3, you only need to update your connections on the Informatica Cloud
and enter your credentials in the CRM.

Special Setup Instructions for On-Premise Customers

The D&B360 application is hosted on the cloud. As an On Premise Customer, you have two options to chose
from to access D&B360.

Option 1: Port Forwarding

Cisco calls this Port Address Translation (PAT). Linux calls it ipchains or packet filtering (pf) rules.
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This option requires changes in the your network infrastructure to forward a specified port on the outer
firewall, also known as the network edge firewall, and the inner firewall. The rules are as follows.

Server Port Forward to Port
outerfirewall.customer.com A innerfirewall.customer.com D
innerfirewall.customer.com D msdcrm.customer.com 5555/X
outerfirewall.customer.com innerfirewall.customer.com E
innerfirewall.customer.com msdcrm.customer.com 33YY
outerfirewall.customer.com C innerfirewall.customer.com F
innerfirewall.customer.com F msdcrm.customer.com 80/443/Z

e A, B, C,D, E & F: can be any combination of port numbers.
o 5555/X: an MSD installation defaults to port 5555, but you can change this to any X port.
e 33YY: SAP RFC protocol works on port 33YY, YY being the instance number (that is, 3300 to 3399).

This option requires you to install an intermediate Reverse Proxy server (Apache or IIS would do the job) that
would act on behalf of the CRM. This server should be placed between the outer and inner firewall. This
configuration requires using the Proxy Array Table (PAT) and Reverse Proxying, but a potential attacker is
not directly hitting the CRM. The only advantage of this option is that you can configure the Reverse Proxy
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to allow access to certain CRM URLs. By doing this you would be restricting the access to the CRM

application.

I
Customer's Inner Network

5555/% D
—
MSED
¥
33 E‘ P |
- - Proxy
SAP
BOf443/7
b
F
SIEBEL
Server Port
outerfirewall.customer.com A
innerfirewall.customer.com D
outerfirewall.customer.com
innerfirewall.customer.com
outerfirewall.customer.com C
innerfirewall.customer.com F

OFW
A
B D
— = Cloud
Agent
c
Foward to Port
innerfirewall.customer.com G
msdcrm.customer.com 5555/X
innerfirewall.customer.com G
msdcrm.customer.com 33YY
innerfirewall.customer.com G
msdcrm.customer.com 80/443/Z

Before you configure the secure agent for an on-premise installation, you need to install the

VC++ Redistributable Package (x86).

1. Open http://www.microsoft.com/download/en/confirmation.aspx?id=29.

2. Click Start download.
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i Bownlaad Wl © 6 4 FE Redimtnbutable Package [x84) - Mirosoft Download Center - Confirmat - Windows Intermet Explorer

mtn-": microscdft.com idowrioad fen foonfirmation .ﬂ‘j 5 | K EWMC..M_ * ]

Download Center

Windows Office  Product downloads Download categories  Security  Fesources

m=ect Thank you for downloading

Microsoft Viswal C++ 2008 Redistributable Package (x86)

I you dewnload doet mot start after 30 seconds, chck hereiitad downlosd

For you

Drerwnibosad Wisual Studss 11 E
GJ Instructions Stwrt preparing todey for the r
P generation of development.

1. Important: Make sure you have the lstest senioe pack and critscal updates for the

a.ul-'::: of Windows that you are running. To find recent security updates, vist Windows Build for the choud: Free trial of Windows. A
a Unlearch your imagination for the web, Saa%,
1. Chick the: Downlosd button on this page 1o start the downlosd Figkald diadi, §nd Enlbipede.
3. Do ore of the follcrming: Service Pack Center
sk B . " L | Get the letest sennce pack for
= To et the wnstallation immedistely, chok Run E vexsicon off Windows
= T vt the dewnload bo your compilier for ingtallaticn at a lites e, chok Save. —

« T he wridalla ik Camgel
o cancel the wriallatson, chek Came and .

o Fimsrinsd e EOF s obast sodinm fror W

3. When you are prompted to run or save the .exe file, click Run.

Do you want to fun of sve wredist_xB6.exe (1.73 MB) from download microesoft.com? *

rn | soe |~| co |

The Welcome to Microsoft Visual C++ 2008 Redistributable Setup wizard opens.

4. In the first wizard window, click Next.

¥ Meorosoft Viswal C++ 2008 Reditributable Setup =100 =l

‘Welcome to Microsoft Visual C+ + 2008
Redistributable Setup

This wizard vall guide: you Ehrough the installaSon process.
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5. In the License Terms window, I have read and accept the license terms field, select the check box.
6. Click Install.

f Frorosolt Yiseal C++ 2008 Redistributable Setup =101 x|

Be sure to carefilly read and understand all the rights and resiricions desarbed in the
kcenze terms. You must sccept the beerse berms before you can instal the softeare.

SOFTWARE LICENSE TERMS g
VISUAL C4+ 2008 RUNTIME LIHH.:EES (X35, LAGS AND X5}
These kosnse terms ane an E between Marosoft Corporation (or based on
e you bve, one of it Al and you, Plesse resd Beem, They soply b the

Frware named ko, which indudes the meda on which you received it, if any. The
sz apply to any Micosoft ﬂ

[ ]

Press the Page Down key 10 see more tesd.

Ejmmnwumw

< Back Tnetal > Cancel

As the installation is in progress, the Setup window displays the status.

¥ Macrosolt Visual C++ 2008 Redistributable Setup - IEI x|

Be gure to caneflly resd and understand all the rights and restrictiors described in the
kcense terms. You must sccept the beense terms before you can install the software.

SOFTWARE LICENSE TERMS il
- P
Yo Setp s configrng hernatal. Thamay [ 0"
Prware named & ke 3 i o b, arry, The
mml'tl - ;I
Prirt:

Press the Page Down key to s more text,

F 1 have read and accept the license berms.

7. In the Setup Complete window, click Finish after the installation is complete
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{5 Microsolt Visual C4+ 4 2008 Redistributable Setup

Setup Complete

HMicrosoft Visual C++ 2008 Redistributable has been successfully installed.

It i highly necommended that you downlasd ard instal the Lstest service packs and
sty updates for ths product.

For mone informabion, visit the folowing Web ste:
Prodect Support Center

=

Registering Your Informatica Cloud Account for On Premise CRMs

NOTE: To create your Informatica Cloud account, open a customer support ticket at
. Before you talk to customer support, review the steps in

this chapter to become familiar with the process.

If you plan to run batch jobs through an On-Premise Organization (org), and you do not already have an
Informatica Cloud account, you need to first configure your account on the Informatica Cloud as follows.

1. Access the Informatica Cloud at https://icosp2.informaticacloud.com/saas.

2. Click Don't have an account?.

J@ Informatica Cloud [_]

User Name: | | Data Synchronization
Load data and integrate applications, databases, and files.

Password: [ | Includes add-on functionality such as custom sources and
plug-ins.

. Click Don'thave an Contact Validation
Don't have an account? account?. Validate postal add , email add , and phaone
numbers in your CRM envirenment or a local database.
Resources

Data Assessment
. N N _ Measure and monitor data quality of the Lead, Account
See What's New in Informatica Cloud Winter 2012 % Contact, and Opportunity ohjects within Sal ‘ o CRI':"I.

Check System Status at the Informatica Cloud Trust Site
Participate in the Informatica Cloud Community Data Replication

Automate the movement of data from cloud and on-premise
applications and databases for business intelligence and
compliance use cases.
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3. Inthe New Account Registration window, complete the fields as shown in the following illustration.

4. In the Organization Details area, Organization Name field, enter your MaxCV user name.

User Details
Complete thess

First Name:* DnB360 fields.
Last Name:* Admin

Job Title:* Administrator

Email Address:* youremail.com

Confirm Email Address:* vouremail.com

Phone Mumber:™® 512-555-1212

Use my email address as my user name.

Organization Details
Organization Name

Crganization Mame:™® Your CRM organization name should be the your
Address:* 12 Main 5t MaxCV username.
City:* Anywhere

State:* MNew Jersey El

Postal Code: ™ 07901

Country:® United States E|
MNumber of Employees: * 51 - 100 employees El

Time Zone: Eastern Daylight Time, New York El

What CRM systems do yvou use?

[C] salesforce
Microsoft Crynamics
[ other

I have read and agreed to the Subscription Agreement

Ok Cancel

The New Account Registration window displays a Congratulations message. You will receive an email from
osp2admin@informaticacloud.com with the account information and your temporary password.

5. Click Informatica Now to open the Informatica Cloud login window.

(i} Informatica Cloud Fi v B v 0 @ v Pagev Safetyv Tookv @~

INFORMATICA

New Account Registration

Welcome to Infarmatica Cloud! Informatica Cloud is a cloud-based integration service that enables customers to automate and monit/ - 1n o rmatica critical corporate data with applications such as Salesforce.com. To begin

integrating today, please complete the following form and submit it by dlicking the OK butten. After submitting this form you will recy R ername and password.

Congratulations! Your account is active now. Check your email for your user name and password. You can start using Informatica Cloud now.
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6. In the Informatica Cloud window, enter your user name and password, then click Login.

(i Informatica Cloud | |

INFORMATICA
User Name: vouremail@email.com
F’asswurd: ..............l
Login Enteryour credentials and
click in.
Don't have an account? Log
Resources

See What's New in Informatica Cloud Winter 2012
Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community

Data Synchronization

Load data and integrate applications, databases, and files.
Includes add-on functionality such as custom sources and
plug-ins.

. Contact Validation

walidate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.

Data Assessment
Measure and monitor data quality of the Lead, Account,
Contact, and Opportunity objects within Salesforce CRM.

Data Replication

Automate the movement of data from cloud and on-premise
applications and databases for business intelligence and
compliance use cases.

7. In the Change Password window, User Details area, complete the User Name, Password, and Confirm

Password fields, and then click OK.

IMPORTANT: Be sure to make a note of these credentials, which you will need to connect your CRM

with Informatica Cloud.

Change Password

You must change your password new. You must change passwords that are temperary or expired. Enter your new passwerd, confirm it, and then click OK. Use the new passwerd for all future logins in to Informatica Cloud.

oK Cancel

User Details
Type and confirm a new
User Name: password.

Password: ™

Cenfirm Password:®

The Informatica Cloud Quick Setup window opens.
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|® Informatica Cloud | |

INFORMATICA

Activity Log Activity Monitor Dashboard Data Files Quick Setup

Quick Setup

This page allows you to begin working with your data immediately. Choose one of the services below to begin working with your data.

Welcome to Informatica Cloud. To get started, you will need to:
1. Select the desired service.
2. Install the Informatica Cloud Secure Agent.
3. Create a new task.
4. Run the task.

Flease review and print the QUICK SETUP GUIDE document before you begin.

8. Click the Configuration tab, the Connections tab, and then click New.

‘(T) Informatica Cloud ‘ |

INFORMATICA

Flug-ins Custom Sources

Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new connection, ¢
connection name.

Mew, Click New.

There are no connections. To add a connection, click New.

9. In the New Connection window, complete the required fields, and then click OK.

10. In Connection Name field, if you have named each of your connections the same name as the

corresponding ORG, you can enter that here.
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New Connection

You can create a new connection here. Use a connection to access a d

OKﬁ Click OK Ff-t

Connection Details
Connection Name:™*
Description:

Type:™

11. Click OK.

MSD Complete the
required fields.

Select...

Select...
Oracle
SqlServer
MySQL

Flat File
ODBC

MS Access
FTR/SFTP
SAP

Web Service
Cracle CRM On Demand
NetSuite

Microsoft Dynamics CRM

New Connection

You can create a new connection here. Use a connection to access a database, file

Qo ] est
When finished,
click OK
11§ [=] S————

Connection Name: ™
Description:

Type:™

Microsoft Dynamics CRM Connection Properties

Secure Agent:™
Authentication Type:™
User Name:™
Password:™
Organization Name:™
Domain:™

Service URL:™
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Complete thesse
g fields.

[=]
[=]



The Informatica Cloud Connections window displays that the connection is completed. Make a note of the
connection name in the Name field of this window. You will need to enter the Connection Name on the

CRM Batch Connection window.

INFORMATICA

| Home |""Data Services™| Configuration ["FAdI Stration |
Agents Schedules Task Flows Plug-ins Custom Sources
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new connection, click Mew. To delets
connection, click the connection name.

New
Actions Namea Type Service URL
rd r'j b 4 ﬁ-{ MSD Microsoft Dynamics CRM | http://msduat.hoovers.com:5555

12. Make a note of your Organization ID and put this Org number in a safe place where you can find it

again for future reference to the batch process.

INFORMATICA

m-l-uli-n -II i'---r'li ' |'| i-illli - Administration
Organization Connectors Users Audit Log
My Organization

You can view your organization profile. It displays organization properties and details, default email notificatior

Edit
P . Make a note of your ORG ID and
Organization Properties keep itwhere you can find it later.

Organization ID: Orgld4g

Steps for Configuring the Secure Agent for an On-Premise Installation

If you have multiple Microsoft Dynamics organizations on a site, for each organization to have connectivity,
you must install the Secure Agent on a separate machine for each organization.

1. On the Home page window, click Settings.

2. On the Settings tab, click Batch.

®

Home | Build AList | Imports | Settings Click Settings.

Data Management Role Configurations  Terms & Conditions

Click Batch.
Admin

3. In the Batch Management area, click Batch Credentials.
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Batch Management

D&B360 batch synchronizes data between Microsoft Dynamics CRM & D&B. The batch runs in the background to make

Batch Credentials
sure you have access to the latest D&B data at your fingertips. Specify a schedule for running batch jobs.

4. 1In the Configure Credentials window, type your credentials and then click Save.

NOTE: The batch credentials are your Informatica user name and password and your
Connection Name (see this step on page 4-22).

Configure Credentials

Batch Credentials

User

Hide Password

Password | |

Confirm Password

Connection Name

5. In the User Registration and Secure Agent Installation window, type your user name and password.

IMPORTANT: Make a note of your user name and password, because you will use these later to register

the Secure Agent.

Logging in to the Informatica Cloud Secure Agent

1. Access the Informatica Cloud window at this URL: https://icosp2.informaticacloud.com/saas.
2. In the Informatica Cloud window, type the user name and password for the CRM that you made note
of previously, and then click Login.
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7 Brlarmaticn Cloesd  Windows, B lerset Expliorer

G@*wa co L ibormaneacine com o ot ogn. 0 1 b |11 40 % 5 smtormanion ot xI I
INFORMATICA
: F— PR Data hraniratson
e —— @i mmﬂnwm.m
Password: T ':\j_j Irsudes add-on funchonaliy such as cushom
- .
Centact Validation
Dooa't b &N SCooURE? Vabdate postel sddresses, emad pddresses, .
Forgek your passwond? ﬂ ibers w your CRM & oor b bezal

See What's New in Informatica Cloud Winter 2012

Data Aszessment
Resources Hensure and monitar quality of the Lea
Contact, and objects within Sal

Check System Status af the Informatics Cloud Trust Site Cinks Fiagd

3. In the Informatica Cloud window, click the Configuration tab, then click the Agents tab.

55 Informatica Choud - Windows Tnbernet Exphorer

mvwnm;xm:.mmmmmd .Djﬁ‘ .ﬁ' Lt | B a}mw

INFORMATICA

Schediles Task Flows Pug-ins Cushom Sources

f!-:.rr'tsJ ] Coanections ]
Connections

st of ol connections in your organzation, Use & connection to connect bo & database, file or Salesforce. To add a r

scon. To view the details of a connection, dick the connection name.

Few

4. Click Download Agent.

i Informatics Cloasd - Windows. Intemnet Explorer

g';}r'kbm coon . informaticatioud. tom fsase (oo sgents. o .Dﬂﬂ,x, R aformaticn Cloud

INFORMATICA

| Agents | Casfiie Chitits Sehedalis Task Flows TS Cuisbom Soufees
Agents

List of all Informatica Secure in your organization. An Informatica Secure is & bightweight, seif-upgrading
commurscates with Informatica Servioes snd ersbles the services to read nhthhldﬁhmuﬂlhcm
5 seconds.

| Download Agent... |

Actions Hanmee Host Mame Platform  Status  Version Upgrade Status  Last Upgrade Check

5. In the Download Agent dialog box, click Windows, then click Download.

Download Agent L
Select the platform for the Informatica Secure
Agent.
Platforrn: @ Windews

C Linux
o | Download || | Cancel

6. At the prompt to run or save the .exe file, click Run.
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Do you want to ren of sve agent_install.exe (122 M8) from icoss1.informaticacioud.com? " || swve |v] caw |

Running the Informatica Cloud Secure Agent Installation Program

1. In the Informatica Cloud Secure Agent Setup window, Choose Installation Folder area, leave the default
program directory or click Choose to specify a different location.

2. To install the secure agent, click Next.

W Informatica Cloud Secure Agenlt Selup

iINFORMATICA Cl0UiC

J Choose installason Foider This $atup wizard will install the Informatica Cloud Secure
() Pre-Instafiation Summary Agent on your computer. For best resulls, install the
O Instasing Setura Agent on & compuber that i3 always running and
() instastion Complete abwiays cannached b your arganization’s network Yow do
e C A e nat hawe 1o conmect 1o Informatca Cloud from the
corngutir wheng e Secund Agent is installed
Where Would You Like 10 Install?
IC:'ng'nn Fibes (il rformatica Cloud Secure Agent
Restors Default Falder Choose. |
Click Next
IngtallAmywhiare by Macrovision

3.

In the Pre-Installation Summary window, review the settings and if everything is correct, click Install.

! Informatica Cleud Secure Agent Selup

INFORMATICA (1000

(#) Choose Installation Folder | PMease Review the Following Before Codinsng:
& Pre-installation Summary =
() instaming Product Mame:
) instaiation Complets Informatica Cloud Secure Agent
Install Folder:
C\Program Files (xBENnformatica Cloud
Secure Agent
Shortcut Folder:
c.
Wsersicases\ApphataiRoaming'Microsomvindc
Menu'Programsiniormatica Cloud Secure Agent
Disk Space Information (for Installation _—
Target):
Ramiired FRT 444 11/ Fadag =
| ;I'!
InstalAmwhens by Matravision Click Install.
_ Cancal | —rrewtis | [[_mstan_]]

The Installing window displays the progress of the installation process.
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Wy Informatica Clowd Seosre Agent S
INFORMATICA (0Ll
() Choose Installation Folder T Infarenatics Clowd Secure Agent is & lightweighi

Pre-installaion Summar, program Mal runs all lasks and enables secune
@ i COmmunicalion across thi fingwall bebwedn you

& Ingtalling... anganizaton and Informatica Clowd,
() in=taaton Complete

INFORMATICR Clousd
Cloud-Bowad
’t _,_)Applcq-m & Plallemn

fd,,,.f

1"'" $¢=ur| !.-rl

\Hrhﬂ.g

Instaling...

InstallArywherns by Macnwvision

Cancel | | |

4. 1In the Installation Complete window, review the summary of the installation, and then click Done.

W Informatsca Cloud Secure Agent Setap

PE— ~

INFORMATICA |0 L]
() Chons e Installation Folder

() Pre-installaion Summary | | Congrabulations! the informatica Cloud Secure Agent has
@) instaling. Beun suctesshully installed to:

il Instaliation Complete E:'ffm{lwam Files (xB8 Nformatica Cloud Secure

Please nolé Tal e Secure Agent must be configured for
use with your Informatica Cloud arganization.

Click Done 10 clase this setup wizard and stan ;e
Infgrmatica Cloud Secure Agent

InstallArywhare by Mas

canet_| L Click Done.

5. In the Informatica Cloud Secure Agent registration window, type the user name and password that you
made note of when you registered through the CRM, and then click Register.
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& Informuatica Clowd Secure Agent

IHFORMATICA.ClDud ecure Agent @

') The Secure Agesit has not been rogistered.

T reghster fhe Secure Agert, enter your bnformatics Cloud g iformaion bebow.
Liser Mame; =
Prsswand: =
Click Register. —I

The Informatica Cloud Secure Agent window displays a message that it is starting up and upgrading. After the
upgrade process is complete, a message displays that the secure agent is up and running.

dl trdormatica Olowd S urrAurnl.

INFORMATICA Cloud Secure Agent

| |2 The Secure Agent is up s running.

Restart Chats v the Sonire Agentifl it o runving, en Steris it LD saa.

Siop Shuits dews the Seose Agent.
PR Entey o £ yOUr [PONY STVE AN,

6. In the Informatica Cloud window, type the user name and password that you made note of earlier.

The Configuration window displays the log in credentials you entered previously.

IMFORMATICA

.m"nls S anaEcEinE Sthedulan

Agents
Unddmm uu‘u-nummn An Informatica Secure AME;HM:ﬂ-wHMwwMMMIMM
Mlbnl-uﬂi located on wurnlw'z - page mﬂuﬂrrﬁuﬂnl avery 5 sacands.
Dﬁmlnd AgBnt..,

| Actions  Mame Host Name Fhﬂ‘m Status  Version  Upgrade Status  Last Upgrade :hnl: Last Status Change
o VIDNDTOOS  VIONOTOOS “indows:  Adive 711110 Up-to-dats Hay 22, 200F 12:06 PM May 22, 2012 12:07 PM
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7. In the D&B360 User Registration and Secure Agent Installation window, Deployment Type field, select
On Premise, then click Next.

If you have correctly registered the CRM, the CRM Connection Credentials window displays.

8. To connect to the CRM, on the Admin window, click CRM Credentials, and in the Configure
Credentials window, type your User and Password information.

Save Cancel

Configure Credentials

Batch Credentials

User
Hide Password Enterthe UserlD and
Password thatyou
y received.
Password || |

Confirm Password

Connection Name

If you have correctly registered the CRM, the CRM Connection Credentials window displays.

Preparing Your MSD and Active Directories for the Informatica Cloud
Secure Agent

Examples in this section show 2011, but these should be the same for 2013. If you have any questions or
concerns about the steps in this section, contact Customer Support.

IMPORTANT: If the CRMAppPool is running as Network Service, watch for and read the Important
Notes that precede some of the following steps. To avoid problems with your installation, it is important
that you skip any steps preceded by an Important Note stating that you skip that step.

NOTE: If you need help with the Informatica Cloud registration process, open a customer support ticket
at

Specify the Identify for CRMAppPool

o Log in to your MSD Application server.
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Y Internet Informaticn Services (T15) Hanager

G'@ | {3+ CRMNILOCAL + Appication Pocks

Fle Vew Help

B —] i lication Pools I

Q- k|28 g AP
Samt

v%mmmmm Thes pasge ket you veew and manage the list of applicaion pools on the server. Applcation pols
- ..,. e snsodiabed wth wodcer processes, conban one of mone soplcs tions, and provide molabion

T*: s;‘mu among diferent apphoations,

* &

= [ce = G Show Al | Group by 2

gg.-: [stats [ rer.. l-mLIM_ls
J|5!

METwAD SWH...HW. _ Inbegrated A o
"r.m METvA0C... Started  whi  Classc -ppmmm 0
_:-*n:l.m NET uu... Started w20  Classic ApphcstorPoclidentty @
L HoAMapePeal Starbed  wh0  Classic MEDVMCRMDYNAMICS) 2
LomDeployments.,. Started w0 Classc MSDVMCRMDYNAMICS 1

1

L ¥Defsitippfool  Started w20 Integrated  ApphcstiorPoclidentity

|dentify the Port for Your CRM Dynamics Instance

1. On the left side of the MSD CRM window, select Actions -> Edit Site, and click Bindings.

MY Internet Information Serdces (115) Hanager

G‘@|ﬂrmmm-mrmnﬁmmr [ = M 8-
Fle  Vew Help
— Microsoft namics CRM Home _
Q- i |2 18, ¢ By 5
St Page = £t Permssons...
5 93 M0 ROCAL (MSDVMAdnns | IR = G - (g show Al | Growp by
42 Apphcaiton Fooks ASPNET = Edit Site
= @ St Bndings. ..
= g Defoult Web Site T 4 T = A
e 3 - & €@ 8 o seins
HET MET NET Brror HET MNET Profie  .MET Trust Wiew Appbcatons
Authorzati..,  Complaton Pages Gobalaton Leves - T
E= !; ﬂi’ == !1 | L Manage Web Site ~

2. In the Site Bindings window, identify the port number that is bound to your Dynamics instances, and
click Close.

.r.lzl

o I |

|dentify the Service Principal Name (SPN) for the Environment.

IMPORTANT: If the CRMAppPool is running as Network Service, skip all of the steps in this section:

1. Login to the Domain Controller.
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The Administrator: Windows Powershell window opens.

2. To identify the name of your Domain Controller host, enter the hostname command.

T adminstrator Wndows Powershell

3. To identify the SPN for your environment, enter the setspn -1 hostname command. This should
be a fully qualified domain name (FQDN).

OCAL, OU=Damain Controllers, Ce=nadon, C=com:

SB556641-12F B—4698-aBE3 -7h34l e hf 67 Bd madumn. com

E alf3 - AlebfE90d. _mades .madum_com
|1 mzdum, conHEDUH
L

The SPN name starts with HOST and contains the FQDN for the machine.

4. Enter the following command with the values obtained in the previous steps as follows:

setspn -A iisadmin/<spn>:<port> <user>

o where <spn> is the result from Step 3
e <user> is the result from Step 1
e <port> the result from Step 2

In our example, this is

setspn -A iisadmin/crm20lllocal.msdvm.com:5555 MSDVM\CRMDynamics

T select Admmistrator Windows Powershell

s g Admin ii ratory setzpn <A HITP<crm@Blllocal.nasdum.comi5555 H WCRMDymamics
i nocipalHames For CH=CEHDpnamics . CH=Users , DE=madu
Blllocal .medem.cons5555

Updated ohj
P Gt "'\Ual!']"ﬁ"\ﬂdl‘llﬂli"l atorr _

5. Enter the command:

setspn —-A HTTP/<spn>:<port> <user>

In our example, this is
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setspn -A HTTP/crm201llocal.msdvm.com:5555 MSDVM\CRMDynamics setspn —-A
HTTP/<spn> <user>

6. Enter the command:

setspn —-A HTTP/<spn> <user>

In our example, this is

setspn —-A HTTP/crm201llocal.sdvm.com MSDVM\CRMDynamics

JH~CRMDynanics

SDC=com

1. Log in to your Domain Controller and select Active Directory Users and Computers.

| Admistratee Todks =| - =
T Aot Drectory Admrerat e Certer
E Actree Drectory Domaing and Trasts

EF Actree Directory Module for Windows Po
!twm.-hv_.-r.mm:m
o Actvr Dectory Users and Computers LS
2 AETESt :
B, Comporent Seraces )
& Computer Management
i Duta Sources (008C) e
2 ons k
(] Event vewsr L ||
S e Server Resource Marager Conted P
i Group Policy Maragement
W Innernet Information Services [S1Man. | oo
&, 5050 inbat
f Local Seaunty Pokcy AdmristrathveTods b
{75 Performarae Moritor
[y Security Configuration Wicard Fieip snd Suppert
S, Server Manasger
., Servies ;l R,

1 Badk

| 5emrch programs aret s E e v

okt & @ @] 7

2. In the Active Directory Users and Computers window, select msdvm.com/Users.
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B Active Directory Users and Com
Fle Acbon  Wew Melp

e | 7w &0|XLC

3. In the Users directory, locate the User identified in the Step 1 and double-click it (see this step on page
4-29).

B Actrve Darectory Users and Computers:

Fle Acton  Wiew Help

& FE 0RO =Ho2eSTa%

B ] Saved Quernes Emm Lisar Busit-in account for admini...
E * rnsﬂvrnmn #,Abhadﬁm... Sequrity Group ... Members in this group can. ..
B L Bultin B2, Cert Publshers  Security Group ... Membeers of is oroup are. ..
B[] Computers CAM WPGE Group ... CRM Windker B
—_ - E‘L Sevurity Group ecEss Group
H

] PoregniecurityPrindpsls | Or nied ROD,..  SeaAty Grocg .. Members i this grens ean. .,
= B2, Dradmice Seturity Group .. DNS Admiristatocs Group
B Dnslpdatefr... Secrity Group ...  ONS dhents who are permi...

4. In the CRMDynamics Properties window, select the Delegation tab.

[ RMDynamics Properties d |

MemberOf | Disn | Emwonmert | Sessoes | Ramote cortrel
Flemcts Diesidop Sarvices Frofle | Famcrsl Vitusl Desiton | COMs
Gonersl | Address | Account | Profie | Telephores | Delegation | Organizaton

3, crvomme

Frat navma: [ ks [

|0KIcuﬂ|r-c¢-',[H-:':u]

5. Select the Trust this user for delegation to specified services only and Use Kerberos only options, and
then click Add.
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Salect Lsers or Computers
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8. Select the HTTP entry whose Port column is blank, and then click OK.
11

To allow services 1o be delegated for 8 user or computer, select the appropriste
users or compubars, and than click the sendices.

To sslact one or mors Lser or compuler names, dick Computers I
\Linarn or Compatens. Lol

Avalabis services:
UserorComouer | Pod | Service Mame | D

HTTP cm201 liocal madvn
HTTF el ocs madvm .. 5555

=

w

Post-Installation Steps

1. In the Informatica Cloud Secure Agent Setup window, click Stop.

The Secure Agent shuts down.

b Informatica Clowd Secure Agent ...IEI.EI
INFORMATICA Cloud SIEil iy =)

4 The Secure Agent s up and renming. |

Restart Shusts down the Seaure Agent if it is running, then skarts it up again,

: Step I Shuts down the Seaure Agent.
Prouy... Enter or edit your proay senver informaton.

A message displays to inform you that the Secure Agent has been stopped.

2. In the Informatica Cloud window, click the Administration tab.
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INFORMATICA

| Data ces | Configuration

icthwity Log Activity Monitor Data Files Guick Setup

Activity Log

You Can wiew run Statistics for all types of thaks o this page. Click o an dividual tadk

3. Log back in to Informatica Cloud using the user name and password you previously entered.

4. In the My Organization window, identify the Organization ID for your installation, for example, Org87.

INFORMATICA

-' 1 -.I- # I I = --1- 0 ol -
| Organization Connectors Users Ausdit Log
My Organization
Wi EBA whinw your organizaticn prafile. It displiyd srghalzation propertied and details, defbult email As

Eaiy

Organization Properties

Organization ID: Qg8 ?
Dew Org: False
Publishing Org: False
Schpdule Offset: +155

Pl iowni i i Pasierin Rma s it s ¢ n

5. Inthe Secure Agent ..\Informatica Cloud Secure Agent\main\rdtmDir\dnb360\
directory, create a folder with the Organization ID name.

=181 =]

P\ )|} - infomascs Coud Secure Agent - man - rdmDe - 360 - + 0 [sexchabun [0
Organize =  Open  Indudeinlbrary =  Sharewith =  Bum  Pew folder =+ [l |

b Dommloscs || drb_kp_codes_MED, dat S/Z/012 M:51AM  DAT File 11518

all Reocent Places || ohei350_Dumesy_Riecord_MSD S/Z/012 10:51AM  Text Document 1]

a Librares

¥ Documents

o Musc

6. Download the Java Security Policy Files from this URL:
http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html.

7. Unzip the zip package and copy:

local policy.jar and US export policy.jar
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8. DPaste the unzipped files in the

Program Files (x86)\Informatica Cloud Secure Agent\jre\lib\security directory and
overwrite the existing files.

(Wsecmty =10/ x|
—— —
€' /o || - Informaties Coud Seare Agent - ye = Ib = searity * 53 | search secunty =
Organize = | Open  Bun  Hew folder = ~ 0 W
- roame - Gate modfied | rype e | |
B Deskinp blackist ST 49 AN Fie 4B
 Dommicacs L cacerts S/2/2012 10:49 AM  Fie BOKE
<. Recenn ey java, pbey SZ2012 10:49AM  POLICY Fie 3¥E
|t | sava. security S/Z/I012 10:49 AW SECURITY Fie 1148
¥ Documents || jenvves ooy S22 1049 AM POLICY Flle 1B
ﬂ M s
) Pichres | trusted.ioraries 532002 104 AM  LIERARIES Fle 14¥B
H vaess
1M Computer
L Lo Dl ££4)

1. In the Administrator Windows PowerShell window, identify your domain name.

In our example, the domain name is MSDVM.

T Adminastrator Wendows PowerShell

2. Use Notepad to edit the krb5.conf file, which is located in the

Program Files (x86)\Informatica Cloud Secure

Agent\main\bin\rdtm\javalib\msdcrm\conf directory, and enter the values for your system.

In our example, the domain is MSDVM.COM, and the machine name where the CRM is located is
crm2011local.

The following is an example krb5.conf file.
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[libdefaults]

default realm = MSD.SAMPLE.COM

default tkt enctypes = rcd-hmac

default tgs enctypes rc4-hmac

permitted enctypes = rc4-hmac

[realms]
MSD.SAMPLE.COM = {}
kdc = xxx.msd.sample.com

default domain = MSD.SAMPLE.COM

}

[domain realm]

.MSD.SAMPLE.COM = MSD.SAMPLE.COM

3. Save the file.

IMPORTANT: If the CRMAppPool is running as Network Service, skip the following step:

4. Use Notepad to edit the login.conf file, which is located in

Program Files (x86)\Informatica Cloud Secure
Agent\main\bin\rdtm\javalib\msdcrm\conf

directory, and enter the values for your system.

i
Fie Edt Format View Help
[Fprego-client { =]

com, sun, security. auth, module, krbsLogirmodule required
dabug=trus

serverprincipal="CRMIymami csEMS0W, CoM™
STOFEFaSS=True;

}:

Sprego-server |
com., sun. security. auth. module. KkrbsLogirModule required
storekey=true
isinitiator=false;

CRMDynamics is the user under which the MS Dynamics has been installed.

5. Save the file.
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This step is required only if you are using self-signed certificates.

1. Configure the Java Security for Microsoft Dynamics Active Directory (MSD AD) instance.
2. Generate the root and intermediate Secure Socket Layer (SSL) certificates for HTTPS URL (.cer files).

3. Use the command line to install certificates (certs) for JRE.

Use CMD and navigate to <agentdir>/jre/bin/

Type the command: keytool -importcert -alias <certificate alias name> -file "
<certificate path>\<certificate filename>" -keystore ..\lib\security\cacerts
—-trustcacerts

Where Certificate Alias Name is any unique name and file is the full path to the .cer files
Example: Root certificate = RootCA1.cer

keytool -importcert -alias MSDROOT -file " <file path>\ RootCA1l.cer " -keystore ..\lib\security\cacerts -
trustcacerts

Default JRD password: changeit

If the DNS is improperly set, you might need to add the IP address and hostname to your hosts file to resolve
the hosts used for MSD deployment. For example, in Windows 7, the IP address can be found in this
directory -- C: \Windows\System32\drivers\etc.

o Open the Informatica Cloud Secure Agent window, and click Restart.
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dk Erdormatia Clowd Secure Agent

INFORMATICA Cloud SEElE=RaV=LE) o

| | The Secure Agent has been stopped.

Roesiart Shats dos the Senre Agent if it & runring, Then starts it up agar.

Frooy... Enter o et your prowy server infrmation

The Informatica Cloud Secure Agent starts up.

dl Enicemuatea 4 leud Sroure Agent

INFORMATICA C|o U Sl (=rAV=Elg]

’ () Thee Secure Agest s sharting up.—

Festart I Sruts down $he Seoure Agent i it s running, Fen starts & up agan
S0 I Shuits down The Sense Agent
Prowy... I Erves o echt your [ ony dirver nformasen,

A message displays to inform you that the Secure Agent is up and running.

dl Lrdormatia Clowd Secure Agent

INFORMATICA Cloud SEMIENY-L1) @

’ ﬂ'lhs-m-l-uth-—lr—-h.. |

Resiart Shuts dowe the Seare Agentif'it is running, then starts it up again.

Sing Chiuits dos the Sease Agent.
ROy, Entey o £l pour rOwy SETver PAMmanon.
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After you have completed these steps, users are ready to schedule new and refresh batch jobs.
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Chapter 5: Troubleshooting

Resolving Installation Issues ... . L 51

Contacting D&B Customer SUPPOTt . ... 5-4

Resolving Installation Issues
These are some of the errors that might occur after you have installed D&B360.

1. After you have completed the installation process, you might receive an error such as the one below:

500: Service is temporarily unavailable. We are working hard to resolve this issue.

If you get this error, it is possible that the CRM username/password is incorrect. You need to reinstall using
the"Register Agent" option and provide proper credentials.

2. If Internet Explorer warns you when accessing mixed content (secure and insecure), verify you have set

your Trusted Sites options correctly. For more information,

3. It's possible that you have not been assigned DnB role. Make sure that you have either the "D&B360

Administrator" or "D&B User Security" role assigned to you.

4. It's possible that DnB360 is being updated. Wait approximately 15 minutes and try again.

Problem: Uninstall fails and this message displays, "Solution dependencies exist, cannot uninstall."
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' D&B360 for Microsoft Dynamics CRM BNl (c ==

Uninstall Progress

This uninstallation will take approximately five minutes. The D&B360 Installer is
processing tasks on your CRM server, please do not close the Installer.

b4 Uninstalling D&B360 solution

Solution dependencies exist, cannot uninstall.

Description: If you have created or modified any forms or reports in the CRM to include D&B Data fields
and you attempt to uninstall D&B360, this error message will display. The CRM detects and enforces this

dependency before you run an uninstall to ensure that forms and reports that use D&B fields will not be
inadvertently impacted by the uninstall.

Solution: You need to manually remove the D&B data fields from the customized forms or reports before you
uninstall the product.

Steps to Find the Dependencies:
1. On the CRM menu, select Settings and then select Solutions.

2. In the Solutions All Solutions window, select the D&B360 check box.
3. Click Delete.

In Microsoft Dynamics CRM 2011:

New Tools
Settings o Gg- Get Started with Solutions
Solutions are packages of software that you install on your Microsoft Dynamics CRM Online application.
4 Business

1. Understand 2. Find & Use 3. Develop

& About Solutions

8 Business Management
[ Templates
[ Product Catalog

& Dynamics Marketplace & Key Concepts for Developers

& About Solution Components & About Importing a Solution & Solutions SDK

wenien | vase 5 About Customizing a Solution
4 System 9
[ Administration
| Data Management

Solutions  All Solutions ~

Search for records L
B# System Jobs 1 .
3 Document Management  §F New | X Delete 5| ClickDelete. JExport | ) Import Transiations 8}, Export Transiations | [ Publish All Customizations @} Get Solutions from Marketplace | More Actions ~
[ Auditing Name Display Name Version Installed On w | Package Type Publisher Description -]
4 Customization [/ pnB360 D&B360 for Microsoft Dy... 3.000 10/8/2013 Managed radstr rporati D&B's Data as a Service Integration for Micrasoft Dyn...
@ Customizations

37 solutions

€}, Dynamics Marketplace

4 Process Center

T, Processes

In Microsoft Dynamics CRM 2013:
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Aiy Microsoft Dynamics CRM +  #h

SETTINGS ~ Solutions | »

@ Create
AH So|utions W Search for records
85“’ Mew )( Delete Click Delete. |4 Export ﬁ Impaort Translations E} Export Translations _0 Publish All Customizations ‘: Get Solutions from Marketplace N
Mame Display Mame Wersion Installed On Package Ty... Publisher Description
v DnB380 D&B360 for Microsoft Dy..  3.0.0.0

10/21/2013 Managed Dun and Bradstreet Corporation

Dé&EB's Data as a Service Integration for Microsoft Dyn...

4. In the Uninstall Solution window, click OK.

& Uninstall Solution - Google Chrome l — | (=] |_£h]
B https://installer29.crm.dynamics.com/tools/solution/dlg_uninstall.aspx?id=%7
Uninstall Selution

You have selected 1 Solution for deletian,

You are deleting a managed solution. The solution and all of its components, including data in the
components, will be deleted. This action cannot be undone, This solution might take several minutes to
uninstall. You cannot cancel the uninstallation after it starts, Do you want to continue?

M' | oK | | Cancel

In the error message window, click Details.

S.

& Microsoft Dynamics CRM - Google Chrome l = | =] |_i:?-

B https://installer99.crm.dynamics.com,/_common/error/dlg_error.aspx?hresu

Click Details.
Cannot Delete Component

Cannot delete Solution because one or more components require it, Details

| Download Log File | | oK |

6.

In the Dependency Details window, follow the process for removing customizations and remove the

first two rows: Account (D&B Company) and Account (dnb_dnb_company_account....). Remove any
other D&B fields that were added to the customized forms.
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& Dependency Details - Google Chrome = | 15—

& https://installer99.crm.dynamics.com/tools/dependency/dependencyviewdialog.aspx?objectid=%7bd56196e1-

Dependency Details

'@' Salution D&B360 for Microsoft Dynamics CRM cannot be deleted, The following components are required by other components in the system,

Display Mame & MName,/Id Type Managed Solution Required by

Account [DE&E Company) Remaove the first Field D&EB3a0 for Microsoft ... Account (Form)
Account (dnb_dnb_company_acco... two rows. Jaccount  EntityRelationship

D&B360 for Microsoft .. Account (Form)

dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag.. Web Resource Dé&B3680 for Microsoft .. Account (Form)
dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag.. Web Resource D&B360 for Microsoft .. Contact (Form)
dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag.. Web Resource D&B360 for Micrasoft .. Lead (Farm)

7. Click OK.

8. Start the reinstall process again.

Contacting D&B Customer Support

Dun and Bradstreet is committed to a high level of customer satisfaction. An efficient support process is
combined with a communication service level agreement to give our customers quality support.

The communication SLA (Service Level Agreement) is as follows:

Initial Response The maximum timeframe for initial response for all inbound issues is 4 hours.

Ongoing Communication SLA Determined with the customer.
Based on mutual agreement of the severity of the issue.

The communication SLA is based on normal business hours, which are considered to be:

o 8 AM. -6 P.M. local time, Monday through Friday
o Excluding D&B holidays

To submit a ticket, go to this URL: http://dnbus.force.com/support? prod=dnb360. You will be prompted to
enter your e-mail address and then fill out a form.
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Enabling D&B360 Administration on a Customized SiteMap

If you customized your site map (SiteMap), but you are not seeing the D&B360 Site Map options, use these
steps to add it.

1. Open the SiteMap Editor window and connect to your CRM.

‘d SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

ELoad SiteMap ?aUpdate SiteMap Eopen SiteMap lg Save SiteMap | More actions - B @
— SteMap
: © [
E--S:rtel\"lap

[+ Area (Workplace)

[l Area (SFA)

[ Area (MA)

- Area (CS)

-- Area (Settings)

B Area {ResourceCenter)

2. In the SiteMap window, right-click Area (Settings) and select Add Group.
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‘d SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

@Load SiteMap E.?aUpdahe SiteMap @Dpen SiteMap |zl Save SiteMap | More actions -
 SiteMap

(O QX |-

[=]- SiteMap
-- Area (Workplace)
[ Area (SFA)
- Area (MA)
- Area (C5)

Groug Add Descrip
- Area (Reg Add Titles

Cut

T

Copy

Paste

jm!

Delete

b4

3. In the Properties window:

In the 1d field, type DnB360.

In the Title field, type D&B360.

== E; Click Save i
E E Save

d - {DnB360

U |
ls Profile r

Resource Id I

Description Resource Id I

Deprecated attributes

Title |DaB3s0

Description I

4. In the Site Map Editor window, right-click Group (DnB360) and select Add SubArea.
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"4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2(

E[]Load SiteMap ¥ Update SiteMap | 5] Open SiteMap [l Save SiteMap

— SteMap

O [ X (] 4

= SteMap

[+- Area (Workplace)

[+- Area (SFA)

[+- Area (MA)

[+- Arez (CS)

[=- Area (Settings)

-- Group (Business_Setting)
[ Group (System_Setting)
Group (Customizations)
(- Group (ProcessCenter)
E..

- Subfire Add default Sit=Map
[+]- Area (Resource

Add Titles

& Cut
53 Copy

4| Paste

)( Delete

5. In the Properties window:

In the 1d field, type dnb_administration.

In the Entity field, type dnb_settings.

In the Url field, enter:

$Swebresource:dnb_/WebResources/DnB360.Crm.WebResources.Administration.html

In the Title field, type D&B360 Administration.

Click Save.
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— Properties

Click Save.
H Save
d = Idnb_adrninistlation
Available Cffline [
Pass Params Il
Client ™ Al I Outlook [ Outlook Laptop Cliert

[T web [ Outlook Workstation Client

Entity dnb_settings Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outlook |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

lcon I _l
Outlook Shorteut lcon I

Sku I A T OnPremise [~ Lve [ SPLA

Ud I:estnBBED.CITH.WebResources.ﬂdministlation.l'rtml _l

Resource Id I

Description Resource I1d I

Deprecated attributes

Title |D&E360 Administration

6. In the Site Map Editor window, right-click SubArea (dnb_administration) and select Add Privilege.

4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

i Load SiteMap '?3 Update SiteMap i Open SiteMap H Save SiteMap | More actions -
— SiteMap

X =

=- SteMap

: - Area (Workplace)
- Area (SFA)
[ Area (MA)
=

-

- Area (C5)

- Area (Settings)

- Group (Business_Setting)
- Group (System_Setting)

- Group (Customizations)

- Group (ProcessCenter)

= Group (DnB360)

S b Aea (dnb _ageinizt

- Area (ResourceCanter) Add Descriptions

Add Titles

tina )

&
53 Copy

iy Paste

X Delete

7. In the Properties window, Entity field, type dnb_settings, select Create, and then click Save.
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— Properties

Entity Idnb_seﬂings

Privileges MV Create [ Share
" Read r Assign
™ Wite Al
[T Delete [T Allow Quick Campaign
r Append [T Use Intemet Marketing
r Append to

8.

‘d SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2(

H|Load SiteMap ¥ Update SiteMap | 5 | Open SiteMap [ Save SiteMap
— SteMap
) Q| X | [

= SiteMap

-- Area (Workplace)

- Area (SFA)

G- Area (MA)

- Area (CS)
El- Area (Settings)
-- Group (Business_Setting)
-- Group (System_Setting)
-- Group (Customizations)
-- Group (ProcessCenter)

i SUbAME Add default SiteMap SubArea
[+]- Area (Resource

Select Add
Subfrea.

Add Descriptions
Add Titles

Cut

L B

Copy

Paste

m

b4

Delete

9. In the Properties window:

In the Id field, type dnb_calloutlog.

In the Entity field, type dnb_calloutlog.

Click Save.
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— Properties
Click Save.
H Save

Id * |dnb_calloutiog

Available Offine I

Pass Params r

Cliert [T Al T Outook [ Outlook Laptop Clisrt

I© web I Outlock Workstation Cliert

Entity Jdnb_calloutiog] Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outlook |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

leon I

Outlook Shortcut lcon |

Sheu [ ar [T OnPremise [~ Lve [ SPLA
U |

Resource Id I

Description Resource Id I

Deprecated attibutes

Title |

10. In the Site Map Editor window, right-click Group (DnB360) and select Add SubArea.

SiteMap Editor for Microsoft Dynamics CRM 2(

5| Load SiteMap 2 Update SiteMap | 5| Open SiteMap |l Save SiteMap

— SteMap
) @ [ =] =

=) SteMap

[ Area (Workplace)

H- Area (SFA)

H- Area (MA)

H- Area (C5)

—|- Area (Settings)

-- Group (Business_Setting)

-- Group (System_Setting)

- Group (Customizations)

[+- Group (ProcessCenter)

T-TE -

- SubAre Add default SiteMap SubArea
[+~ Area (Resource]

Add Descriptions
Add Titles

& Cut
53 Copy

4y Paste

}( Delete

11. In the Properties window:

In the Id field, type dnb_lookup.
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In the Entity field, type dnb_lookup.

Click Save.
— Properties
Click Sawve.
H Save
d fdnb_lookup
Available Cffline I
Pass Params I~
Client ™ Al ™ oOulook [ Outlook Laptop Client

[~ Web I Outlook Workstation Cliert

Entity Jinb_lookup| Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outiook |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

leon I |

Outlook Shaortcut lcon |

Sku [ a1 I OnPremise I Live [ SPLA

U | _|

Resource Id I

Description Resource Id I

Deprecated attributes

Title |

12. Click Update SiteMap.

SiteMap Editor for Microsoft Dyn

5 ]Load siteMap @3 Update SiteMap | 5] | Open SiteM;

SiteMap

? © | < =3 f= Click Update
SiteM
| =- SteMap !

-- Area (Warplace)

For on-demand (Live) environments, it might take a few minutes for the settings to take effect. You might

want to publish all customizations.

Adding One or More CRMs to Your Informatica Cloud Account

If your organization has multiple CRMs that will use the batch process, each CRM must have its own

connection in your Informatica Cloud account. To do this, make sure that your Informatica Cloud account

was created using your Max CV user name as the organization name. After you have created your
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Informatica Cloud account and connected to your first CRM, you need to create a connection on the
Informatica Cloud for the any other CRMs that you want to include.

NOTE: Batch jobs can be run from the CRMs only one at a time because there is only one task for new

and refresh batch.

For each CRM ORG, perform the steps in Registering Your Informatica Cloud Account for On Demand CRMs
starting with step 8. Be sure to name the CRM connection in a way that distinguishes the connections.

See the following examples:

In the Connections window, the first example CRM displays in the Name column.

Schedules Task Flows Plug-ins

Connections

Agents Custom Sources

List of all connections in your organization. Use a connection to conneckt to a database, file or Salesforce. To add a new co
connection, click the connection name.

Actions | Namea | Type ‘ Service URL

. Dj % My_Org_Sales Microsoft Dynamics CRM  https://disco.crm.dynamics.com/XRMServices/2011/Discovery.svc

In the New Connection window, we add a second connection.

Mew Connection

You can create a new connection here. Use a connection to access a datat

| OK | | Cancel | |TESt |

Connection Details

Connection Name: ™ My_Org_Support |
Description: | |
Type:™ ' Microsoft Dynamics CRM =

Microsoft Dynamics CRM Connection Properties

Authentication Type:™ | Microsoft Live =]
User Name:™ pattiebs@gmail.com |
Password:™ ssssssns |
Qrganization Name:™ myorgsupport |
Service URL:™ https://disco.crm.dynamics.com/XRMServices/|

Now the Connections window displays these two organization names.
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INFORMATICA

' Home | Data Services | Configuration  Administration
Agents Schedules Task Flows Plug-ins Custom Sources
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new co
connection, click the connection name.

New

Actions Name= Type Service URL
rd ﬂj ¥ My_Org_Sales Microsoft Dynamics CRM - https://disco.crm.dynamics.com/XRMServices,/2011/Discovery.sve

v ﬂ'j ¥ My_Org_Support Microsoft Dynamics CRM  https://disco.crm.dynamics.com/¥RMServices/2011/Discovery.sve

In the Configure Credentials window, Batch Credentials area, we enter the User Name and Password for our
Informatica Cloud account, which we set up in Registering Your Informatica Cloud Account for On Demand
CRMs starting with step 8. These instructions are in the section for an On Demand CRM, but also apply to
On Premise CRMs when adding one or more CRMs to your Informatica Cloud account.

Configure Credentials

Batch Credentials

User User Name

Hide Password

Password | esesssse

Confirm Password @ sessssss

Connection Name ‘ My_Org_Suppor] |

In the Modify Batch Schedule window, we enter the settings for a New Batch.
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Modify Batch Schedule

New Batch

Start Time 11/26/13 B | at 03 AD AM -
Repeat Frequency None -
Confidence Code g ~

The Data Services tab, DNB360 Batches area lists the new batch that we set in the previous step.

INFORMATICA (10)11(

Data Services Configuration Administration

Data Synchronization PowerCenter

DNB360 Batches

List of DNB260 batches in your organization. A DNB360 batch defines the process for synchronizing data between Salesforce and DNB.
Actions | Name | Type Connection Schedule
& p ¥ DNB3260 New Batch for Microsoft Dynamics CRM Account New Batch My_0Org_Sales NEW_BATCH_JOB

Submitting a New or Refresh Batch Job

When you are ready to submit a new or refresh batch job, you must modify the connection on the Informatica
Cloud. To do this, you need to edit the batch task on the Informatica Cloud to use the connection to the
CRM organization where you want to run batch.

NOTE: If more than one CRM uses your Informatica Cloud account, all CRMs that use this account will

display in the activity logs.

On your Informatica Cloud account, select the Data Services tab.

Click DnB360.

In the Actions column, click the pencil icon to edit the batch job that you want to use.
Select the connection for the CRM.

Click Save.

A
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You can create DNB360 batch here. A DNB260 batch defines the process for synchronizing data between Sale

Save 4 Click Save. l
Complete thess
DNB360 Batch Details ; fields.

Application Type:™ | Microsoft Dynamics (=l
Object Type:™ Account El
Batch Type:™ MNew Batch (=]

DNB360 New Batch for Microsoft Dynamics CRM Account consists of following steps:
DnB360 New Batch Extract for Microsoft Dynamics CRM Account
New Batch Initialization
MNew batch records submitted to DnB for processing
New Batch Record Ids from DnbAdimnReview
MNew Batch Records that failed DQ check
DnB360 New Batch Retrieve for Microsoft Dynamics CRM Account
New batch records validated for DUNS duplicates
MNew Batch Record Ids from DnbCompany (first time)
New batch records posted to DnB Company
New Batch Record Ids from DnbCompany (second time)
New Batch association between Account and DnB Company
New Batch Record Ids from DnbaAdimnReview
MNew Batch below Confidence Code records posted to DnB Admin Review
Mew Batch record count is updated for the current job run
New Batch record count is reset for the next job run

Connection: ™ View... |  New...
Schedule: My_Org_Sales
-w%u?.rf'mgul} ﬁﬁu suTEuuE: T ew_saur_sthedule EI New...
Row Limit: ® Use default limit
Limit data to rows

6. On the CRM window, verify that the Connection name you have entered for batch and the Connection
name on the Informatica Cloud account are the same. Also verify that the user name and password

information are the same.

INFORMATICA

Data Synchronzatson PowerCenter DNB360 |

DNB360 Batches
List of DMNB350 batches in your organization. & DNB360 batch defines the process for synchronizing data between Salesforce and DNB.
Heew

Actions  Name Type Connection Schedule
& ¥  DNB360 New Batch lor Microsolt Dynamics CRM Account Mew Batch My_0Org_Sales NEW _BATCH_)OB

S ¢ X DNB3GO Refresh Batch for Micresoft Dynamics CRM Account  Refresh Batch  My_Org_Supgert  REFRESH_BATCH_SCHEDULE

Configuring CRM Endpoints

If your configuration includes a proxy service, you will need to configure a CRM endpoint to use the external
URL in order to establish communication between the agent and D&B360.

1. In the MSD CRM window, navigate to Advanced Find.
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Aig Microsoft Dynamics CRM «

[#] NEW ACTIVITY » == NEW RECORD ~

Y | WORKPLACE +

i IMPORT DATA

2. In the Look for menu, select D&B Settings.
e | _
15 ! O € g

Select DEB
Sedlings.

DEE teng

5. Click Results.

6. Click Export D&B Settings.

D&B360

n ADVANCED FIND

I Avaraced Fiedt - Maeroasit Dpnaerecs CRM - Maszoft Dynansecs CRM - Gotgie Chroete

30regressiondcrmadynamicecom

T FODE Ay ks vitsh) Erpriaevect CRRA

B|yil, LIl on

Rapadt =
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Mavigate to
Advanced Find.

In the D&B Settings window, select Edit Columns, and then click Add Columns.

In the Add Columns window, select CrmEndpoint, and then click OK twice to close the window.
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7. In the Export Data to Excel window, Use this type of Worksheet area, select Make this data available
for re-importing ..., and then click Export.

Export Data to Excel X

Select the type of worksheet to export.

Use this type of workshest:

@) Static worksheet with records from this page

Make this data available for re-importing by incuding required column
© headings

Dynamic PivotTable

Dynamic worksheet

lIﬁ.l We recommend that you save the exported file before you open it.

Export Cancel

An Excel file is exported to your local directory named For Re-Import — D&B Settings Advanced Find View.

8. When the .csv file opens in Excel, edit the file to include the URL needed for access and save the Excel
file.

9. Return to the Advanced window and select File, then Tools, then Import Data.

I Actvanced Feect « Mhernsaft Dpnarmcs CRM « Micrnoft Dynanscs CRM « Googie Chrome & - Faa i g -
3 htips E.Elreq.ws.unn} crmudynamicecom, P whype inceddind # 74 I |
InTFOOE | iy pokicritas Dhyraerecs CRM E——
FRE T« 8111 (Tt ! ETEmGS Cergrinimend &
amm Srtrnly Ly Ery a Lirk - ]
iiow BAS £ B nit Bun  Espedt GdH
TG Ovfirte D& SetEng: Wigriligw Oussg Repodts L ou

R Preem fats

Fapodt DB Semngs

10. Search for and enter the file that you just edited, and then click Next.
11. Click Finish.

12. Wait a few minutes and then click on Results again to run the query.

When processed, input will display below the column CrmEndpoint.
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Viewing Available D&B360 Roles

1. Onthe CRM 2011 window, Settings menu, System menu, select Administration.

2. Click Security Roles to display the security roles available to you

Settings m B~ Administration

4 Business

. - -
[ Business Management Which feature would you like to work with?

fj Templates
LJ' Product Catalog

i
§ Announcements
\ Create, edit, and delete announcements that appear in the

4 System Workplace area.
| Administration Click Security
|5~ Data Management EE:urlt:,r Roles
@b System Jobs -_.f‘__." Create new security roles, Manage and delete existing
%% Document Management security roles for your arganization.
Bl g
~ Auditing

3. On the CRM 2013 window, Settings menu, System menu, select Administration.

SETTINGS v Customizations G‘) Create

Select
Y4l Administration

PRODUCT CATALOG CUSTOMIZATIONS SOLUTIONS DYMNAMICS MARKETPLACE ADMINISTRATION

4. Click Security Roles to display the security roles available to you

Aig Microsoft Dynamics CRM v # | SETTINGS v  Administration

Administration

Which feature would you like to work with?

____'I- Announcements

— Create, edit, and delete announcements that appear in the Workplace area.

41 Business Units
Add new business units, Edit and deactivate existing business units, Change the parent business unit,

Select Security
Roles.

Security Roles

-_x"__.-’ Create new security roles, Manage and delete existing security roles far your organization.

D&B360 | © DUN & BRADSTREET, INC. 2015 CHAPTER A: APPENDIX A-14



The Security Roles list displays the available

Security Roles

&
&
]

FEEEEEEEEEEEEEEIEE

= [®] | More Actions -
Name a

CEQ-Business Manager

CSR Manager

Customer Service Representative
D&B380 Administrator

D&B360 User

Delegate

Marketing Manager

Marketing Professional

Sales Manager

Salesperson

Schedule Manager

Scheduler

System Administrator

System Customizer

Vice President of Marketing

Vice President of Sales

roles.

To view which tasks are permitted for the components of each role, complete the steps that follow. You can

select from these tasks, which are permitted for a variety of components:

Append

N EEEE

Create Read

Append To

Write
Assign

1. In the Security Roles window, double-click a role to select it.

Security Roles

Maore Actions -

Mew = | @
Mame &
CEQ-Business Manager
CSR Manager
Customer Service Representative
DéE360 Administrator

Double-click a role to
D&B360 User celect it

Delegate

Marketing Manager
Marketing Professional
Sales Manager
Salesperson

Schedule Manager
Scheduler

System Administrator
System Customizer
Vice President of Marketing

Yice President of Sales

D&B360 | © DUN & BRADSTREET, INC. 2015

Business Unit

DnE3605alesDiemo
DnE3a05alesDemo
DnE3a05alesDemo
DnB3a05alesDema
DnE3a05alesDemo
DnE3a05alesDiemo
DnE3a05alesDema
DnE3a05alesDemo
DnE3605alesDiemo
DnE3a05alesDemo
DnE3a05alesDemo
DnB3a05alesDema
DnE3a05alesDemo
DnE3a05alesDiemo
DnE3a05alesDema
DnE3a05alesDemo

Delete
Share
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2. In the Security Role: D&B360 Administrator window, click Customization to display permissions

associated with this role.

Details Core Recards Marketing Sales Service Business Management Service Management Customization Custom Entities

Role Name * Business Unit * g[cnck Customization_ J

3. To view remaining permissions, click Custom Entries.

In the Security Role: D&B360 Administrator window, Customization tab, administrator permissions are
indicated by green (user type) circles.

[&] Security Role: D&B360 Administrator

Detailz Core Records Marketing Sales Service Business Mar Service M. Customization Custom Entities

Entity Share

Attribute Map

Create Read Write Delete Append Append To Aszzign
Customizations
Dialog Session
Entity

Entity Map
Figld

Import Job
Option Set

Plug-in Azzembly

Plug-in Type

Process

Process Configuration
Publizher

Relationship

Sdk Meszage

Sdk Meszage Processing Step

Sdk Meszage Processing Step Image

Sdk Message Processing Step Secure Configuration
Service Endpoint

Solution

System Chart

System Form

System Job

View

Web Resource W L ]

Miscellaneous Privileges

Configure Yammer
Export Customizations
ISV Extensions

Publish Customizations

Execute Workflow Job
Import Customizations

Medify Customization constraints

oo

In the Security Role: D&B Administrator window, Custom Entries tab, administrator permissions are also

indicated by green (user type) circles.
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Security Role: D&B360 Administrator

=

Details | Core Records | Marketing | Sales | Service | Business Management | Service Management | Customization Custom Entities |_
Entity Create Read Write Delete Append Append To Assign Share
D&B Admin Review ® ® ® ® ® ®
D&E Callout Log ® ® O ® ® ®
D&EB Company ® ® ® ® ® ®
D&E Contact ® ® ® ® ® ®
D&E Entitlement ® ® ® L] L] @
D&E Financial ® ® @ @ ® ®
D&E IndxRef ® ® ® ® ® o ® ®
D&E Saved Search @] @]
D&B Settings
D&E Web Service ® ® ® o ] O
D&B360 User Permissions
For On-Premise and On-Demand CRMs:
@ Security Role: D&B360 User
Details | Core Records | ing | Sales | Semice | Business | senvice e jon | Custom Entities |
Entity Create Read Write Delete Append  Append To Assign Share
D&B Admin Review o] o] o] o] @] o]
D&S Czllout Log [ ] ® (@] @] [ ] [ ]
DEE Company ® ® [ ] [ ] [ ] ®
D&ES Contact [ ] L ] [ ] L ] [ ] L ]
D& Entitlement o] L ] @] o] o] o]
DS Financial [ [ ] ® [ ] [ ] [ ]
D& IndxRef ® ® [ ] L ] [ ] L ] ® L ]
D&EB Saved Search @] o]
D& Setings Q [ ] (@] (@] (@] (9]
D&SB Web Service L ] L ] [ ] o] o] o]
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P

plugin, DnB360.Plugins.SecurityPlugin 2-12

R

register agent 2-12
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restarting the secure agent 4-38
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security roles A-14, A-14

S

secure agent
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T

troubleshooting
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U
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